


Additional Copies

To obtain additional copies of this report, visit the Web site of the Department of Defense
Inspector General at http://www.dodig.mil/audit/reports or contact the Secondary Reports
Distribution Unit at (703) 604-8937 (DSN 664-8937) or fax (571) 372-7469.

Suggestions for Audits

To suggest or request audits, contact the Office of the Deputy Inspector General for
Auditing by phone (703) 604-9142 (DSN 664-9142), by fax (571) 372-7469, or by mail:

Department of Defense Office of Inspector General
Office of the Deputy Inspector General for Auditing
ATTN: Audit Suggestions/13F25-04

4800 Mark Center Drive

Alexandria, VA 22350-1500

DEPARTMENT OF DEFEMSE

To report fraud, waste, mismanagement, and abuse of authority.

Send written complaints to: Defense Hotline, The Pentagon, Washington, DC 20301-1900
Phone: 800424.9098 e-mail: hotline@dodigmil  www.dodig.mil/hotline

Acronyms and Abbreviations

BEA Business Enterprise Architecture

BTA Business Transformation Agency

COA Chart of Accounts

DASN(FMO) Deputy Assistant Secretary of the Navy

for Financial Operations

DCMO Deputy Chief Management Officer

DDRS Defense Departmental Reporting System

DFAS Defense Finance and Accounting Service

ERP Enterprise Resource Planning

FFMIA Federal Financial Management Improvement Act of 1996

FMO Office of Financial Operations

IRB Investment Review Board

NAVAIR Naval Air Systems Command

OMB Office of Management and Budget

SFIS Standard Financial Information Structure

USD(AT&L) Under Secretary of Defense for Acquisition, Technology,
and Logistics

USD(C)/CFO Under Secretary of Defense (Comptroller)/Chief
Information Officer, DoD

USSGL U.S. Government Standard General Ledger



February 13, 2012
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SUBJECT: Navy Enterprise Resource Planning System Does Not Comply With the
Standard Financial Information Structure and U.S. Government Standard General

Ledger (Report No. DODIG-2012-051)

We are providing this report for your review and comment. The Navy approved deployment of
the Navy Enterprise Resource Planning (ERP) System without ensuring it complied with the
Standard Financial Information Structure and the U.S. Government Standard General Ledger.
As a result, the Navy spent $870 million to develop and implement a system that might not
produce accurate and reliable financial information. When deployment is complete, the System
will manage 54 percent of the Navy’s total obligation authority, which was valued at about

$85 billion for FY 2011. We considered management comments on a draft of this report when
preparing the final report.

DoD Directive 7650.3 requires that all recommendations be resolved promptly. The Director,
Acquisition Resources and Analysis, comments were not responsive. We request that the
Director, Acquisition Resources and Analysis, provide additional comments on revised
Recommendation 1 by March 13, 2012. The Deputy Chief Management Officer responded for
the Chairman, Defense Business Systems Management Committee. The comments were
partially responsive, and we request additional comments on revised Recommendation 2.a by
March 13, 2012.

Comments from the Deputy Assistant Secretary of the Navy (Financial Management and
Comptroller, Office of Financial Operations) and the Navy ERP Program Manager, who
responded for the Assistant Secretary of the Navy (Research, Development, and Acquisition)
were partially responsive. We request the Deputy Assistant Secretary and Program Manager,
provide additional comments on Recommendations 3.a, 3.b, 3.c, and 3.g by March 13, 2012.
Please see the Recommendations Table on page ii of this report.

If possible, send a portable document (.pdf) file containing your comments to
audclev@dodig.mil. Copies of the management comments must contain the actual signature of
the authorizing official. We are unable to accept the /Signed/ symbol in place of the actual
signature. If you arrange to send classified comments electronically, you must send them over
the SECRET Internet Protocol Router Network (SIPRNET).

We appreciate the courtesies extended to the staff. Please direct questions to me at

(703) 604-8905. @7 y %M?/

Amy J. Frontz, CPA
Principal Assistant Inspector General
for Auditing
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samee. Results in Brief: Navy Enterprise Resource
. Planning System Does Not Comply With the
Standard Financial Information Structure and

U.S. Government Standard General Ledger

What We Did

We determined whether the Navy Enterprise
Resource Planning System (System) complied
with the Standard Financial Information
Structure (SFIS) and the U.S. Government
Standard General Ledger (USSGL).

What We Found

The Navy developed and approved deployment
of the System to 54 percent of its obligation
authority, which was valued at $85 billion for
FY 2011, without ensuring that the System
complied with SFIS and USSGL.

The Navy did not have an adequate plan to
incorporate SFIS requirements into the
development and implementation of the System,
did not develop an adequate validation process
to assess compliance with SFIS requirements,
implemented the System to accommodate
existing Navy Chart of Accounts and
noncompliant procedures, and failed to
implement processes necessary to support
requirements. As a result, the Navy spent
$870 million to develop and implement a
system that might not produce accurate and
reliable financial information.

What We Recommend

The Under Secretary of Defense for
Acquisition, Technology, and Logistics
(USD[AT&L]) should review the Navy ERP
System’s Business Enterprise Architecture
(BEA) compliance status to ensure adequate
progress is being made toward the planned

FY 2015 SFIS compliance date before
approving deployment to additional commands.

The Defense Business Systems Management

Committee Chairman should

e track the configuration and implementation
of BEA requirements to ensure adequate
progress is being made toward the planned
SFIS compliancy date, and

e require the Investment Review Board to
update guidance for assessing SFIS
compliance to include an independent
validation before making a system
certification recommendation.

The Assistant Secretaries of the Navy

(Research, Development, and Acquisition and

Financial Management and Comptroller) should

e implement SFIS requirements for the System,
and use the independent SFIS validation to
improve the validation process,

e update the System Chart of Accounts to
include all USSGL/DoD accounts used to
prepare Navy financial statements,

e comply with Treasury updates, and

e review financial operations and policy
governing the System.

Management Comments and
Our Response

The USD(AT&L) comments were
nonresponsive, and we request additional
comments on Recommendation 1. The Deputy
Chief Management Officer and Navy comments
were partially responsive, and we request
additional comments on Recommendations 2.a
3.a,3.b, 3.c, and 3.g. Please see the
recommendations table on the back of this page.
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Recommendations Table

Management

Under Secretary of Defense for
Acquisition, Technology, and
Logistics

Chairman, Defense Business
Systems Management
Committee

Assistant Secretary of the Navy
(Research, Development, and
Acquisition)

Assistant Secretary of the Navy
(Financial Management and
Comptroller)

Recommendations
Requiring Comment

2.a

3.a,3b,3.c,3.¢g

3.a,3b,3.c,3.¢g

Please provide comments by March 13, 2012.

1

No Additional Comments
Required

2b

3.d, 3., 3.f

3.d, 3., 3.f
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Introduction
Audit Objectives

Our overall objective was to determine whether the Navy Enterprise Resource Planning
(ERP) System, referred to as the System, provides DoD management with accurate,
timely, and reliable financial information. Specifically, we determined whether the
System complied with the Standard Financial Information Structure (SFIS) and the
U.S. Government Standard General Ledger (USSGL). However, compliance with this
guidance did not apply to the timeliness of the financial data. As such, we did not
determine whether the System provided DoD management with timely financial
information. See Appendix A for a discussion of the scope and methodology and prior
audit coverage.

Background on the Navy ERP System
Navy ERP

The Navy has experienced long-standing financial reporting problems. The Assistant
Secretary of the Navy (Financial Management and Comptroller) has acknowledged seven
material weaknesses related to seven of the Navy’s business processes and systems:
Collections and Disbursements, Procure to Pay Processes, Real Property, General
Equipment, Military Equipment, Operating Materials and Supplies, and Inventory. These
weaknesses and related problems exist, in part, because the Navy did not design its
legacy accounting systems to maintain auditable data at the transaction level to support
the amounts reported on its financial statements.

So that its financial statements will be auditable, the Navy is implementing the System
throughout its network. An Office of the Assistant Secretary of the Navy (Financial
Management and Comptroller) Office of Financial Operations (FMO) presentation,
“Navy ERP: Roadmap to Enterprise Business Transformation,” May 27, 2009, stated
that the System enabled, but did not guarantee, audit readiness. To improve the DoD’s
financial processes, controls, and information, the Under Secretary of Defense
(Comptroller)/Chief Financial Officer, DoD (USD[C]/CFO) created the “Financial
Improvement and Audit Readiness Plan,” updated biannually. The guidance for the plan
states that reporting entities implementing the ERP systems as a solution for resolving
audit impediments should map known processes and control weaknesses to the new
systems requirements to ensure that the System will adequately address the impediments.

The System is an integrated business management system implemented to update and
standardize Navy business operations, provide financial transparency across the
enterprise, and increase effectiveness and efficiency. The System uses a software product
from SAP Corporation' that allows the Navy to unify, standardize, and streamline all its

' The SAP Corporation is the market leader in enterprise application software.
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business activities into one integrated system. The Command Implementation Guidance,
“Navy Enterprise Resource Planning Program,” Version v2.0, July 15, 2009, states that
the System also has the ability to generate auditable financial statements compliant with
all current financial accounting standards, and governing policies, regulations, and laws.

The Assistant Secretary of Defense for Networks and Information Integration approved
the Navy ERP Program for development in August 2004. Initial deployment of the
System at the four major system commands? began in October 2007 at Naval Air
Systems Command (NAVAIR), and the Navy plans to complete this deployment in

FY 2012 with the Naval Sea Systems Command conversion. According to the Navy,
when deployment at the four major system commands is complete, the System will
manage 54 percent of the Navy’s total obligation authority, which was valued at about
$85 billion for FY 2011.

ERP Roles

Navy Office of Financial Operations

The FMO is responsible for providing integrated Navy financial management architecture
by:

e providing managers with timely, accurate, and useful information for policies,
procedures, and direction on accounting, finance, management control, financial
services, and financial systems;

e preparing reports and supporting documentation for any adjustments when
converting legacy financial systems into the System,;

e validating all General Fund and Working Capital Fund balances;

e assisting implementing commands during data conversion planning and migration
to the System, including providing policy on financial issues for conversion and
data cleansing actions;

e serving as the authority over the System Chart of Accounts (COA) and approving
all changes before to their implementation into the System; and

e regularly updating and modifying the COA to validate SFIS and USSGL
compliance.

The Navy ERP Program Office Responsibilities

The Assistant Secretary of the Navy (Research, Development, and Acquisition), Navy
ERP Program Office (Program Office), is responsible for developing the Navy standard
business processes and configuring the System. The Program Office also provides a
structured implementation process and functional and technical expertise to support Navy
activities’ key implementation events.

? Naval Air Systems Command, Space and Naval Warfare Systems Command, Naval Supply Systems
Command, and Naval Sea Systems Command.



The goal of the Navy activities is to ensure site personnel are capable and ready to use the
System and that site personnel are able to identify problem documents, verify the
activities’ ability to meet reporting deadlines, and confirm proper documentation is in
place to support all transactions. Navy activities using the System maintain responsibility
for reports that the Defense Finance and Accounting Service (DFAS) requires for
financial reporting. The Program Office also provides DFAS users with financial display
access to the System to assist with all support requirements.

Defense Finance and Accounting Service

The DFAS overall mission is to direct, approve, and perform finance and accounting
activities for DoD. DFAS Cleveland is responsible for monthly processing, reporting,
and posting of the Navy’s financial data to the Defense Departmental Reporting System
(DDRS). DDRS produces DoD Components' financial statement reports based on the
USSGL. After DFAS processes Navy financial data in DDRS, DDRS compiles and
consolidates Navy and other DoD Components’ financial data for the DoD agency-wide
financial report.

DFAS supports commands and activities that deploy the System; however, Navy officials
remain responsible for the reliability of the financial data.” DFAS:

e provides maintenance of general ledger tables;

e coordinates with Navy activities to verify that they update the System
appropriately;

e identifies trial balance issues; and

e prepares the Navy’s financial reports from DDRS.

Federal Financial Management Improvement Act Requirements
for Financial Management Systems

Public Law 104-208, “Omnibus Consolidated Appropriations Act, 1997, Title VIII,
“Federal Financial Management Improvement Act of 1996” (FFMIA), requires that
Federal agencies implement financial management systems capable of routinely
providing reliable financial information across the Federal Government and applying
uniform accounting standards.

Section 803(a) of the FFMIA requires agencies to implement and maintain financial
management systems that comply substantially with (1) Federal financial management
system requirements, (2) applicable Federal accounting standards, and (3) the USSGL at
the transaction level.

Section 803(a) of the FFMIA states that to rebuild the accountability and credibility of
the Government and restore public confidence, Federal agencies must incorporate

* A memorandum of understanding between Navy activities and commands implementing ERP and DFAS
for operational support was signed in September 2007, detailing the roles and responsibilities and serving
as a framework for command-specific agreements.



accounting standards and reporting objectives into their financial management systems so
that all the assets and liabilities, revenues, expenditures or expenses, and the full costs of
programs and activities can be consistently and accurately recorded, monitored, and
uniformly reported throughout the Government.

Navy Needs to Improve Processes for Implementing

the ERP System

DoD Instruction 5010.40, “Managers’ Internal Control Program (MICP) Procedures,”
July 29, 2010, requires DoD organizations to implement a comprehensive system of
internal controls that provides reasonable assurance that programs are operating as
intended and to evaluate the effectiveness of the controls. We identified internal control
weaknesses. The Navy did not have an adequate plan to incorporate SFIS requirements
in the development and implementation of the System, did not have an adequate
validation process to assess compliance with SFIS requirements, implemented the System
to accommodate existing Navy COA and noncompliant procedures, and failed to
implement processes necessary to support Department of the Treasury (Treasury) and
DoD requirements.

We will provide a copy of the report to the senior officials responsible for internal
controls in the Offices of the Assistant Secretary of the Navy (Research, Development,
and Acquisition) and the Assistant Secretary of the Navy (Financial Management and
Comptroller).



Finding. The Navy ERP System Must Comply
With SFIS and USSGL

The Navy developed and approved deployment of the Navy ERP System to 54 percent of
its obligation authority without ensuring that the System complied with the SFIS and
USSGL. Specifically, the Program Office and FMO officials (Navy officials):

e deployed the System even though it was only 53-percent compliant* with
FY 2010 Business Enterprise Architecture (BEA) 7.0 SFIS Compliance Checklist
requirements;

e inaccurately completed the BEA 7.0 SFIS Compliance Checklist;

e did not include 110 of 294 USSGL/DoD accounts required to support Navy
financial statements;

e did not make at least two updates to the USSGL/DoD COA, as required by the
Treasury;

e did not implement an accurate crosswalk from the Navy COA to the USSGL/DoD
COA in the System (there were 41 differences between the official Navy
crosswalk and the System crosswalk); and

¢ did not support amounts reported for the Navy by DDRS in the System.

This occurred because Navy officials did not adequately plan to incorporate SFIS
requirements into the development and implementation of the System, did not develop an
adequate validation process to assess compliance with SFIS requirements, implemented
the System to accommodate existing Navy COA and noncompliant procedures, and failed
to implement processes necessary to support Treasury and DoD requirements.

As a result, the Navy spent $870 million to develop and implement a system that may not
produce accurate and reliable financial information. In addition, the System may not
correct the Navy’s long-standing material weaknesses.

Standard Financial Information Structure

Public Law 108-375, “The National Defense Authorization Act for FY 2005,”
October 28, 2004, requires an information infrastructure that, at a minimum, integrates
budget, accounting, program information, systems, and performance. Office of
Management and Budget Circular No. A-127 (OMB Circular A-127) and the Revised

*Not all SFIS requirements have been defined. See Table 1 for a complete description of the Navy ERP
SFIS compliancy status for FY 2009 and FY 2010.



Implementation Guidance for the FFMIA requires agency financial management systems
to reflect an agency-wide financial information classification structure that is consistent
with the USSGL. DoD uses the SFIS to meet these requirements. DoD Regulation
7000.14-R, “DoD Financial Management Regulation,” Volume 1, Chapter 4, “Standard
Financial Information Structure (SFIS),” requires that Military Departments maintain
their systems to be consistent with SFIS requirements.

SFIS is a comprehensive systems language that supports information and data
requirements for budgeting, financial accounting, cost and performance management, and
external reporting across DoD. It provides an enterprise-wide standard for categorizing
financial information to support financial management and reporting functions that DoD
requires of all systems supporting financial transactions.

The Business Transformation Agency (BTA)’ facilitates the governance of the SFIS
Board and approves systems implementation plans. BTA was established to guide the
transformation of business operations throughout DoD and to deliver enterprise-level
capabilities that align to warfighter needs.

The SFIS Board is a cross-agency working group responsible for approving all changes
to the SFIS. The Board must vet all changes before the SFIS can be updated. The voting
members of the SFIS Governance Board include but are not limited to representatives
from the Under Secretaries of Defense; other Defense organizations, such as DFAS and
the Defense Logistics Agency; Military Departments (Army, Navy, Air Force, and
Marine Corps); and U.S. Special Operations Command.

The Military Departments and the Defense agencies are responsible for implementing
SFIS for all applicable target systems that interface with the System, by ensuring and
maintaining compliance with the BEA 7.0 SFIS Compliance Checklist (checklist).

Navy Officials Need to Address SFIS Compliance

Navy officials indicated in their self-assessment
self-assessment that the System that the System complied with only 53 percent of
complied with only 53 percent FY 2010 checklist requirements. To validate SFIS
of EY 2010 checklist compliance, Navy officials must annually complete
the checklist and indicate when they will correct
noncompliant items. The checklist includes
72 data elements and 335 business rule requirements® selected by the SFIS Board and
facilitated by BTA. Table 1 shows the results of the checklist for FY 2009 and FY 2010,
based on a self-assessment of the 335 business rules.

Navy officials indicated in their

requirements.

> The BTA is scheduled to be dissolved and its responsibilities shifted to the Deputy Chief Management
Officer. The BTA indicated that SFIS governance and facilitation would continue under the Deputy Chief
Management Officer.

% A data element is a named identifier of each of the entities and their attributes that are represented in a
database and a business rule is a statement that defines or constrains some aspect of the business. It is
intended to assert business structure or to control or influence the behavior of the business.
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Table 1. The System’s SFIS Compliance Status

Fiscal SFIS SFIS SFIS Did Compliancy to
Year Compliant Noncompliant Not Apply Be Determined
2009 54.1% 17.6% 17.3% 11.0%
2010 53.4% 20.0% 17.3% 9.3%

Navy officials provided to the BTA their planned action for SFIS compliance in the
checklists. For example, Navy officials stated that they would work with BTA to make
changes to master data interfaces for business and trading partner numbers with an
estimated compliance date of September 30, 2015. Navy officials indicated that the
entire System for the four major system commands would be compliant by FY 2015.
Navy officials expected the complete deployment of the System at the four commands by
FY 2012 even though the expected compliancy date was not until 3 years after full
deployment.

The System was not SFIS-compliant because Navy officials did not adequately plan to
incorporate SFIS requirements while developing and implementing the System. For
example, the Navy began deployment and implementation of the System in October
2007; however, as of January 2011, Navy officials had not included an SFIS-compliant
standard (USSGL/DoD) COA in the System.’

USD(C)/CFO issued a memorandum, “DoD Standard Chart of Accounts in Standard
Financial Information Structure,” August 13, 2007, requiring implementation of USSGL
account and DoD standard account extensions to provide the detail required for
budgetary, financial, and management reports. Implementation of the standard COA was
meant to eliminate translation and crosswalking of account values into DDRS. Navy
officials should have incorporated this requirement into the development and
implementation; however, instead, they continued to use the Navy’s standard COA,
which is not SFIS compliant.

Section 2222, title 10, United States Code (10 U.S.C. § 2222) requires DoD to conduct a
periodic review, at least annually, of every Defense business system investment, for
funding to be approved. The Investment Review Board (IRB) issued guidance that
incorporates 10 U.S.C. § 2222 and directs the Components to complete annual reviews
and ensure that their systems are assessed against the DoD BEA. The Components
complete the IRB Annual Review Assertion Memo, where they identify which version of
the BEA their systems are or will be compliant with and which version of the BEA their
systems were last certified against. According to the IRB guidance, these internal
Component reviews meet the 10 U.S.C. § 2222 Annual Review requirement.

7 See “Official Crosswalk Needs to Be Maintained in the System” section for complete details on the COA.
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The IRB reviews the Assertion Memo and makes a recommendation to the Defense
Business Systems Management Committee for system certification. As stated, BEA
compliance is required to be reviewed and certified by the IRB annually and must occur
for funding to be approved. In the Navy’s annual review submission, Navy officials
provided DoD with the compliance checklist,® which showed SFIS noncompliance along
with the expected compliance date. The IRB accepted the BEA compliancy package and
recommended certification to the Defense Business System Management Committee
based on the expected compliancy date.

Because of the inadequate planning, the Navy spent $870 million to develop and
implement the System without demonstrating or validating the capability to process
financial transactions that produced reliable financial statements or were SFIS compliant.
Navy officials should implement compliant SFIS requirements in the System as currently
deployed, and USD(AT&L), as the milestone decision authority, should review the Navy
ERP System’s BEA compliance status to ensure adequate progress is being made toward
the planned FY 2015 SFIS compliance date before approving deployment to additional
commands. In addition, the Defense Business System Management Committee should
track the configuration and implementation of BEA requirements to ensure adequate
progress is being made toward the planned FY 2015 SFIS compliancy date for each
funding certification required.

Inaccurate SFIS Compliance Self-Assessment

Navy officials inaccurately completed the checklist
during the self-assessment of the System’s SFIS
compliance. Specifically, Navy officials asserted
that the System was compliant with two data
elements for which it was actually noncompliant.
This occurred because Navy officials did not develop an adequate validation process to
assess compliance with defined SFIS requirements.

Navy officials asserted that the

System was compliant with two

data elements for which it was
actually noncompliant.

As discussed in the previous section, the checklist measures compliance with 72 SFIS
data elements and 335 corresponding business rules. Each data element may have 1 to
12 business rules. To be compliant with an SFIS data element, the system must be
compliant with all applicable business rules. Noncompliance with data elements and
business rules can result in posting errors and incorrect reporting of financial data.

The DFAS Strategic Business Management Office created the System “Issues List,”
which included procedural and systemic issues that occurred from monthly interfaces
between the System and DDRS. In conjunction with DFAS and the Navy, we identified
11 issues that affected financial data. We examined the financial issues and traced those
issues to the related data elements and business rules in the checklist. Navy officials
incorrectly certified the System as compliant with two data elements, related to 7 of the

¥ While the checklist focuses specifically on the SFIS, it is one in a series of BEA compliance products.
This checklist is required to be used when evaluating systems for SFIS compliance.
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11 issues,’ such as reclassifications, general ledger posting corrections, and manual
creation of unsupported journal vouchers. See Appendix B for details on the seven
issues.

In addition, BTA started an SFIS validation assessment in May 31, 2011. ' This review
was part of a larger review of all ERP systems that were then in use for DoD. BTA
independently examined checklist business rules in the System to assess the System’s
SFIS compliance. We compared the results of BTA’s ongoing assessment with the
Navy’s FY 2010 checklist assertions and found that Navy officials had asserted
compliance with an additional 10 business rules'' with which the System was actually
noncompliant.

Because of the inaccurate self-assessment, Navy financial managers overlooked the
System issues in financial data posting and reporting. Therefore, posting logic errors
went undetected in the System’s trial balance submissions, which required DFAS to
make journal vouchers to correct Navy financial data. For example, the Navy applied
surcharges to budgetary accounts, although according to the “DoD Financial
Management Regulation” guidance, surcharges have no budgetary impact. The
undetected posting logic errors impeded the Navy’s ability to accurately report financial
data from the System to stakeholders, and DFAS indicated that the errors required a
significant amount of resources to correct, which increased costs to DoD.

In addition, the IRB relied on this inaccurate self-assessment during the annual
certification review. Navy officials should use the independent SFIS validation
assessment performed by BTA and the subsequent discussions to improve the validation
process. In addition, the Defense Business System Management Committee should
require the IRB to update guidance for assessing SFIS compliance to include an
independent validation assessment of SFIS compliance before making a system
certification recommendation.

Chart of Accounts Guidance

OMB Circular A-127 and the FFMIA require the use of USSGL in all DoD accounting
systems for all appropriations and funds and for internal and external reporting needs.
“Treasury Financial Manual,” Supplement 2, “United States Standard General Ledger
(USSGL) Accounts and Definitions” (2009) requires subsidiary accounts to summarize to
the four-digit USSGL accounts. The USSGL standardizes Federal agency accounting
and supports the preparation of external reports required by the OMB and Treasury. The
COA provides the basic structure for the USSGL, and attributes are added to provide the
appropriate level of detail needed for agency reporting.

’ The remaining four issues were related to business rules that Navy officials certified as noncompliant.

' The BTA validation was not completed as of September 2011.

" In order to be accurate, we only included business rules that were consistent between checklist versions
7.0 (FY 2010) and 8.0 (FY 2011).



The USD(C)/CFO memorandum dated August 13, 2007, further defined the COA
requirement. This policy requires consistent implementation of a DoD standard COA,
which comprises USSGL accounts and DoD standard account extensions in Component

target general ledger accounting systems. The ERP System is the Navy’s target general
ledger accounting system and should include the USSGL/DoD COA.

System Needs to Include All Reported
USSGL/DoD Accounts

Navy officials did not include in
the System 110 of the
294 USSGL/DoD accounts
reported on Navy financial
statements.

Navy officials did not include in the System 110 of
the 294 USSGL/DoD accounts reported on Navy
financial statements. With assistance from
USD(C)/CFO personnel, we determined that the
System should have used the 110 accounts to fully
support Navy financial data reported from DDRS.
As the Navy financial system of record where
implemented, the System should include and maintain subsidiary information for all
transactions and a comprehensive COA to process all Navy and DoD financial
transactions that support Navy financial reports.

Navy officials indicated that the initial System COA included the November 2003 Navy
COA and other accounts developed by the SAP Corporation to address posting logic
issues, which did not include 110 additional USSGL/DoD accounts. Navy officials
omitted those accounts because they had not developed a process that ensured
compliance with Treasury guidance to include all required general ledger accounts in the
System. The omission of these accounts made it difficult or impossible to trace amounts
reported for the Navy by DDRS to the financial system of record and ultimately to the
source documentation.

Without these accounts, the System did not produce reliable, supported financial
statements without manual intervention. For example, we identified 13 general ledger
accounts in the September 30, 2010, DDRS NAVAIR trial balance for appropriation
1804 that were not included in the System. Navy officials should update the System
COA to include all USSGL and DoD accounts used to prepare Navy financial statements.
See Appendix C for a listing of DDRS trial balance accounts used to prepare Navy
financial statements but not included in the System.

Navy Officials Should Update the Chart of Accounts as
Required by Treasury Policy

Navy officials did not make at least two updates required by the “Treasury Financial
Manual,” supplement 2, in the System COA. The “Treasury Financial Manual” required
the Navy to add account 1347, Allowance for Loss on Interest Receivable, and delete
account 1349, Inventory Purchase — Progress Payment Processing, for FY 2010 reporting.
The System was not able to properly record transactions for those accounts for FY 2010
reporting.
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Navy officials agreed that they should have made these updates in the System. Navy
officials did not update the System COA because they did not have an adequate process
to implement Treasury updates to the System. On November 9, 2010, Navy officials
created the Navy COA Governance Board charter. The charter established the
responsibility for maintaining the COA, but did not include a procedure to verify that
system owners made required changes.

The failure to make Treasury updates prevented the System from properly recording
transactions for those accounts and from complying with the USSGL/DoD COA. Asa
result, financial statement amounts reported by the Navy might not be accurate. Navy
officials should update the System COA to reflect current Treasury updates applicable to
the Navy and develop and implement a procedure to verify that system owners make
required changes.

Official Crosswalk Needs to Be Maintained
in the System

Navy officials did not implement an accurate crosswalk from the Navy COA to the
USSGL/DoD COA in the System. Navy officials maintained the official Navy crosswalk
offline in Excel instead of in the System. SFIS requires the use of the USSGL/DoD COA
but allows the use of an alternate COA if the system contains a crosswalk to the
USSGL/DoD COA. Navy officials used the offline crosswalk to populate the System
crosswalk on December 16, 2010. However, we compared the two crosswalks and found
41 differences. Of those differences, 16 accounts were included only in the official
crosswalk (offline version), and 25 accounts were included only in the System crosswalk.

Navy officials did not implement an accurate crosswalk in the System because they had
not developed a process to validate that the System maintains a crosswalk to the
USSGL/DoD COA format. The differences between the crosswalks might cause
inaccurate financial reporting because Navy officials mapped accounts differently and
they might record data in the wrong account. Navy officials should ensure that an
accurate crosswalk exists between the Navy COA and the USSGL/DoD COA and should
maintain that crosswalk in the System rather than offline.

Financial System of Record Must Support
Financial Statements

) Navy officials did not ensure their financial
DFAS made 71 of the 109 journal system of record included all amounts reported
vouchers (65 perC(_ent) to correct by DDRS for the Navy. The System trial

System errors, which accounted balance and the DDRS trial balance differed by
for $551 m'”"?” of t_he NAVAIR- $5.6 billion. Navy officials attributed 99 percent

reported financial data. of the discrepancy to different balance

presentations by DDRS and by the System. Specifically, DDRS adjusts for normal
balances (normal balances are positive amounts, and abnormal balances are negative
amounts), while Navy ERP uses actual balances (debit balances are positive amounts, and
credit balances are negative amounts).
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However, we also identified differences that resulted because feeds from other systems,
automated entries, and manual journal vouchers were entered into DDRS but not into the
System. We performed our analysis on September 30, 2010,'* data from NAVAIR
appropriation 1804; we also performed an analysis on appropriation years 2006 and 2008
and found similar differences. DFAS provided its NAVAIR Journal Voucher Log, "
which included 109 manual journal vouchers made to System data. DFAS made 71 of
the 109 journal vouchers (65 percent) to correct System errors, which accounted for $551
million of the NAVAIR-reported financial data. These errors included a System issue
with processing credit memos back to the customer.

In addition, DFAS posted more than 100 temporary journal vouchers into DDRS to
reconcile Treasury Tie Point variances for data submitted through the System for the
Navy as a whole. The Treasury Tie Points are a set of 14 general ledger reconciliations
developed by the Department of the Treasury, used to verify the integrity of the general
ledger posting logic residing in the accounting system.

Treasury Tie Point reconciliation variances in the System can occur for several reasons,
such as general ledger discrepancies carried forward from converted legacy data, changes
to general ledger posting guidance, or commercial-off-the shelf software not supporting
Government business processes. DDRS calculates the 14 Treasury Tie Point
reconciliations from the System trial balance, and DFAS researches, analyzes, and makes
temporary journal vouchers to correct the data; however, the Navy does not make these
corrections in the System. The memorandum, “DoD Standard Chart of Accounts in
Standard Financial Information Structure,” requires consistent implementation of a DoD
standard COA, comprising USSGL accounts and DoD standard account extensions, to
provide the detail required for budgetary, financial, and management reports in general
ledger accounting systems.

Navy officials did not generate a System trial balance that directly correlated to DDRS
amounts because they did not implement the System to capture and produce financial
data that support Treasury and DoD reporting requirements. The difference between
amounts in DDRS and the System negatively affect the audit trail to transaction detail.
As a result, financial statement amounts reported by the Navy may be unreliable and
remain unsupported. Navy officials should develop and implement procedures to ensure
that required adjustments are made in the accounting system of record and not directly
into DDRS at the time of reporting.

12 This analysis was for appropriation year 2010.
" The Journal Voucher Log was for the NAVAIR September 30, 2010, appropriation 1804 trial balance,
which included appropriation years 2005-2010.
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Management Comments on the Finding and

Our Response

The Deputy Assistant Secretary of the Navy for Financial Operations [DASN(FMO)]
provided the following comments on the finding. For the full text of the Deputy
Assistant Secretary’s comments, see the Management Comments section of the report.

Department of the Navy Comments

DASN(FMO) requested that we revise or delete portions of the finding section, “System
Needs to Include All Reported USSGL/DoD Accounts.” He stated that the Navy ERP
maintains a comprehensive Navy USSGL COA that supports all financial transactions.

In addition, he stated that management had taken action on the recommendations in
“Official Crosswalk Needs to Be Maintained in the System,” and requested that we delete
those recommendations. Finally, he stated that some statements related to the differences
between financial information in DDRS and the System might be misleading, and he
suggested wording changes.

Our Response

We did not delete the discussion related to the Navy maintaining all accounts supporting
the Navy-reported balances in the System. The goal of achieving auditability at the DoD
level relies heavily on the interoperability and data standardization of the ERPs. If the
Services implement systems to Service- or command-specific needs, that defeats the
purpose of establishing standardization and negatively impacts the goal of ultimately
producing auditable financial statements at the DoD level.

The USD(C)/CFO memorandum dated August 13, 2007, requires consistent
implementation of a DoD Standard COA in the component target general ledger
accounting systems. This guidance also states that the COA must be employed in the
Component systems to aggregate transaction activity into account balances and report
those balances to departmental reporting and other accounting systems. This statement
supports our recommendation to include the 110 accounts, which all have amounts
reported for the Navy in DDRS. In addition, the September 30, 2010, NAVAIR trial
balance we reviewed included 13 of the 110 accounts not supported in the System.

We did not delete recommendations related to the crosswalks between the COA. We
acknowledged management actions taken in the recommendations section as responsive,
and no further actions are required.

We made wording changes to several sections of the discussion that we agreed clarified
issues identified by DASN(FMO) in the report.

Revised Recommendations

On the basis of comments from the Deputy Chief Management Officer (DCMO), who
responded for the Chairman, Defense Business Systems Modernization Committee, we
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revised Recommendations 1 and 2.a. DCMO stated that she believed that SFIS
compliancy could be reached concurrently with future deployments and recommended
we change Recommendation 2.a to direct the IRB to track the configuration and
implementation of BEA requirements for the System for each funding certification
required for further deployment beyond the current program of record. However, we
believe that BEA requirements should be tracked to ensure progress was being made
toward SFIS compliancy before funding certifications were approved for the then
program of record and any future deployments.

We considered DCMO’s comments on the recommendations and revised
Recommendation 1. This would allow the Navy ERP Program to continue its business
transformation planning while also ensuring that SFIS compliancy progress was being
made at the deployment approval level.

Recommendations, Management Comments, and
Our Response

1. We recommend that the Under Secretary of Defense (Acquisition, Technology,
and Logistics) review the Navy Enterprise Resource Planning System’s Business
Enterprise Architecture Compliance status and develop procedures that will
determine when adequate progress is being made toward the planned FY 2015
Standard Financial Information Structure compliance date before approving
deployment of the Navy Enterprise Resource Planning System to additional
commands that are not included in the current program of record.

USD(AT&L) Comments

The Director, Acquisition Resources and Analysis, disagreed with the recommendation
and requested that we delete it. She stated that USD(AT&L) had already considered
SFIS requirements in prior acquisition decisions on the System and attached the System’s
acquisition decision memorandum dated June 30, 2011. That memorandum details the
delegation of authority to the Under Secretary of the Navy to declare the System’s full
deployment when certain conditions are satisfied. One of those conditions was
compliance with auditability standards, such as SFIS.

Our Response

The Director’s comments were nonresponsive. We revised Recommendation 1, based on
the DCMO’s comments on Recommendation 2.a, to state that a procedure needed to be in
place to ensure adequate progress was being made toward the System’s planned FY 2015
SFIS compliance date.

We do not agree that delegating the authority to determine full deployment outside the
program of record for the System to the Under Secretary of the Navy ensures that
adequate progress is being made toward SFIS compliance. We request that the Director,
Acquisition Resources and Analysis, provide comments on the revised recommendation
in the final report.
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Department of the Navy Comments

Although not required to comment, the Navy ERP Program Manager, responding for the
Assistant Secretary of the Navy (Research, Development, and Acquisition), disagreed.
She stated that SFIS consists of evolving business rules that require continual efforts to
implement the compliance plan and that some of the compliance requirements are part of
a broader implementation strategy requiring years to achieve compliance. Further, she
stated that since approval of future deployments would be required well in advance of
actual deployments, it was important to continue forward with planning for business
transformation in parallel with SFIS compliance activities.

In addition, she stated that in May 2011, the BTA conducted an independent assessment
of Navy ERP’s SFIS v8.0 assessment. Initial results found the Program to be 71-percent
compliant.

Finally, she stated that the Navy was scheduled to complete the program of record
deployments in October 2012, and at the time of our reporting, there was no requirement
for additional deployments past the program of record. She stated that given the time
requirements to initiate a new acquisition increment and receive funding through the
Planning, Programming, Budgeting, and Execution process, it was unlikely to expect any
additional deployments before 2015. Therefore, she stated, the System was planned to be
SFIS compliant before deployment to additional commands.

Our Response

We understand the need and encourage continuous planning activities for business
transformation in advance of actual future deployments. We also agree that the planning
for business transformation can be conducted alongside SFIS compliance, which will
make deployment and implementation of the System at future commands more efficient.
However, we believe that SFIS compliancy should be considered when deploying the
System to additional commands. As a result, we revised the recommendation to ensure
that SFIS compliancy progress was reviewed before approval of any future deployments.

2. We recommend that the Chairman, Defense Business Systems Management
Committee:

a. Require the Investment Review Board to track the configuration and
implementation of Business Enterprise Architecture requirements, such as the
Standard Financial Information Structure, to ensure adequate progress is being
made toward the planned FY 2015 Standard Financial Information Structure
compliancy date for each funding certification required for the current program of
record and any future deployments.

DCMO Comments

DCMO partially agreed and stated that DCMO believed deployment and configuration
could be accomplished concurrently. Therefore, DCMO recommended changing the
wording of the recommend