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Executive Summary

Introduction. The Inspector General, Department of Defense, published DoD
Instruction 5505.7, “ Titling and Indexing of Subjects of Criminal Investigationsin the
Department of Defense,” in May 1992. DoD Instruction 5505.7 establishes DoD policy
for “titling,” i.e., placing the names and other identifying data of subjects (and, to alesser
degree, victims and other significant incidentals) in the title block portion of investigative
reports, and “indexing,” i.e., entering the same datainto the Defense Clearance and
Investigations Index (DCIl). The purpose of titling and indexing isto establish an
administrative system for the retrieval of criminal investigative files by subject name or
other personal identifying data. This review was undertaken to meet the Inspector
General, Department of Defense, standing need to review existing policy, and to address
issues raised by both the Advisory Board on the Investigative Capability of the
Department of Defense (DAB) and a congressionally authorized review by the National
Academy of Public Administration (NAPA).

Background. Prior to DoD Instruction 5505.7, there was np common standard
among the Defense Criminal Investigative Organizations (DCIOs)=for placing the name
of an investigated subject in the title block of acrimina investigative report of
investigation or inthe DCII. The U.S. Army Criminal Investigation Command
(USACIDC) titled and indexed subjects upon receipt of a probable cause opinion from a
judge advocate. The remaining DCIOs used an operational standard equivalent to
credible information to believe a crime was committed. DoD Instruction 5505.7
established the credible information standard in the DoD, and included other
regquirements such astitling and indexing at the start of an investigation or when a subject
isidentified.

Review Results. With minor exceptions, DoD Instruction 5505.7 appears to be
understood and properly applied by the DCIOs. We found no basis for the
recommendations of the DAB and NAPA, but do recommend other actions to improve
the titling and indexing process. Specifically, we found that:

* Nearly al criminal investigations are duly titled and indexed by the DCIQOs,
with the exceptions of some criminal investigations of Air Force Office of

! The DCIOs are comprised of the United States Army Criminal Investigation Command, the Naval
Criminal Investigative Service, the Air Force office of Special Investigations, and the Defense Criminal
Investigative Service.




Special Investigations (AFOSI) personnel, and investigations conducted by
Air Force police investigators.

* DoD Instruction 5505.7' s credible information standard is understood and has
been properly applied.

» Titling is properly applied as an operational rather than alegal decision.

» Concerning the DCIOs, the criminal investigative data in report title blocks
and in the DCII has not been improperly used as the sole basis for judicial or
adverse administrative action.

* Subjects and victims of iﬁv&eti gations are routinely indexed; incidentals and
impersonal titles are not.

* Nearly al indexing properly occurs on case initiation; however, severa of the
DCIOs have delayed indexing based on operational security concerns. AFOSI
does not index subjects of itsinternal criminal investigations until the
employee |eaves the organi zation.

* Privacy Act or similar procedures for the amendment of records have been
used by subjects to appedl titling and indexing decisions. These procedures
appear to be sufficient.

Summary of Recommendations. We recommended the following actions to
improvetitling and indexing in the DoD:

» The Commander, Air Force Office of Special Investigations, institute policy
to limit matters indexed in the DCII to substantive investigations; implement
procedures to ensure subjects of Security Forces criminal investigations (per
definitionsin DaD Instruction 5505.7) are indexed in the DCII as required by
Air Force Instruction 71-101; and take action to ensure that when AFOSI
personnel are subjects of criminal investigations, they are indexed in the DCI|
according to the DaoD Instruction.

» The Office of the Deputy Assistant Inspector General for Criminal
Investigative Policy and Oversight (CIPO), Inspector General, DoD,
coordinate with the Defense Security Service regarding the possibility of
expanding the number of fields available in the Defense Clearance and
Investigations Index to adequately identify business subjects.

2 Incidentals are individuals who, while not believed to be subjects or victims at the time, appear to have
played a significant enough role in a criminal scenario that retrieval of the file by the individual’s name is
deemed to be valuable. Impersona titles are used when persona titles are not yet known, such as,
“Andrews Air Force Base, Maryland, Theft of Computer Equipment.”




» CIPO amend DoD Instruction 5505.7 to allow for delayed indexing in the
DCII in limited cases where such indexing may reasonably be anticipated to
risk compromise of the criminal investigation.

* The Commanders of the Army Criminal Investigation Command and Air
Force Office of Specia Investigations, and the Director, Naval Criminal
Investigative Service (NCIYS), institute written policy addressing authorized
reasons for delaysin indexing. The policy must also address the requirement
to index and the procedures for the subsequent indexing of subjects of such
investigations once the reasons for delayed indexing no longer exist.

Management Comments. We received, through their Service Departments,
comments from the M CIOs to which recommendations were addressed and from the
Defense Criminal Investigative Service (DCIS) (Appendix I). DCIS, USACIDC and
NCIS concurred with al recommendations. AFOSI concurred with five of the six
recommendations. AFOSI did not concur with our recommendation that DCII entries be
limited to actua “investigations’ and not include AFOSI “zero” files that do not
represent substantive investigations. While we commend the recent AFOSI initiative to
remove from the DCII those zero files not reaching the credible information standard, we
still conclude that zero files should not be included in an index of investigations. See
Part 11, Section B, for the complete text addressing this recommendation.
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Part | - Introduction

I ntroduction

In May 1992, the Inspector General (IG), DoD, published DoD Instruction
5505.7, “Titling and Indexing of Subjects of Criminal Investigations in the Department of
Defense” (hereinafter the Instruction) (see Appendix A). The Instruction outlines DoD
policy for placing subject names and personal identifying data (PID) in the title block
sections of criminal i nvestigﬁive reports and placing them in the Defense Clearance and
Investigations Index (DCII).* Since then, aspects of the policy have been reviewed by the
Advisory Board on the Investigative Capability of the Departraent of Defense (DAB)
and the National Academy of Public Administration (NAPA).* Thisreview was
undertaken to address issues raised by those organizations and to meet our standing need
to periodically review existing policy.

Background

jor to the Instruction, the Defense Criminal Investigative Organizations
(DCIOs)*~accomplished titling and indexing using their own policies and procedures. All
were similar, with the exception of USACIDC that used a probable cause standard for
titling and subsequent DCII indexing. As such, subjects of USACIDC cases were neither
titled nor indexed until ajudge advocate (JA) opined that there was probable cause to
believe the subject had committed acrime. If, following completion of an investigation
wherein a subject was previoudly titled and indexed, a JA determined that probable cause
to believe the subject committed a crime no longer existed, the subject’s PID was
removed from the title block of the report, and the DCII record was expunged. That
approach treated the DCII as a criminal history database for the purpose of identifying
likely criminals, rather than for its intended function as an administrative database for the
purpose of identifying the existence of investigative files. The remaining DCIOstitled
and indexed subjects using essentially the same principles appearing today in the DoD

% The DCI!I is a database maintained by the Defense Security Service (DSS) and used to pool information
originated by DoD and other Federal agencies into a central index of clearance and investigative
information.

* See Appendix E.

® See Appendix F.

® U.S. Army Criminal Investigation Command (USACIDC), Naval Criminal Investigative Service (NCIS),
Air Force Office of Specia Investigations (AFOSI), and the Defense Criminal Investigative Service
(DCIS).




instruction; that is, titling decisions were made by investigators using a standard roughly
equivalent to credible information.

Prior Reviews

The IG, DoD, conducted two prior reviews: one in February 1987 that primarily
addressed the standardization of DCII use among the DCIOs (Appendix C), and one in
May 1991 that addressed titling and highlighted the need for a uniform DoD criminal
investigative policy in thisarea (Appendix D). During 1993 and 1994, the DAB
reviewed titling and indexing among many other investigative functionsin its broad
charter (see Appendix E for asummary of the DAB findings and recommendations
affecting titling and indexing). Finally, NAPA commented on tEIIing and indexing in its
review of Military Criminal Investigative Organization (MCIO)“policies and procedures
in sex crimes investigations (see Appendix F for asummary of NAPA findings and
recommendations affecting titling and indexing).

Objectives, Scope, and M ethodology

The objectives of this review were to assess compliance with the Instruction, and
to respond to the findings of both the DAB and NAPA, with due regard to prior DoD
formal responses to those organizations. This report highlights changes to the
Instruction, either proposed by DCIO representatives or identified by the review team
during fieldwork.

Our assessment of compliance with the Instruction focused on the magjor tenets of
the Instruction and was intended to determine:

The extent to which all criminal investigationsin the DoD are indexed.

Whether credible information is the common standard applied.

Whether titling decisions are made as operational rather than legal decisions.

Whether there have been instances wherein the fact that an individual was

titled or indexed was improperly used as abasis for judicial or adverse

administrative action.

5. The categories of individuals indexed (e.g., subjects, victims, incidentals,
legal entities, and names of projects or descriptions of incidents where
subjects are not known).

6. Whether indexing of an investigation is accomplished upon case initiation,
and, if subjects who are identified are promptly indexed once they become
known.

7. The basisfor instances in which names have been removed from the DCII.

PWONPE

Phases| and Il. Thisevaluation is structured in two phases. This report
addresses Phase |, evaluating DCIO compliance with the provisions of the Instruction.

"USACIDC, NCIS, and AFOSI




We examined DCIO written policies and interviewed headquarters personnel,
interviewed intermediate supervisors, and met with field agents. We also solicited
recommendations for changes to the policy. Phase I, which will be addressed in a
separate report, will address implementation of the Instruction by agencies outside of the
traditional DCIO community. The Instruction’s coverageis not limited to the DCIOs; it
addresses the titling and indexing of subjects of al criminal investigations. We will also
evaluate the uses of DCII criminal investigative information by anyone holding a DCI|
password.
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Part |1 - Results of Evaluation and Recommendations

A. Explanation of Terms

Titling. DoD Instruction 5505.7 (Appendix A) defines titling as the act of
“placing the name(s) of a person(s) or corporation(s), or other legal entity,
organization(s), or occurrences(s) in the subject block for acriminal investigation.” A
subject is defined as “a person, corporation, legal entity, or organization about which
credible information exists that would cause a reasonabl e person to suspect that such
subject may have committed a criminal offense, or to otherwise become the object of a
criminal investigation.” Criminal investigations refers to “investigations of possible
criminal violations of the United States Code, the Uniform Code of Military Justice, or,
when appropriate, State or local statutes or ordinances, or foreign law.” The basis, or
standard, for titling is credible information, which the Instruction defines as:

information disclosed or obtained by an investigator that,
considering the source and nature of the information and
the totality of the circumstances, is sufficiently believable to
indicate criminal activity has occurred and would cause a
reasonable investigator under similar circumstances to
pursue further the facts of the case to determine whether a
criminal act occurred or may have occurred.

The Instruction adds that titling is an operational rather than alegal decision, and
that the final responsibility for the decision to title an indivEIual or entity restswith
investigative officials designated by the DoD Components.

Indexing. Indexing, asit appliesto criminal investigations covered by the
Instruction, is the recording of information so that an orderly retrieval process may be
used to identify and access a particular file. Investigative agenciesin DoD accomplish
indexing by providing subject identifying data to the Defense Security Service (DSS) for
input to the DCII database. While DSS manages the database, criminal investigative
information stored therein remains arecord of, and is the responsibility of, the

8 DoD components are identified collectively as the Office of the Secretary of Defense, the Military
Departments, The Chairman of the Joint Chiefs of Staff, the Unified and Specified Commands, the
Inspector General of the Department of Defense, the Defense Agencies, and the DoD Field Activities.




contributing agency. Criminal investigative datafields residing in the DCII include:
agency and agency file number, name, alias(es), Social Security number, date of birth,
place of birth, category of the indexed person or entity (subject or victim), year the entry
was indexed, and the file retention period. The DCII, when queried, merely identifies
the existence of afile and the agency wherethe fileislocated. Investigative findings and
dispositions are not entered into the DCII, but must be separately obtained following
proper procedures to request such information from the contributing agency (i.e., the
appropriate DCIO). Asitsnameimplies, the DCII is also arepository for DoD security
clearance data, indexed by name and other personal identifying data and agency file
number and location.

The Instruction further states that “the primary purpose of titling and indexing
subjects of criminal investigationsis to ensure that information in areport of
investigation can be retrieved at some future date for law enforcement and security
purposes.” The Instruction declares that “the act of titling and indexing shall not, in and
of itself, connote any degree of guilt or innocence.” Thisisto differentiate the DCII from
criminal history indices such as the National Crime Information Center (NCIC) operated
by the Federal Bureau of Investigation (FBI). The Instruction also proscribes the
imposition of judicial or adverse administrative action based solely on the fact that a
person has been titled in an investigation.

B. Extent towhich all criminal investigations are indexed

The Instruction does not allow for exceptions. It states that, “ The fact that an
investigation has started and the identity of a subject when known shall be reported by
the investigative agency to the DCII for indexing.” Each DCIO has established
implementing procedures calling for the indexing of al investigations. Inthe AFOSI,
indexing has become an automated process. Once authorized field commanders, agents-
in-charge, or their designees approve cases for initiation in AFOSI’ sinternal case
information system, an entry is automatically made in the DCII. Inthe USACIDC,
NCIS, and DCIS, DCII data are entered manually by headquarters personnel following
receipt of caseinitiation data from field locations. Except as explained below, all DCIO
substantive criminal cases are indexed in the DCII.

Each DCIO uses identificatio&categori%that describe matters falling short of the
definition of a criminal investigation.™ Such matters are variously identified as
preliminary inquiries, zero files, operations reports, collections, or information reports.
These matters differ from criminal “investigations’ in that most merely document an
allegation or receipt of information from some source with little or no actual investigative
follow-up. AFOSI, NCIS, and DCIS formerly indexed the subjects of these mattersin
the DCII. Today, with the development of each agency’ s own management information
system, the agencies in most cases no longer index such data. AFOSI isthe last of the

° The Instruction defines criminal investigations as “investigations of possible criminal violations of the
United States Code, the Uniform Code of Military Justice, or when appropriate, State or local statutes or
ordinances or foreign law.”




DCIOstto restrict such indexing. During this evaluation, AFOSI changed its policy from
indexing all zero files to indexing only those zero files where the field commander or
agent-in-charge certifies that the credible information standard has been attained.
Additionally, AFOSI had undertaken alarge project to delete all zero files already
indexed in the DCII that fail to meet the credible information standard. While this effort
iscommendable, it falls short of full compliance with the Instruction, which calls for the
indexing of criminal “investigations.” Even if AFOSI zero file matters meet the credible
information standard, they do not, by definition, constitute substantive investigations
since little or no investigative follow-up has been undertaken.

Regarding military police investigative reports, the Army and Navy have
centralized the storage of police (non-DCIO) investigative reports with USACIDC and
NCISfiles. Assuch, Army and Navy police organizations send police investigative
reports to the USACIDC and NCISfile repositories where they are not only filed, but
also indexed inthe DCII. Inthe Air Force, however, Air Force Instruction 71-101 calls
for Security Forces investigative reports to be provided to AFOSI detachments at the
local level where AFOSI accomplishes DCII indexing. Interviews of AFOS
representatives at the headquarters and field levels disclosed that police investigative
reports were neither being provided to AFOSI detachments nor being indexed. Further,
one detachment commander commented that he was not staffed to accept and enter all
Security Forces subject datainto the DCII.

Recommendations

Recommendation 1. The Commander, Air Force Office of Specidl
Investigations, institute policy to limit AFOSI matters indexed in the Defense Clearance
and Investigations Index to substantive investigations.

Management Comments and Evaluation Response

The Air Force did not concur (see Appendix | for the complete response). Their
response indicated that, in addition to substantive investigations, AFOSI has used the
DCIl asafileretrieval system for “other investigative files of importance such as zero
files.” Such other filesinclude allegations not warranting a criminal investigation,
criminal intelligence, and matters that were referred to other investigative agencies
having investigative responsibility over the matters reported. Asindicated above, the Air
Force response related that in May 1999, AFOSI published policy prohibiting the
indexing of zero files not meeting the credible information standard stated in DoD
Instruction 5505.7. Over 5,000 zero files previously indexed and not reaching the
credible information standard were subsequently removed, and more are currently under
review. AFOSI decided to retain in the DCII, however, zero files meeting the credible
information standard as determined by the field commander or agent-in-charge. AFOSI
based its decision to retain these files on the premise that such information would be
beneficial to other federal agency users of the DCII who require such information for
suitability and security clearance decisions.




We understand the AFOSI need to retrieve zero files for intelligence value, but
disagree that the DCII is the proper repository. DoD Instruction 5505.7 mandates the
indexing of subjects of actual investigations. AFOSI zero files, by definition, are not
fully investigated matters; they are allegations with little or no investigative follow-up to
further corroborate the initial information. AFOSI began indexing zero files years before
it developed its own automated management information system. That system has now
been developed and is capable of identifying zero files, by subject name, if needed for
intelligence purposes. No other DoD investigative agency uses the DCII as arepository
for raw intelligence, and DoD Instruction 5505.7 does not alow for it. Further, thereis
no need to index a complaint that was merely referred to another agency. The agency
receiving the referral would index the investigation and maintain the investigative file.
We also see no reason to index matters “not warranting a criminal investigation.” We ask
the Air Force and AFOSI to reconsider their position on the indexing of zero mattersin
light of the definitions and requirements of DoD Instruction 5505.7, the capability to
identify such files through AFOSI’ s internal management information system, and the
limited value of such incomplete datato DCII users or customers.

Recommendation 2. The Commander, Air Force Office of Specid
Investigations, implement procedures to ensure subjects of Security Forces criminal
investigations (per definitionsin DoD Instruction 5505.7) are indexed in the Defense
Clearance and Investigations Index as required by Air Force Instruction 71-101.

M anagement Comments and Evaluation Response

The Air Force generally concurred with our recommendation. They pointed out
that while policy has been in place, a routine process for Security Forces to provide
reportsto AFOSI has been lacking. They proposed revising Air Force Instruction
31-206, Security Police Investigations, and working with the Air Force Security Forces
Agency to create an automated process to transfer DCII reportable information to AFOSI
for indexing. We consider this approach responsive to our recommendation. However,
we suggest the consideration of other less challenging approaches should it become
apparent that the technological solution will result in lengthy delays.

C. Application of the credible information standard

Each MCIO has written policy reiterating the Instruction’s credible information
standard for titling. DCIS references the Instruction rather than restating the language in
the DCIS Special Agent’s Manual. Despite reiterating the Instruction’ s language, we
noted several USACIDC case initiations generated during this evaluation referred to
“probable cause” as criteriafor opening acase. Thereisno basisin current USACIDC
policy for such arequirement. One USACIDC headquarters representative believed that
the apparent confusion might be due to either lingering recollection of pre-1992
USACIDC policy when probable cause was the titling and indexing standard, or the
simultaneous USA CIDC requirement to annotate each report of investigation (ROI) as




either “founded” or “unfounded.” The founded or unfounded label is added to an ROI
based on a JA probable cause opinion after reviewing, at the conclusion of an
investigation, al of the evidence collected.

During our interviews, DCIO agents at the headquarters and field levels
demonstrated an adequate grasp of the purpose of titling and indexing as a means of
providing a system to retrieve investigative files. They also understood and applied the
credible information standard. They could differentiate between a probable cause
standard for arrest or for dataentry into alaw enforcement database and the titling
standard that is ssmply the possession of information believed to be sufficiently reliable
to cause an investigation to be initiated.

D. Titling asan operational versuslegal decision

Prior to the issuance of DoD Instruction 5505.7, USACIDC used probable cause
asits standard for titling and indexing subjects of criminal investigations. Probable cause
opinions were sought from JAs and reported in case initiation documents and in
USACIDC ROIs. The Instruction established a different standard, credible information,
asit focused on the threshold of information to support the administrative decision to
open an investigation rather than ajudicial standard of evidence against a crime suspect.
The remaining DCIOs were using credible information as an operational standard without
aJA opinion.

During this evaluation we discovered that titling decisions were indeed made by
DCIO investigators and supervisors based on investigative criteria. Generally, agents
accomplished investigative leads, and then drafted case initiation documents that were
later reviewed, modified as necessary, and approved by a supervisory agent or agent-in-
charge. The decision-making responsibility was properly confined to the investigative
agency and not deferred to other officials.

E. Useof criminal investigative data resulting from titling and indexing
asabasisfor judicial or adverse administrative action

The essence of titling and subsequent indexing in the DCII isto create an
administrative index of investigations, searchable by subject name or other identifying
data. Titling and indexing do not create a criminal history database; no judicial process
involving the subject has even occurred at the time of titling and indexing. DCII serves
only asatool to locate investigative files. To help ensure that the existence of one's
name in the title block of acriminal investigative report (which is then indexed in the
DCIl) is not improperly interpreted as derogatory information, the Instruction proscribes
taking adverse action against someone solely on the basis of atitling action.

Information obtained during interviews conducted as part of this review
confirmed that the Instruction was being followed. All agents were aware of the




administrative nature of titling and indexing in the DCII. Agents used the DCII asan
investigative tool to determine the existence of additional files concerning investigated
subjects. Field agentsindicated they did not provide DCII information to outside
officials (who might be in a position to take the adverse action proscribed by the
Instruction). None were aware of any instance in which amilitary commander or civilian
supervisor took action against the subject of an investigation based solely on areport title
or DCII entry.

The MCIOs acknowledged the use of the DCII as atool to locate files for review
by outside requesters for administrative purposes such as general officer promotions,
Army recruiting and drill instructor duty selection, background investigations for security
clearances, etc. In each case, however, the actual investigative file is retrieved, reviewed,
and either provided in its entirety or summarized. Since decision-makers are not
provided the DCII information, but rather the underlying substantive investigative
information, their decisions would not be based on the existence of titling or indexingin
the DCII alone. Inthe Army, USACIDC releases files for such purposes only when the
alegations investigated were determined to be founded as marked on the ROI.

The treatment of DCII criminal investigative data by non-DCIO individuals with
DCIl access will be addressed in Phase |1 of thisreview.

F. Categoriesof individualsindexed: subjects, victims, and incidentals

During the review, we observed that subjects (individuals and business entities)
were always indexed as were most victims of personal crimes. Incidentals and
impersonal titles were rarely indexed.™ Such practice accomplishes the objective of the
Instruction since the primary focus is the titling and indexing of investigated subjects.

Severa DCIS interviewees said there were too few fieldsin the DCII to
adequately identify major DoD contractors having multiple divisions or geographically
dispersed operating locations. Merely identifying the name of a major contractor,
without further details such as division, branch, address, etc., was of little use to the
agents since so many DCII entries exist involving such contractors.

Recommendation

Recommendation 3. The Office of the Deputy Assistant Inspector
General for Criminal Investigative Policy and Oversight, G, DoD, coordinate with DSS
regarding the possibility of expanding the number of fields available in the DCII to
adequately identify subjects that are business entities.

19 Incidentals are individuals who, while not believed to be subjects or victims at the time, appear to have
played a significant enough role in a criminal scenario that retrieval of the file by the individual’s name is
deemed to be valuable. Impersona titles are used when persona titles are not yet known, such as,
“Andrews Air Force Base, Maryland, Theft of Computer Equipment.”




Management Comments and Evaluation Response

The Army, Navy, Air Force, and DCIS concurred with this recommendation. We
will coordinate with DSS by July 31, 2000.

G. Indexing upon caseinitiation, or when subjects become known

DaoD Instruction 5505.7 states, “ The fact that an investigation has started and the
identity of a subject when known shall be reported by the investigative agency to the
DCII for indexing. Thisreporting shall be made at the start of an investigation....”

Each DCIO has implementing policies and procedures calling for indexing at the
start of an investigation, and when a subject isidentified. We found these procedures
were followed; however, we noted the following exceptions not expressly covered in the
Instruction:

1. AFOSI and the NCIS do not index espionage investigations until after
such casesare closed. AFOSI policy directs agents not to use their automated case
management information system to initigte counterintelligence investigations, as an
added measure of operational security.*~ Since DCII indexing is an automated processin
the AFOSI, initiating sensitive counterintelligence investigations—outside of the
automated process prevents DCII indexing from occurring. Counterintelligence program
managers at AFOSI headquarters initiate action to manually index counterintelligence
subjects once the cases are closed. The NCIS hasasimilar policy. Both cite operational
security as the reason indexing is delayed.

We recognize the need for strict operational security in cases where national
security isthe primary focus. We also recognize that other cases, such as some
undercover operations, or cases involving DCII password holders or their coworkers as
subjects, for example, may also dictate the need to delay indexing until operationa
security is no longer jeopardized.

2. AFOSI doesnot index subjects of internal criminal investigations until or
unless subjects areremoved from the AFOSI. While the AFOSI has no written policy
addressing it, the PID of AFOSI employees (agents and support personnel) who are
subjects of AFOSI criminal investigations historically have not been entered into the
DCII unless and until the subject is removed from employment with the AFOSI. If a
criminal investigation results in action short of removal from the AFOSI, the case is not
separately index% inthe DCII, but the investigative file is stored within the subject’s
“110" casefile.”™ While reference to the 110 case file appears in the DCII (reflecting
the original date the 110 investigation was conducted), in this situation there would be no

! See AFOSI Instructions 71-105, and 71-119.

2 AFOSI case types 27 and 28

3 Case type used to denote a suitability investigation conducted on each person at the time of the
applicant’s selection for AFOSI duty.
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entry to separately identify that anew criminal case had been opened. The criminal case
fileis not separately visible to DCII users such as personnel security specialists and
investigators, and other criminal investigators.

We contacted repr@ﬁatives from the Air Force security clearance Consolidated
Adjudication Facility (CAF)™regarding this policy. They advised that such a practice
would indeed negatively impact their ability to make the most informed decisionsin
granting security clearances to AFOSI personnel. = They advised that, in assessing an
individual’ s qualification for a security clearance, clearance adjudicators focus on
investigative and other activity pertaining to an individual since their last clearance
adjudication. They related that to effectively mask a criminal investigative filein the
DCII by including it within another file, particularly when the other file could be dated
prior to the individual’s last clearance adjudication, effectively deprives the adjudicator
of information that would highlight the need to retrieve the particular file.

AFOSI representatives responded that 110 files for AFOSI personnel were
routinely requested and reviewed, regardless of the age of the file, by background
investigators working for, or on behalf of, the DSS. They reasoned, therefore, that such
criminal investigative files were always available for review in the background
investigation and security clearance adjudication process.

The Air Force group manager at the DSS advised that since 1991, DSS has
retained copies of AFOSI 110 files provided for background investigations. She related
that a personnel security analyst, when determining the scope of a background
investigation involving an AFOSI employee (agent or support), would not request a copy
of a110file from the AFOSI if the DSS aready had one from a previous request. She
advised that DSS assumed the 110 file copy previously obtained would be current. She
concluded that the AFOSI practice of including criminal case information in a previous
110 file rather than indexing the criminal case separately may have prevented the
consideration of relevant information concerning AFOSI personnel in the security
clearance investigation and adjudication process.

In assessing the impact of this policy, an AFOSI representative further explained
that any negative consegquences to the Government’s security program would be limited
to criminal investigative files concerning AFOSI military members. That is so because
the Office of Personnel Management (OPM), rather than the DSS, has assumed
responsibility (temporarily) for personnel security investigations concerning civilians.
OPM does not rely on retained files, but instead requests from AFOSI all files pertaining
to AFOSI personnel. Also, the AFOSI representative contended that while DSS policy
may dictate that 110 filesin its possession are not again requested, in practice they are
often re-requested because the DSS cannot |ocate the copies of the files.

4 The acronym “CAF” has various, but similar meanings to include “consolidated” and “central”
adjudication facility. “CCF’ has also been used, which represents “central clearance facility.” The Air
Force CAF isresponsible for adjudicating clearances for AFOSI personnel.

> All AFOSI personnel are required to possess a Top Secret security clearance
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After encountering the AFOSI policy with regard to indexing the subjects of
internal criminal investigations, the other DCIOs were queried. All reported that subjects
of internal criminal investigations were indexed in the DCII just as any other subject.

3. USACIDC doesnot index subjects of cases wherein special caveatsare
placed on reports. US&FI DC policy allows supervisors to restrict or delay distribution
of investigative reports.™™ The reports are annotated “restricted to CID channels only.”
All subsequent reports must contain the restrictive statement until the distribution
restriction is no longer required. When this caveat is used, the U.S. Army Crime Records
Center (USACRC) does not index identified subjects in the DCII until notified by field
elements. CID Regulation 195-1 warns commanders and supervisors, however, to
judiciously use this feature because it “ conflicts with the very existence of the DCII.”
USACIDC policy does not explain in detail the circumstances that would dictate use of
the restrictive caveat; however, interviews disclosed operational security to be the
primary factor.

Recommendations

Recommendation 4. The Office of the Deputy Assistant Inspector
Genera for Criminal Investigative Policy and Oversight amend DoD Instruction 5505.7
to alow for delayed indexing in the Defense Clearance and Investigations Index in
limited cases where such indexing may reasonably be anticipated to risk compromise of
the criminal investigation.

Management Comments and Evaluation Response

The Army, Navy, Air Force, and DCIS concurred with this recommendation. We
will so amend DoD Instruction 5505.7. Estimated completion date for distribution of
revised Instruction for comments is December 31, 2000, following completion of Phase 11
of this evaluation.

Recommendation 5. The Commanders of the United States Army
Criminal Investigation Command and the Air Force Office of Specia Investigations, and
the Director, Naval Criminal Investigative Service, institute written policy authorizing
delaysinindexing. The policy must identify specific acceptable reasons for delays and
procedures for the subsequent indexing of subjects once circumstances warranting a
delay no longer exist.

Management Comments and Evaluation Response

The Army, Navy, and Air Force concurred with this recommendation. The Air
Force responded that AFOSI did publish such policy in achange to AFOSI Instruction
71-107, issued on December 30, 1999. We reviewed the Instruction and find that it
satisfies the requirement identified in this recommendation. We ask that the Commander,

18 CID Regulation 195-1, para. 8-2.
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USACIDC, and the Director, NCIS, advise us of the specific action taken concerning this
recommendation and the estimated/actual completion date.

Recommendation 6. The Commander, Air Force Office of Special
Investigations, take action to ensure that when AFOSI personnel are subjects of crimina
investigations, they are indexed in the Defense Clearance and Investigations Index as any
other subject of a criminal investigation in accordance with DoD Instruction 5505.7.

Management Comments and Evaluation Response

The Air Force concurred with this recommendation. We ask that the Commander,
AFOSI, advise us of the specific action to be taken concerning this recommendation and
the estimated/actual completion date.

H. Basisfor removing names from the DCI |

When issued in May 1992, DoD Instruction 5505.7 allowed for the removal from
the DCII of the names of subjectsin acrimina investigation only in cases of mistaken
identity. Removal was expressly prohibited even if based on alater finding that the
person was found not to have committed the offense or that the offense did not occur
(consistent with the fact that the DCII is an index of investigations, not an index of
criminals or offenses). Following arequest from the USACIDC, on January 7, 1999, the
OIG, DoD, issued a memorandum clarifying the Instruction with respect to the removal
of subject names. The memorandum stated that, in addition to cases of mistaken identity,
names could be removed from the DCII if criminal investigative agency management
later determined that the Instruction’s credible information standard for titling, with
respect to the subject of a particular case, was not met at the time indexing occurred.
This memorandum authorized removal for mistaken identity as well as errorsin applying
the credible information standard stated in the titling policy.

During this evaluation, the DCIOs were asked to provide various data pertaining
to external requests for the removal of subject datafrom the DCII (e.g., from the subject
of an investigation wanting his own data expunged). We analyzed the datafor three
purposes: to determine the reasons why subjects believed their case was treated
improperly or unfairly; to assess the DCIO procedures for responding to such requests,
and to determine if the criteriain the Instruction were used as a basis for subsequent
expungement actions. For the period under review, fiscal years 1996 through 1998, both
NCIS and DCIS reported that they received no requests from titled subjects for correction
or expungement. AFOSI reported 5 requests, and USACIDC reported 83. It isimportant
to note that while this report focuses solely on titling and indexing, the requests AFOSI
and USACIDC received WereE_pz[ocessed as requests under the correction of records
provisionsin the Privacy Act.~ Investigative files and DCII data constitute individual
records in a system of records maintained by each investigative agency. Some of the

¥ Or similar provisionsif exempt from Privacy Act
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requests specifically mentioned titling and indexing (e.g., requested removal of aname
from the title block of areport or from the DCII), while others requested action on all
records pertaining to the requestor, which, was interpreted to include titling and indexing.

AFOSI expungement requests. Requests made to AFOSI are described in
Table 1. Ascan be seen, neither titling nor indexing was the focus of the first request.
The second request was without merit; all AFOSI actions in indexing were proper. The
third request came as aresult of an NCIC fingerprint record; the DCII record was merely
incidental. However, that request also lacked merit because all investigative actions were
proper. Only in the fourth and fifth requests were titling or indexing the primary focus,
and in each, resolution came through proper application of the DoD policy.
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Reguests for Expungement/Amendment of Records - AFOS|

Action Requested Reason Cited in Request
Action Taken and Rationale Given
1. Destroy all records pertaining to case Age of records exceeded file retention
period

Records, to include DCII entries, were expunged since the file retention period was
exceeded. Retention period at the time was 15 years; the records in question were 18 years old.

2. Expunge all records Time has passed and subject isnow a
good performer

Request was denied. Quoted credible information standard as basis for indexing in DCI|.

3. Expunge all records Applying for federal job and records
check disclosed an arrest. Subject stated he
was given only nonjudicial punishment.

Request was denied. This request focused more directly on subject’s record in the NCIC
based on submission of afingerprint card with crimina history data. Reported action cited that
fingerprints and associated data were properly obtained and recorded, and defended the DCI|I
entry stating that the credible information standard was met.

4. Expunge DCII record Spouse applying for family day care
license and was informed DCII reflected
"negative data’

Request granted. AFOSI judge advocate opined the DoD credible information standard
for indexing was never met, and therefore the subject should not have been indexed. NOTE:
Thisisalso agood example of a situation where misuse of the DCII database was corrected.
Thereisno “negative data” in the DCII criminal investigative records since dispositions are not
reflected.

5. Expunge DCI| record Spouse applying for family day care
license and was informed DCI| reflected
separate “ drug related offenses’” on the military
member and the spouse.

Reguest was partialy granted. AFOSI determined the “drug related offense” pertaining
to the military member was merely an uncorroborated allegation retained as criminal intelligence
and never should have been indexed since the DoD credible information standard was not met.
Case against the day care applicant was a substantive investigation, however, and DCII was not
expunged with respect to that file.

Table1
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USACIDC expungement requests. USACIDC provided alisting of 83 cases
during our three-year review period where outside requesters, most frequently the
subjects of investigations, requested amendments that may have affected titling or
indexing in some fashion (Table 2). Many of the requests mentioned titling specifically,
while others asked generally for the expungement or amendment of a criminal
investigative record. In those cases, the USACIDC reviewed titling and indexing
decisions as well as the substance of the identified investigative report. Whilethe
Department of the Army exempts USACIDC reports from the amendment provisions of
the Privacy Act, Army Regulation 195-2 contains procedures that accomplish the same
purpose. Amendnﬁt requests will be honored if the requester provides new, relevant,
and material facts."* Of the 83 requests, only 5 resulted in changesto titling or indexing
entries. Of those five, three were directed by the Army Board for the Correction of
Military Records (ABCMR), one was directed by the District of Columbia Superior
Court, and one was changed by USACIDC Headqguarters subsequent to arequest from a
titled subject (subject wasttitled before the Instruction existed). The maority of requests,
48, were denied. Of the remaining 30 requests, 15 resulted in modifications to report
findings rather than to titling or indexing. Each decision made by USACIDC pertaining
to titling or indexing was in accordance with the Instruction.

USACIDC Amendment Requests

Qty Disposition
48 Denied. Request failed to provide requisite new, relevant, and material
facts
15 Partial change of investigative findings
8 Administratively closed after requester failed to provide additional
information
6 Referred to military police (did not involve aUSACIDC case)
5 Changetitling/indexing

3 —Directed by ABCMR

1 — Directed by DC Superior Court

1 — Changed per request by individual
(pre-DoDI 5505.7 titling action)

1 Pending at time of CIPO evaluation

83 Total

Table 2

8 AR 195-2, para. 4.4b
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|. Evaluation results pertinent to DAB findings and recommendations

Of the four DAB recommendations dealing with the “DCII system,” three concern
matters beyond the scope of this review (DAB Recommendations 15a, 15c¢, and 15d; see
Appendix E). We did note during this review that DSS has instituted proceduresto
restrict access to data involving open criminal casesindexed inthe DCII. Accessis
limited to the DCIOs and the CAFs, thus answering DAB recommendation 15a.

DAB Recommendation 15b, which urged the implementation of appeal
procedures for titling and indexing decisions, deals directly with the subject matter of this
evaluation. We found that the Privacy Act, or similar departmental and agency policy,
appliesto each of the DCIOs and carries with it procﬁg.ﬁiureﬁ for individuals to request
amendment of records they believe to be inaccurate.™= Service members have added
protections provided by their respective boards for correction of military records. We
reviewed each of the amendment requests filed during FY's 1996-1998, and found that the
procedures worked well (Part |1, Section G. above). We conclude that the processes
aready in place anticipate and satisfy the DAB recommendation.

J. Evaluation results pertinent to NAPA findings and recommendations

NAPA made three recommendations with respect to titling, which arelisted at
Appendix F. The NAPA report did not include empirical information upon which its
recommendations were based, and during our review we found no foundation for these
recommendations as they relate to titling and indexing by the DCIOs. Since additional
titling and indexing matters regarding other DoD criminal investigative and law
enforcement organizations are to be reviewed during Phase |1 of this evaluation, we
recommend no action be taken to adopt the NAPA recommendations at this time.

Phase | of this evaluation found no evidence to support the contention that the
credible information standard is misunderstood, or that titling or indexing subjects of
investigations under such a standard have, in and of themselves, harmed the subjects of
investigationsin any way. Similarly, the present policy of titling and indexing at the start
of an investigation has not been found to produce unfair results. On the contrary,
accomplishing such actions at the beginning of an investigation has benefited the DoD
investigative and security community through increased awareness of mutually

¥ The Privacy Act, as implemented by DoD and Air Force policy, applies in the case of the DCIS and
AFOSI respectively. Although USACIDC and NCIS records have been exempted from the amendment
procedures of t