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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-2884

February 28, 2001

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (COMPTROLLER)
DIRECTOR, DEFENSE FINANCE AND ACCOUNTING
SERVICE

SUBJECT: Audit Report on Inspector General, DoD, Oversight of the Army Audit
Agency Audit of the FY 2000 Army General Fund Financial Statements
(Report No. D-2001-064) .

We are providing this audit report for your information and use and for
transmittal to the Director, Office of Management and Budget. It includes our
endorsement of the Army Audit Agency disclaimer of opinion on the FY 2000
Department of the Army General Fund financial statements, along with excerpts from
the Army Audit Agency report, “Army’s General Fund Principal Financial Statements
for Fiscal Year 2000: Summary Audit Report,” February 7, 2001. An audit of the
Department of the Army General Fund financial statements is required by the Chief
Financial Officers Act of 1990, as amended by the Federal Financial Management Act
of 1994. Because this report contains no findings or recommendations, written
comments are not required.

We appreciate the courtesies extended to the audit staff. Questions on the audit
should be directed to Mr. Richard B. Bird at (703) 604-9159 (DSN 664-9159)
(rbird@dodig.osd.mil) or Mr. Jack L. Armstrong at (317) 510-3846 (DSN 699-3846)
(jarmstrong@dodig.osd.mil). See Appendix B for the report distribution. The audit
team members are listed inside the back cover.

Sowel ), Lanama.

David K. Steensma
Acting Assistant Inspector General
for Auditing



Office of the Inspector General, DoD

Report No. D-2001-064 February 28, 2001
(Project No. D2001FI-0036.000)

Inspector General, DoD, Oversight of the Army Audit Agency
Audit of the FY 2000 Army General Fund Principal Financial
Statements

Executive Summary

Introduction. Public Law 101-576, the “Chief Financial Officers Act of 1990,”
November 15, 1990, as amended by Public Law 103-356, the “Federal Financial
Management Act of 1994,” October 13, 1994, requires DoD to prepare annual audited
Army General Fund financial statements. Office of Management and Budget Bulletin
No. 01-02, “Audit Requirements for Federal Financial Statements,” October 16, 2000,
establishes the minimum requirements for audits of these financial statements. This
Bulletin requires the Inspector General, DoD, to express an opinion on the DoD
financial statements and to report on the adequacy of internal controls and compliance
with laws and regulations. We delegated the audit of the FY 2000 Department of the
Army General Fund financial statements to the Army Audit Agency. This report is the
first in a series of reports and discusses the work performed on the oversight of the
Army Audit Agency audit.

Objectives. Our audit included two overall objectives. The first objective was to
oversee the Army Audit Agency audit to verify whether we can rely on the work done
by the Army Audit Agency. This report focuses on the oversight objective.
Specifically, we:

e reviewed the Army Audit Agency approach and planning for the audit,
e monitored the progress of the audit at key points,
e reviewed audit reports before the Army Audit Agency issued them, and

e performed other procedures necessary to evaluate the adequacy of the audit
approach and conclusions.

The second objective, to determine whether the Defense Finance and Accounting
Service Indianapolis consistently and accurately compiled financial data from field
activities and other sources for the FY 2000 Army General Fund financial statements,
will be addressed in a separate report. See Appendix A for a discussion of the audit
process.



Results. The Army Audit Agency could not express an opinion on the FY 2000
Department of the Army General Fund financial statements. We concur with the Army
Audit Agency disclaimer of opinion; our endorsement of that disclaimer is Exhibit 1.
Excerpts of the Army Audit Agency report are included as Exhibit 2 and provide the
reasons for the disclaimer of opinion and identify the material weaknesses and
reportable conditions associated with the internal controls and compliance with laws and
regulations. The complete Army Audit Agency audit report, “Army’s General Fund
Principal Financial Statements for Fiscal Year 2000: Summary Audit Report,”
February 7, 2001, can be accessed on the Internet at http://www.aaa.army.mil. Fiscal
Year 2000 Army General Fund Financial Statements can be accessed on the Internet at
www.dtic.mil/comptroller.

ii
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Appendix A. Audit Process

Scope and Methodology

Audit Work Performed. To fulfill our responsibilities under Public Law
101-576, the “Chief Financial Officers Act of 1990,” November 15, 1990, as
amended by Public Law 103-356, the “Federal Financial Management Act

of 1994,” October 13, 1994, and Office of Management and Budget Bulletin
No. 01-02, "Audit Requirements for Federal Financial Statements," dated
October 16, 2000, we performed oversight of the independent audit conducted
by the Army Audit Agency (AAA) of the FY 2000 Army General Fund
financial statements. We reviewed the AAA audit approach and planning and
monitored audit progress at key points.

Reviewing the AAA Audit Approach. We used the “Federal Financial
Statements Audit Manual,” January 1993, issued by the President’s Council on
Integrity and Efficiency, and the “Financial Audit Manual,”

December 12, 1997, issued by the General Accounting Office, as the criteria for
reviewing the AAA audit approach. Specifically, we reviewed the engagement
letter, participated in the entrance conference, assisted in formulating the audit
strategy, and commented on audit plans and programs. We also participated in
audit planning and working group meetings coordinated by the Inspector
General, DoD, and the AAA.

Monitoring Audit Progress. Through the DoD Financial Statement Audit
Executive Steering Committee, and an integrated line-item oversight effort, we
provided a forum for a centrally managed exchange of guidance and
information. We attended In-Process Review workshops, where AAA discussed
the results of audit work they performed for the DoD line item managers. For
example, we attended the workshop where AAA detailed the work completed on
additions and deletions of National Defense Property, Plant, and Equipment on
the property books. We participated in audit working groups on significant
topics in financial reporting for the Army General Fund. For example, we
participated in the audit working group for the review of field accounting site
compilation, and the working group for real property. We reviewed and
commented on related draft audit reports issued by the AAA, including the
opinion report and the report on internal controls and compliance with laws and
regulations.

In addition to these oversight procedures, we performed other procedures as
necessary to determine the fairness and accuracy of the AAA audit approach and
conclusions. We co-performed audit work with the AAA on the review of
accounting information compiled and reported by field accounting sites, and the
compilation of the Army General Fund financial statements at the Defense
Finance and Accounting Service Indianapolis. We also used the results of the
line item managers’ and General Accounting Office reviews of AAA audit work
to increase our understanding and provide meaningful input to the AAA. For
example, the line item manager for National Defense Property, Plant, and
Equipment co-performed audit work with AAA on the reporting of Required
Supplemental Stewardship Information.



DoD-Wide Corporate-Level Government Performance and Results Act
Coverage. In response to the Government Performance and Results Act, the
Secretary of Defense annually establishes DoD-wide corporate-level goals,
subordinate performance goals, and performance measures. This report pertains
to achievement of the following goal, subordinate performance goal, and
performance measures.

FY 2001 DoD Corporate-Level Goal 2: Prepare now for an uncertain
future by pursuing a focused modernization effort that maintains U.S.
qualitative superiority in key warfighting capabilities. Transform the
force by exploiting the Revolution in Military Affairs, and reengineer the
Department to achieve a 21st century infrastructure. (01-DoD-02)

FY 2001 Subordinate Performance Goal 2.5: Improve DoD financial
and information management. (01-DoD-2.5)

FY 2001 Performance Measure 2.5.1: Reduce the number of
noncompliant accounting and finance systems. (01-DoD-2.5.1.).

FY 2001 Performance Measure 2.5.2: Achieve unqualified opinions
on financial statements. (01-DoD-2.5.2.).

DoD Functional Area Reform Objectives and Goals. Most major DoD
functional areas have also established performance improvement reform
objectives and goals. This report pertains to achievement of the following
functional area objective and goal.

Financial Management Area. Objective: Strengthen internal controls.
Goal: Improve compliance with the Federal Managers’ Financial
Integrity Act. (FM-5.3)

General Accounting Office High-Risk Area. The General Accounting Office
has identified several high-risk areas in the DoD. This report provides coverage
of the Defense Financial Management high-risk area.

Audit Type, Period, and Standards. We performed this financial statement
audit from October 12, 2000, to February 7, 2001, in accordance with auditing
standards issued by the Comptroller General of the United States, as
implemented by the Inspector General, DoD. We did not use computer-
processed data or statistical sampling procedures to conduct our oversight of the
AAA audit of the FY 2000 Department of the Army General Fund financial
statements.

Contacts During the Audit. We visited or contacted individuals and
organizations in the DoD audit and accounting communities. Further details are
available upon request.



Prior Coverage

The General Accounting Office and the Inspector General, DoD, have
conducted multiple reviews related to financial statement issues. General
Accounting Office reports can be accessed on the Internet at
http://www.gao.gov. Inspector General, DoD, reports can be accessed on the
Internet at https://www.dodig.osd.mil.
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-2884

February 7, 2001

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (COMPTROLLER)
DIRECTOR, DEFENSE FINANCE AND ACCOUNTING
SERVICE

SUBJECT: Endorsement of the Disclaimer of Opinion on the FY 2000 Army General
Fund Financial Statements (Project No. D2000FI-0063.000)

The Chief Financial Officers Act of 1990, as amended by the Federal Financial
Management Act of 1994, requires financial statement audits by the Inspectors General.
We delegated to the Army Audit Agency (AAA) the audit of the FY 2000 Army
Genera! Fund financial statements. Summarized as follows are the AAA disclaimer of
opinion on the FY 2000 Army General Fund financial statements and the results of our
review of the AAA audit. The information provided in this memorandum contains
reasons for the AAA disclaimer. We endorse the disclaimer of opinion expressed by
AAA.

Disclaimer of Opinion. The AAA disclaimer of opinion on the FY 2000 Army
General Fund financial statements, dated February 7, 2001, states that AAA was unable
to express an opinion on the financial statements. We concur with the AAA disclaimer
of opinien for the reasons sumrmarized as follows.

AAA could not express an opinion on the financial statements primarily because
of continual problems with inadequate accounting systems, insufficient audit trails, and
procedural problems. The problems prevented AAA from using any practical methods
to conduct audit work of sufficient scope to express an opinion on the FY 2000 Army
General Fund financial statements. Also, the financial statements were not prepared in
time for AAA to perform necessary audit work prior to reporting deadlines established
by the Office of Management and Budget. Inadequate accounting systems required the
Defense Finance and Accounting Service Indianapolis to make unsupported adjustments
to force the general ledger to match status-of-funds data. For FY 2000, $237 billion of
unsupported adjustments were made to force the general ledger to match status-of-funds
data.

Internal Controls. The AAA tested internal controls but did not express a
separate opinion because opining on internal controls was not one if its objectives.
However, AAA determined that internal controls did not provide reasonable assurance
of achieving the internal control objectives described in Office of Management and
Budget Bulletin 01-02, "Audit Requirements for Federal Financial Statements,” dated
October 16, 2000. For example, the Army General Fund did not have effective
internal controls over about $14.2 billion in inventory. The Army and the Defense
Finance and Accounting Service recognized many financial reporting weaknesses and
reported them in their FY 2000 Annual Statements of Assurance. Details on the
internal control weaknesses will be provided in separate AAA reports.



Compliance With Laws and Regulations. The AAA determined that the
Army still is unable to fully comply with laws and regulations related to the Army
financial statements. The systems that support the Army financial statements did not
meet the requirements of the Federal Financial Management Improvement Act of 1996.
Specifically, these systems did not substantially comply with Federal financial
management system requirements, applicable Federal accounting standards, and the
U.S. Government Standard General Ledger at the transaction level. For example,
financial management systems did not maintain audit trails, which is a Federal financial
management system requirement. Also, the Army is not yet able to fully comply with
the Chief Financial Officers Act of 1990 and related requirements. Although the Army
and the Defense Finance and Accounting Service have made a concerted effort to meet
the requirements of the Act, current management and accounting systems were not
designed for financial statement reporting and they can not produce reliable and
auditable financial statements.

Review of Army Audit Agency Work. To fulfill our responsibilities for
determining the accuracy and completeness of the independent audit work that AAA
conducted, we reviewed the audit approach and planning and monitored progress at key
points. We also performed other procedures to determine the fairness and accuracy of
the approach and conclusions. For example, we independently assessed the accuracy of
the FY 2000 accrued unfunded annual leave expense applicable to military personnel
within the Army.

We reviewed the AAA work on the FY 2000 Army General Fund financial
statements from January 7, 2000, through February 7, 2001, in accordance with
generally accepted Government auditing standards. We found no indication that we
could not rely on the AAA disclaimer of opinion or its related evaluation of internal
controls and compliance with laws and regulations.

el . LBrame

David K. Steensma
Deputy Assistant Inspector General
for Auditing
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DEPARTMENT OF THE ARMY
& ARMY AUDIT AGENCY
CHTIe of The Audilor General
311 Park Cyntar Driva
Aleaanidyla, ¥a ITI0TF-1HE

7 February 2001

Acting Becretary of the Army

This report summarizes the resulls of our efforts to audit the Army's
General Fund Principal Financial Statements for the fiscal year ended
30 Scptember 2000, We performed our work pursuant to the Chiel
Financial Officers Act of 1990 ays amended by the Government
Manapement Referm Act of 14994,

we could not express an apinion on the financial statements pamarily
because of inadeguate accounting systems and incomplete ar
unauditahle supporting records, We were unable to apply other
reasonable auditing procedures ta satisfy cpurselves as o the fairness of
the data presenled,

This report docsn't contain recommendations, but it does include briet
discussions of our results and conclusions, Maore detated discussions of
our results and conclusions, as well as recommendations, d4re I vVATsS
supporting audil reports {see Annex C).

I appreciare the courtesics and vouperation extended to us duning the
audit.

FRANCIS E. REARDON, CI*A
The Aunditor General

For more Information about this audir, please call the General Fund
Audits Division ai (03] 681-9766. For extra copics of this repert, please
call {7031 68 1-9863,
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BACKGROUND

Annual Financial Statements

Federal agencies are required to submit a set of inancial statements,
overview and notes that were standardized by Office of Management and
Budget Bulletinn @7-01. The Army is required to prepare thesce general
fund financial statements:

= Ralance Sheet.

= Srarement of Net Cost.

= SBrarement of Changes in Net Position.
= SHratement of Budgetary Hesources.

s Sratement of Financing,.

In addition, the Army must report Required Supplemental Stewardsbip
Information. The major component of this is Nationa] Defense Property,
Plant and Equipment, which is composed of weapon syatems plus the
support property, plant, and equipment used in the performance of
mililary mIssHIns.

Accounting Services

The Defense Finance and Accounting Service has o primarty role in the
Army's financial operations. I performs much af the Army's accounting
services and prepares the Army s annual inancial statements. The
Accounting Service—subordinate to the Under Secretary of Defense
(Comptroller)—owns and operates mast af the nancial accounting and
reporting systems used to account for the Army's resources, The
logistics commmunity manages vanous non-financial feeder systems that
provide much of the financial data tn these accounting and reporting
svStems. Since its establishment in 1991, the Accounting Service has
capitalized most of the Army's accounting offices. All offices that accounl
for Army respurces report accounting data to the Defense Finance and
Accounting Service-Indianapolis, which uses the data 1o prepare
summaty financial reports. Additional information about the financial
syatems and the assovialed reporting structure 15 1n the Overview porlian
of the Armmy's Annual Financial Report.
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BACKGROUND

Annual Financial Statements

Federal agencies are required to submit a set of inancial statements,
overview and notes that were standardized by Office of Management and
Budget Bulletinn @7-01. The Army is required to prepare these general
fund financial statements:

= Ralance Sheet.

= Srarement of Net Cost.

= SBrarement of Changes in Net Positing.
= Hratement of Budgetary Hesources.

s Sratement of Financing,.

In addition, the Army must report Required Supplemental Stewardshup
Information. The major component of this is Nationa] Defense Property,
Plant and Emqupment, which is composed of weapon syatems plus the
support property, plant, and equipment used in the performance of
mililary wISSHHIsE.

Accounting Services

The Defense Finance and Accounting Serviee has a primary role in the
Army's financial operations, I performs much of the Army's accounting
services and prepares the Army s annual inancial statements. The
Accounting Service—subordinate to the Under Secretary of Defense
(Comptroller)—owns and operates mast af the nancial accounting and
reporting systems used to account for the Army's resources, The
logistics comtmunity manages vanous non-financial feeder systems that
provide much of the financial data ta these accounting and reporting
svstems. Since its establishment in 1991, the Accounting Servaice has
capitalized most of the Army's accounting offices. All effices that account
for Army respurces report accounting data to the Defense Finance and
Accounting Service-Indianapolis, which uses the data 1o prepare
summatry financial reports. Additional information about the iinancial
syatems and the assovialed reporting structure 15 1n the Overview portian
of the Army's Annual Financial Report.
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Audit Services

For the Army's FY 00 financial statements, the Inspector Generval, DOD
delegated audit responsibility Lo the U.8. Army Audil Ageney. The
Inspector General, DOD assisted us by performing required audit work at
the Defense Finance and Accounting Service-Indianapolis. Thos work
consisled of examining the processes that the Accounting Scrvice used fo
comple and summarnize accounting data and 1o preparc the Army'a
financial statements. The financial stalements arc to be audited in
accordance with (enerally Accepted Governmenl Auditing Standards and
CHfice of Management and Budget Bulletin 01-02 [Audit Requirements for
Federal Financial Statements).

Generally Accepted Accounting Principles

The American Institute of Certified Public Accountants’ Statement on
Auditing Srandards No. 91 describes the hierarchy of accounung
principles for federal governmental entities as follows:

Esiablished Accpunting Principles

Category {a): Federal Aceounting Standards Adwviaory Board
[FASAR) Statlements and Interpretations plus American Instinate
of Certified Public Accountants (AMCPA) and Financial Accounting
Standards Beard [FASE] pronouncements if made apphcable to
federal governmental entitics by a FASAR Statement or
Interpretation.

Category (b); FASAB Technical Bulletins and the following
prondnincements if specifically made applicable ta federal
governmentsl entities by the AICPA and cleared by the FASAL:
AICPA Industry Audit and Accounting Guides and AICPA
Staternents of Posilion,

Category (o) AICPA Accounting Standards Executive Committee
Practice Bulletings if specifically made applivable to federal
governmental entities and cleared by rthe FASAB and Technical
Releases of the Accounting and Auditing Policy Committee of the
FASAE.

Category (d; Implementation guides pubbshed by the FASAR staff
and practices that arc widely recognized and prevalentn the
federal government.

Ayray's General Fund Principa! Finassial dcagemenc for Flcal Tea 2000 144 312 R
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Other Accounting Literarnire

]

Other accounting literature—including FASAE Concepts
Statements, pronouncements in categories {a] through [d) when
nol specifically made applicable to federal governmental entities,
and FASE Concepls Statements.

According o Office of Management and Budget Bulletin 01-02:

"Generally accepted accounting principles” {GAAP) [or Federal
povernment cntities are identified in Statement on Auditing
Standards (3AS) No. B1, Federal GAAP Hierarchy, Amendment to
SAS 69, The Meaning of Present Fairly In Conformity With
Generally Accepted Accounting Principles in the Independent
Auditer's Repart, which is codilied o Al Sections 4+11.171-411.1G
of the AICPA's Codification of Sratements on Auditing Standards,
Federa! financiat slatements shall be prepared in accordance wirh
OME Bulletin Nu, 97-01, "Form and Content of Ageney Financial
Stalements,” and subsequent OMB issuances. The requiremenis
of OMB's Form and Conrent Bulletin are geperally accopted
accounting principles because they constitute "practices that are
widely recapnized and prevalene in the federal gevernment” under
category [d) of the Federa! GAAR Hierarchy.

Internal Controls

Internal control, as it relates 1o the Principal Statements and Reguired
Supplementary Stewardship Information, 15 a pracess, effected by the
prganization s management and other persennel, designed 1o prowvide
reasonable assurance that the following objectives are mec

» Reliahility of financial repoting. Transactions are properly

recarded, processed, and summarized o permit the preparation of
the Principal Statements and Required Supplementary
Stewardship Information in accordance with Federal accounting
standards, and the safeguarding of assets against loss from
unauthorized acquisition, use, or disposition.

Compliance with applicable laws and repulalions. Transactions
are executed in accordance with: {a) laws governing the use of
budget authority and other laws and regulations that could have a
direct and material effect on the Principal Statements or Keguired
Supplementary Stewardship Information, and {b) any other laws,
regulations, and government-wide policies identified by Lhe Office
of Mansagernent and Budpet.

Ay 3 Gretral Fund Erirelpal Finahchil Staremenas for Fiscal Tear 2000 Ak 011707 Page 7



+ Reliability of performance reporring. Transactions and other data
thal support reported performance measures are properly
recorded, processcd, and summarized to permit the preparation of
performance mformation in accordance with criteria stated by
IMAanNHEEIIEDL,

Aerny's Gfl:l.rﬂi Fund Principz Financial Seatements T Flical Tear 2000 1 6.4 ar . Fige B
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DEFPARTMENT OF THE ARMY
U5 ARNY ALUCHT AGEMCY
Cifice of the Adilor Gongral
2191 Fark Canler Drive
Adexaridris. ¥A I21302-1596

7 Febriary 2001

Actling Secretary of the Army

As recunred by the Chiel Financial Gfficers Act of 1990, as amended by
the (Government Managemene Reform Act of 1994, the U5, Army
prepared the accompanying General Fund financial statements far {iscal
year 2000, As delegaled by, and in coordination with. the Inspecter
General, DOD we were engaged to audil these statements. Cur
respansinlity is limited to auditing these statements, The finanoal
stataments arc the responsibility of Army Muanagement.

We were unable to express an opinien on these inancial statements
because inadequate accounting systems, insufficient awdit trails, and
procedural problems prevented us from using any practical methods 1o
condugt andit work of sufficient scope to SUpport an opinien.  Also, we
didn't receive the official staterments as of the dale of ths report.
Therefore, we caution uscrs thal the information presented in the
fnancial statements may ool be reliable.

Internal controls weren't sufficient to ensure thar the financial
stalements contained no material misstatements. The Army and the
Nefense Finance and Accounting Service have recognized many financial
reporting weaknesses and included them in their FY 00 annual
B5SUTANGE Statements.

The Army isn't yvet able to fully comply with laws and regulations thalt
directly affect the financial statements. The primary nencempliance
iszue rclates 1o the Chiel Financial Officers Act of 1990 and related
provisions that reguire the preparation of auditable financial statements.
I addition, the svstems that suppart the Army's financial statements
didn't mect the requiremnents of the Federal Financial Management
Improvement Act of 1996, Specifically, these systems didn't
sulstantially comply with established Federal financial management
systems reguirements, applicable Federal accounting standards, and the
1.3, Government Standard General Ledger at the transaction level.
Hewever, our limited aodit work didn't identify any material instances of
noncomphiance that had not been previvushy reporrad.

We also performed a limited review of the information in the Qvennew
section of the teport and concluded thatl the Onancial data in that section

Army's Geerveral Furd Frinclpal Financdl Sgaemsencs far Fiszal Year 2000 (A4 O1-1700 Pag= 11



may not be rehable since it was derived [rom the same sources as the
financial statemenis.

The Required Supplementasy Stewardship lnformation (inchading
rational defense property, paant, and equipmen:; herizage asscts; and
stewardship land) is not a requured part of Lhe basic inaticial statements,
and we did not audit and do not express an opininn on thz informatiog.
However, we applied lnmited audit procedures prescribed by professinoal
standards to the stewardship information and found some problems with
the process antl procedures used by the Army to capture and report This
imformation

The supplementary information for deferred maintenance 1s not &
required parl of the basic inancial stalements, and we did not aadn and
do nea express an opinion on this information. We didn't apply
procedures prescribed by professionet 2tandards becausc the official
accourring guidance regarding the measurement criteria and reporting
placeinent of deferred maintenance on the financial statements was not
fully developed,

Exccept for the limitations described above, we perfermed our work 1n
accordance with general.y accepted government auditing standards and
Ofice of Manage-nent and Budget Bulletin 0502 (Audit Reguirements for
Federal Financial Statements).

<-j:;-.~¢:_ s b O
RANCIS E. REARDON, CFPA
Tre Auditor General
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REPORT ON INTERNAL CONTROLS

Internal controls didn't provide reasonable assurance that the Onancial
statements didn't contain material misstatements. The Army and the
Defense Finance and Accounting Service have recognized many materia)
weaknesses and reported them in their FY Q0 annual assurance
statements on internal management conrrols. (We discuss this issac in
the Report on Compliance with Laws and Regulations heginning on
page 33.)

We evaluated and tested relevant hinancial inlernal contrals related to the
reporting of budgetary resources, material asset and liability balances,
and the compilation process for financial statements at the Defense
Finance and Accounting Service Indianapelis, We alao sclectively
followed up un internal controb deficiencies rhat we previously reparted.
Broause of accounting system deficiencies, we didn't attempt to audit the
expenses reported i the Army's statements,

We noted progress in several areas 10 correct previously wlentified
problems. However, we also identified additional internal contral
problems. We consider all these problems reportable conditivns under
standards esrablished by the American institute of Certified Public
Accountanes and Office of Management and Budger Bulletin G1-02 [Audil
Requircments lor Federal Financial Staternentst. Reportable conditions
represent significant deficiencies in the design or operation of the
internal control structure, Matenal weaknesses are eeportable
conditions involving deficiencics in the design ar operation of internal
contrats leading to an unaccoptabile high risk that losses, nongempliancc
or material misstatements in the linancial statements could occur and
not be detected pramptly.

The Army has recognized that significant problems exnst with the
processes, procedires, and accounting systems used to prepare ils
financial statements. To address these problems, the Depufy Assistant
Secretary of the Army for Financial Qperations, in canjunction with
functional experts within and ouiside the Army, has prepared o detailed
plan called, "The Army Chief Financial Officcrs Strategic Plan.” The
Army is actively using thia plan as a key management tool to improve its
linanciat reporting, and it regularly reviews and updates the plan. As
stated in the overview of the Annual Financial Repaort, the Army
completed 34 of the separate tasks in the plan during FY 04, bul we
haven't verified the completion of these tasks. The Strategic Plan s
updated quarterly, and il now covers the Working Capital Fund as well
as the General Fund  The stared vision is that completing all the tasks
will cnable the Army to prepare auwditable financial statements by FY 05
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However, this vision may hat be achievable since some al the tasks now
have prijecied completion dates beyond FY 03,

In this teport on internal controls, we sUMMAri2e the Army s FY 0l
financial statement reporting problems in three seclions:

¢ Svstems and Procedures.
« Financial Accounts.
# Property Accounts.

Additianal information is in our scparate supparting repurts listed in
Annex C.

SYSTEMS AND PROCEDURES

in this section we discuss:
+  Accounting systems.
«  Oiher systoms.
« Compilation process {or Anancal statements.
»  Subordinate activity adjusiments.

+ Perlormance information.

Accounting Systems

Dieficiencies it the accounting and finance sysrems that aceount fur
Army resources constitute the major reason for our inability to render an
audil apinion on the Army's financial statements, The accounting
systems lack a singie standard iratizaction-cdriven peneral ledper—an
sxsential element of control for sound, reliable financial reporting. In
addition, the aceounting systems don't produce account-vriehted
transaction files (subsidiary ledgers], and data for physical asscts is
gompiled using "work-around” procedures and data from managenent
systems not intended and not suitable for inancial reporting.
Consequently, the audit frails necessary to verify and reconcile acenint
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badances aren't adegquate, and the srarement balances aren t auditable by
any practical means.

Because of system deficiencies, the Army uscs a consulidation of
accounting data from source documents, budgetary accounting systems,
and multiple licld-level and department-level entries to produce the
finaneial statements, Army management couldn't provide reasonable
assyrance that the accounting and non-accounting systems uscd to
record and report Army financial data were reliable. It also
acknowledped the possible existence of materal transactions that weren't
properly recorded in the accounting records and incluaded o the financial
statemcnts.

The Defense Finance and Accounting Service, as functional proponent {or
the Army's accounting and financial management systems, has reporiad
inadequate general ledger control as a material weakness in its annual
statement of assurance since FY 91. The FY 00 statement of assurance
vites FY 03 as the estimated target date for correction.

The Accounting Service is working on g new accounting system—the
Delense Joint Accounting Svstem- that 1t believes will resolve many of
the praoblems with existing systems. Dunmg FY 99 the Accounting
Service conducted a test of the initial pratotype at the Ballistoice Missile
Defense Organizatmn. Dunng the test we dentificd two weaknesses—ithe
assignment of oblipation numbers and the ability of travel clerks to
potentially modify approved data, In the current BOLD Financial
Management Improvement Flan, the Accounting Service reported that the
aceoUnting system s not compliant with applivable réequirements
fincluding the Federal Financial Management Tmpravement Act) and will
not achieve fuli operational capability until July 2005, Addibonally, the
latest deptovment schedule shows thal complete Army elding wilk slip to
March 2007, The Army may not have auditable financial statements
uniil it has lelded an adequate accountung system.

Other Systems

The Armv also needs to upgrade or replace many of its other systems
that feed data to the accounting system so that the requirements of
hinancial statement reporting can be met, The Army has recopmzed thas
probiem and has included numerous system IMprovements in its
strategic plan. Tncluding these other system requirements in the
strategic plan should cnable Army management 1o coardinate and direct
the needed progress in other autormated sysems.

Currently, rhe Army has identified 21 critical feeder sysiems. 1iere is the
status of those systems.
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Number of
Status Description Syatems

Caompliant System manapers reporied Lthe 2
system as compliant.

Mot Compliant System manapers reporied Lthe 1
svslem as nal camphant.

Not Determined  The status of the system has oot 3
been determinerd.

Legacy Systerm The systemn's functions are ta he 13
conschdared into another syrstem.

Toral 21

The Army is stll in the process of identifying all critical fecder systems
and cnsuring that cach system is either compliant with the financial
requirements or that i1 will be replaced by annther system that 1s
compliant. However, the Army docsn't have complete control over ths
clfort because DOD vwns some of these syslemns,

Compilation Process for Financial Statements

The Inspector General, DOD (vund several problems with {the Defense
Finance and Accounting Service s compilation of financial data from ficld
entitier and other sources. The most significant problems involved
unsupported accounting entries, The mapnitude of these entries meant
that the FY 00 Army General Fund financial statements were matenally
influenced b unsupported accounting data. As a result, there 1s no
assurance that the data in the inaneial statements 15 reliable.

The Defense Finance and Accounting Scrvice-Indianapolis processed
458 accounting entrics valued at $451.6 billion while compiling the

FY 00 Army General Fund financial statements. The valuc of
unsupported entrics increased lrom about $290.2 billion in FY 99 o
£3561.5 Lillion i FY 08, The total unsupported value for FY 00 mvolved
240 accounting entries.
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The Accounting Scrvice made 143 accounting enines for abount

$307.% billion to correct discrepancies between sources of accounting
data without reconciling the differences between the two data sources or
to delermining which data source was correct, Here are the details:

+ 5entres for $237.0 billion to force general ledger accounting
data to agree with budgetary accounting data.

# 71 entries for $435.3 billion to force intragovernmenial
trunsacrions between rading partners to agree.

» 67 entries for $25.5 billien to correct discrepancies between
other sources of accounting data.

The remaining 97 entries for $33.7 billion were made lor reasons other
than 1o correct discrepancics between sources of accounting data—{for
example to correct errors in previously preparsd accounting entries—bur
didn't include all reguired supporting documentation.

For more than @ vears, madgetary status-ol-appropriations data and
expenditure data have been used to compile financial data for the Army
Greneral Fund financial statemnents. This is an interim method and 1s noal
acceptable, and the Army General Fund financial starements may not be
auditable untit an integrated, ransaction-driven accounting syster is
implemented Arnrwide.

Subordinate Activity Adjustments

The Accounting Service needed to improve the internal conrrels for
adjustments that activities formerly called Operating Locations made ta
financial information during the reparting process. During our review at
one such activity we found that it met established timelrames for
furtishing Minancial information to the Accounting Service-Indianapolis,
but we alse fovund some procedural praoblems. For exampls:

e Activily personnel made unsuppaorted adjustments o make the
general kedger agree with stanis data. The Accounting Serviec's
reliance on status data rather than peneral ledger data in
develuping the Army's General Fund financial statements was a
long-standing unresolved problem. Also, inan effort to comply
with Accounting Service directives against reporting abnormal
undeliversd orders, activity personnel made temporary
unsupported adjustments to eliminate abnormal undelivered
prders totaling aboul $85.6 million from status reports for
30 Seplember 2000,
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»  Activity personnel made temporary adjustments with an absolate
value of about $678 million to correct Tables of Abnormal Balances
EFrOs in $talus data reported for 30 Apnl 2000, However, because
of workload constraints they didn't determine which adjustments
affected the general ledger trial balances and adjust those
balances, Activity personnel followed Lhe same procedures at
30 September 2000; however, we didn't determine the amount of
the adjustments. The resulting cut-of-balance conditian
contnbuted o the unsupperred departmental adjustment the
Accounting Service-Indianapolis made tn force the 30 September
2000 gencral ledger to agree with status data.

As a result of such prablems, the accuracy and completeness of the data
were questionable.

Performance Information

We conducted only a limited review of information on perfarmarce
results that was presenled in the Overview section. Although we
obtained a basic undersranding of the internal controls relaled to
performance information, our procedures weren t designed to provide
assurance on internal control over reporred performance measures.
Accordingly, we do nat provide an opinion on such canirol, However, our
vontrol and campliance testing doring the gudit work for our various
supporting reports identified significant problems with data reliabitity,
and these problems could also affecl the reliability af performance data.

FINANCIAL ACCOUNTS

In this section we discuss:
« Reporting of budgetary resources,
» Liabilities.
= Military payroll issues.
» Civilian payroll 1zsues.

= Fund balance with Treasury.
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r Proliem dishursements.

o Propress payrents.

Reporting of Budgetary Resources

The Accounling Service took some corrective action to address internal
coartrol problems we previcously identificd, but additional action iz srill
necded. In the FY 99 Financial Reporting of Budgetary Resources
Repart, we concluded that internal controls weren't fully elflective over
the accounting, processing, and reporting of the obligations, recoveries,
coflections, disbursements, and reimbuarsalbies thar we tested at the
accounting allice level. We made five recommendations {or improving
internal contrels. Specifically, we recommended (hat the Accounting
Service, in coordination with the Office of the Assistanc Secretary of the
Army [Financial Managerment and Comptrolier]:

» Change established procedures for classifving oblipations and
recoveries for reporting purpeses. The Accounting Service apreed
with the recommendation and eslimated 20 June 2000 as the date
o cornplete implementatiaon. Although Accounting Service
personnel had done work 1n response to this recommendation, 11
was only partially inpHemented,

v Iusue policy paidance o bave accounting offices reconcile
imbalances belween the accounting system s hind and history
dartabases, implement procedures wo ensure the databases remain
in balance, and maintain or have ready aecess o detall aulomatedd
suppurt and documeniation for all transactions. The Accounting
Hervice agreed and originally estimated 30 Scptember 2000 a3 the
date o complete implemenialion, bul correclive aclion wasn 1
completed.

= Conduct training for stafl accountants on the use af
reimbursemient spurce codes and cmphasize the impertance of
these codes. The Accounting Service agreed and said thal the
accountants would be traimed in the use of reimbursement souree
codes as part of accounting courses scheduled at the Rock [sland
Field Activity., We venfied that this aclion was taken,

s Jssue policy puitlance that emphasizes recording aceaunting dara
promptly and coveecely, basing changes and carrectlons on
thorough research, matching disburscrnents with the correct
abligations, and recording iransdclions lor correct amoants and in
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the correct acrounting perieds. We verified that this aclion was
taken.

# Develop a single database for use by the auditers of the Army's
financial stalements that contains the detailed transactions that
support the summary transactions used to prepare the Army’s
Qtandard Form 1333, Reports on Budget Excoution, and the
Armyv's financial statements. The Accounting Service disapgreed
with this recommendation bul has not developed an acceplabie
alternative.

As discussed with Accounting Service managers, implementation of these
recommendations ix essential prior to future detailed audit and testing of
internal contruls, We believe that without implementatian of these
recommendations, conditions will notl sigmficantly improve, similar
control problems can be anticipated, and futurc audil may not be
worthwhile,

Liabilities

Although reported liabilities included some costs thar were incorrectly
nmitted in prior years, procedures and contrals weren't adequate Lo
ensurc that all reported values were complete and accurate,

The Army's liability for environmental programas srill needcd
improvement. Because projecr managers didn't have adeguale
documentation o support cost estimates, the $9.9 hilhan environmental
restoracion liability (Active Army] was questionable. To prevent an
overstatement of some environmental compliance habiliies, the Army
needed 1o aduse its reporting to ensure that it recorded recurring
projects as expenscs of the period rather rhan habilities. In addition, the
Army couldn fully report liabilines for unexploded ordnance on traimng
ranges and naticnal defense equipment disposal costs because of a lack
of definitive puidance.

The Army also needed to improve its reporting of smployer entity
liabilities. The linancial stalements understated the liability for
Temporary Early Retirement Authority payments and didn”t recagnize
about $380_4 million VYoluntary Separation Incentives payments for the
program's carly lakers, In addition, the statements didn’l provide any
disclosures on its Warker's Compensation liabilities, Such disclosure 1s
neceszary to adequately describe the time peried reparted and to cnsure
that the liability includes payments for Army Workang Capital Fund
vlaimanls,
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The Army did make progress in increasing controls for the $12.2 hillion
Formerly Used Defense Site projects by implementing a new system that
has wome built-in financial manapement controla. In additon, the Army
included liahilities for about $409 millian for cantract holdbacks and
379 million of installation level legal claims. Such claims had nat been
recognized on the Army's statements in previous fiscal years.

Military Payroll Issues

The Defense Finance and Accounting Service processes and controls over
financial reporting were not adequate ta ensure that the military pay and
benefits cost duta was correctly reported in the Army's (reneral Fund
Frincipal Finanmal Statements for FY 99 o FY 00, Specifically, the
Accounting Scrvice didnt

+ Maintain adequare work-around processes and contrals for
recopding the Army military pay and benefits cost data 1o the
financial statements.

+ Correctly perform all required accrusl acepunting for military pay
and bencfits cost data, and dida’t document the basis or logic of
the accruals it had establhished.

As a result, the accuracy of the military pay and benefits cost data in the
Statement of Net Cast and the pavroll-related liability amounts in the
halance sheet was gurstionable and there existed an unacccptable
degrec of risk of mailerially misstating the Statemcent of Net Cost,
Furthermore, there was no audit trail for the $25 billien of milicary pay
aned benefits in the Staternent of Net Cost nior the approximately

$1.5 biltion of pavroll-related liabilities in the batance sheet. Unless this
condition is corrected, it will continue to affect inancial statements in
the future. Correcting the condition will reduce the risk of material
misstatement, improve the audit trails, and put the Army’s General Fund
financial statemenrs 1 a better position for a favorable audit opinion in
the furure.

Civilian Payroll Isgues

The Accounting Scrvice's processes and cantrols over financial reporling
were not adeguate for accrued unfunded annual leave and annual leave
expense, Specifically:

»  Civihan Pay tranzactions were nol always recorded correctly ta the
General Ledger.
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v  Accrued Unfunded Annual Leave was recarded incorrectly lor the
MNalional Guaard.

+ Equily aceount was understated berause of the incorrect Ancrued
Lnfunded Annual Leave recorded for the National Guard.

These conditions reduced the reliakility of the related dollar values
reported 10 the Army's principal financial statements

Fund Balunce With Treasury

Lnresolved suspense account balances represented a marerial
uncertainty regarding the reported amount for Fund Balance with
Treasury. However, in FY 00 Lhere waz a significant reductiian f nther
uncertainties such as Online Pavment and Coliecrion differences,

Suapense Account Balances

The Defense Minance and Accounting $emace-indianapolis didn’t have
efferrive procedures [ur manitonng and resclving socounting transactions
placed inte suspense accounts. As of 20 Seprember 2000, the lour
records of suspense account balances ranged from a high of

F518.7 million to a lew of B6.0 million. One of the other twn records of
suspenst accming balances included $246.7 miilicn that had been an
suspense far over anc yvear. Diifering suspense accouni balances and old
account balances indicate problems with the validity and manitoring of
suspensc acceunt ransacten data. Although the Accounting Service-
Indianapalis recognized in FY 97 that material managemenl control
wealknesses existed wilh the reconciliation of suspense account balances,
no effective program to monitor and correct differences was established
A5 a result, suspensc account balances were a matenal uncertainty
affecting the amaunt reported for Fund Bulance With Treasury, and there
was noe assUrance that existing suspense ancount differcnces would be
corrected or that future dilferences will be resalved.

Qther Uncertainties

In prior years, other uncertainties such as check 1ssuc reporling
discrepancies (including check derail discrepancies aned "paid no issuc’
checks), Online Pavmenr and Collection dillerences, and

deposit felectronic fund transfer differences were material regarding
Fund Balance With Treasury. However, the Accounting Service-
Indianapolis significantly reduced these differences durning FY Q0.
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DHiferences nat caused by timing decreased from about $279 million as
ol 30 Beptember 1994 to about $28 millivn as af 30 Scptember 2000,
The cumulative amount of these uncertaintics ways nol material regarding
the Fund Balance with Treasury reported on the FY 00 financial
statemenrs.

Problem Disbursements

Prohlam disbursements represent a signilicant financial reporting issue
for the Army, but the reported status at yvearcnd indicated that much
propress occurred during FY 00, Two primary categaries of problem
disbursements arc unmalched disbursements (LMD—disbursement
transactions that accounting offices have not matched ta the correct
detail obhgations in the accounting records) and negative unliguidaled
obligations {(NULC—disbursement transactions that exeeed the value of
the matching detail obhgations).

The Army s goal was to reduce Lthese (wo categaries of problem
disbursements by 75 percent fram September 1998 o September 2000,
Al ke end of this perind the Army repurted unmatched disbursements of
£347 million and negative unliquidated cbligations of $187 million. This
represented a reductian of #7 percent and 70 percent respectively.

The Accounting Service has reported muldple matenal weaknesses
related 1o problemn dislursements in its annuadl dssUrance statements.
Resolution 18 expecred by FY 03 according to 11§ current assurance
srarement. The Army and the Accounting Service previously established
a Joint Reconciliation Program to increase their combined efforts 1o solve
this issue, These efforts are continuing dunng FY 01,

Progress Payments

The A¢raunting Service changed its procedurs in FY 00 regarding the
recording of contract heldbacks. Dunng FY 96, we idenufied problems
with recording heldbacks related to progress payments, In our repolt on
progress payvments for the FY 96 Anancial statements, we recommended
that the Accounting Service:

» Modify Army accounting systems to provide for recording of
contract holdbacks and use the systems o record haoldbacks
telated to propress payments

» Make sure actual progress payment tates are used when
calculating contract holdback amounts.
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+ Review tria] balances submitted by operating locations and
accounting offices to make sure that stations reporlitlg account
balances for contract holdbacks also report an acciunt balance for
the carrcsponding asset account.

The Accountling Service agreed to tesi the recommendation to review triul
Lalances, but didn't agree to modify systems (o pravide for recarding af
comutract holdbacks or to make sure actual progress payment rates Werc
used when calculating contract holdback amounts.

On 2 October 1998, (he Office of Manapement and Budget tnade &
decision that suppurted our pasiton. However, 2D didn't implement
this decision and indicated that it intended (o challenge it. Although we
didrn't conduct detailed audit work in this area for FY 0%, we estimated
the effect on the financial statements would be matenial. We performetdl &
sirnilar Jimited review for FY 00 and found that the Aveounting Service
had begun recording contract holdbacks during the year, However, this
Iymited review didn't enable us to verify the exient of the Accournling
Sepvice's actiont. We will evaluate this area further during Tuture audit
witk.

PROPERTY ACCOUNTS

I this section we disouss:
# FReal properiy.
v  Construction-in-progress.
» Ccneral equipment.
« lnventory.

» Supplemental stewardship tEpOTLNE.
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Real Property

The Army made some progress during FY 00, but the progress wasn
sufficient 1o correct previously reported problems. As a resull, there is
considerable uncertainty about the reliability of the $11.8 billion
reported value {or real property.

The Armv made definite progress in fielding the interface between
automated real property syatems and the Detense Praoperty
Acveountabiliry Systern during FY 00, For example:

a  The Army fielded the sollware it needed to interface real property
data between the Integrated Facilidies System and the Defense
Properiy Accountabiliry System.

s  Army installations began interfacing real property data with the
Nefense Property Accountability Syatem at all Army activities
except the Army National (uard.

Howewver, because the Army wasnt able to completely field and test
inrerfaces in time for the FY 00 financial srarements, it conlinued 1o use
the Headguarters Executive Informaticn System for financial statement
reporting. As we reparted in FY 99, this system doesn’t provide reliable
enough information for reporting capital improvements and depreciatinn
amountts. 1n addition, sudit trails within the Integrated Facilities System
aren'l adequate ta trace changes in previously recorded costs and to fally
identify transactions affecling real property facility balances,

The Army also hiasa't corrected the internal control issues we reported in
FY 99. The Assistant Chicl of 3taff for Installation Management was stll
developing a policy memorandum to address the internal control issues
we identified in aur Fy 99 inancial statement audit. Our anabysis of the
pohicy memorandum identified an addirional control that was needed 1o
fully comply with our recommendations.

In addition, the Army does not ver have a valid beginning balunce for
audit purposes, The public accounting irm FricewaterhouseConpers
vompleted its contracted effort to assess the recorded values in the real
property databases and provided a favarable recommendation 1o DO
However, the General Accounting Office and the Inspector (General, DO
havern’t vet approved the firm's recommendation. We will continue {o
monitar the cfforts of these audic agencies to resolve their differences
wilth the contractor and DOD.
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Construction-in-Progress

The Army National Guard did not have controls and systems in place 1o
ensure that (ts Constructon in progress cosls were acourarely reported in
the Army's General Fund Financial Statemen.

Personnel at Army Kational Guard activilies cotlected construction in
progress costs. These costs were maintatned and reported by cach slale
in the standard accounting system. But, the accounting syslem was hot
g peneral fedger based systern; and it didn’t inlerface with the
Departmental General Ledger System at the Defense Finance and
Accounting Service-Indianapalis. The Army Natonal Guard had not
estalilished an alternate process of capturing and reporting the
construction in progress balance to the Accounting Service.

As a result, the Froperty, Plant, and Equipiment halance reported on the
Army's General Fund Consolidated Balance Sheet was undersiated by
the consoriction i progress costs lunded by the Army National Guard.
At the end of FYs 99 and 00, we estimated that the Acmy Nanional Goard
had at least $52 millicn and $86 million, respeccively, in unrecorded
CONSLrUCLNN 111 Progress costs,

. General Equipment

Contrals, procedures, and systems weren't adequiale o ensure the
accurate reparting of peneral equipment values. 3tandard Army systems
do not capture the correct acguisition data and eost, and most current
Army systems were not desighed fa praduce required financial
infortmarion. The Army reported this problem as an uncorrected materal
wreakness in FY 00,

In FY 95, the Army bepan fielding the Defense Property Accountability
Svslem 1o meet and comply with financial reporting standards, Because
fielding wasn't completed in FY 00, the Army apgain used an Armywide
data call to determine peneral equipment values and calculate related
depreciation or the FY 00 financial statements. A reporting team at the
.S, Artny Materiel Command's Logistics Supporl Aclvily conducted the
data call. To improve the reliability of reported data, the reporting team
bepan the process of estahblishing a general equipment bascline. During
this process it identified activities that were excluded from the FY G4
reported amounts, and identified and corrected obvious errors and
omissinns.

Although the timing of the data call limited aur ability to perform the
tests necessary to validate the general equipment valucs in the FY 0D
financial statements, we conducted analytical tests over the
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reasonableness of the data from the units and the resulting values the
reporting team reported. We found numerous errors and incansistencies
that led us to question the reliability and complereness of the reported
$1.15 billion of general equipment.

Inventory

The Army made seme reporting improvements, but internal controbs were
tac fully elfective over the reporting of wholesale munilivns as inventory.
Also, the Army was still evaluating the criteria for reparting additional
upersting materials and supplies.

Wholeaale Munitions

U8, Army Operations and Support Command [formerky U5, Army
Industrial Dperations Command) had taken satislactory corroective
actions on the USAAA recommendations we reviewed, We found that
U.8. Army Aviation and Missile Command operating personnel had
iniiated corrective actions to a recently 1ssucd General Accounting Office
audit repert on the FY 99 linancial statements reporling ol uanitians
inventories, However, we conchided that, based on the recent issuance
datle af the audit report, additional actions and time 15 regquired to fully
finalize and implement the agreed to recommendations, Further, we
determined that milestone tareel dates are needed o ensure that the
recommendations are inplemenced timely. We found that DA penerally
disagread with two recommendations in an lnspeclor General, DOD aclit
report relative 1o FY 92 General Fund financial statement munirions
inventories. We will verify the reanlution of the disagreements during
tuture audit work,

As g part of our FY 00 audit work, we alan determined that the U5, Army
Cperations Support Command didn't totally fund annual physical
inventory accomplishments for about $ 14,0 billion, or 68 percent, of the
total $20.6 billicn of wholesale munitons reported as {Iperating
“aterials and 3upplhes. The command reported unlinanced
requirements, totalinpg about $6.3 million of woerklead, related
invenlorying assets classified as Category I and 1V munitions.

Operating personnel at Operation Support Command also stated that
about §4.8 million of unfinanced inventory requirements were expected
for FY Q1. Operating personnel at Aviation and Missile Command stated
that although all FY 00 inventory requirements were acvamplished,
unfnanced inventory requirements tolaling about $658,000 were
expecled [or FY 01, Annual physical inventories are a significant internal
ronten] needed to support DA's financial statement asserlions of
existencee and completeness.

—_— -
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Additional Operating Materials and SBupplies

The Army and DOD have acrion onpeing to identify the rypes of items in
addilion o wholesale munitions that should be reported as operating
materials and supplies. The particular issue being reviewed is
determining the conditions for using the purchase method versus the
consumption method. Under the purchase method, items are expensed
when they are purchased. Under the consumption methad, items arc
reporled as assets when they are purchased and expensed when Lthey are
issued to en end user. This ongoing action 1s inchaded in the Army's
strategic plan, and the final outcome will directly affect the reported
amount of operating materials and supplies.

Supplemental Stewardship Reporting

The process and procedures that the Army used to capturc and report
National Defense Equipment didn't provide reasonable assurance that
the data was accurate and camplete. Although the Army developed an
action plan Lo capture and report National Delense Equipment in the
Recquired Supplemental Stewardship [nformation section of the Army's
General Fund FY OO0 Financial Statements, the plan was not fully
effective because rhe logistical systems thal the Army planned to use
rauld not be relied upen [or accurate data. Here are some of the
problems we found:

¢ The Commeoedity Command Standard System—he system the Army
planned to Use 1o capture additiens and deletions—either
pverstated or understated additions hecause of the time between
the date equipment was recgived and the date the equipment was
recorded in the Standard System.

+ The Standard System didn'i record equipment stored at contractor
facilities because acguisitions frequently weren't entered into the
Standard System until items were reeeived by the Depot or using
activity. Therefore, equipment accepted and held at contraclor
plants wasn't recorded in the Standard System.

» The Standard System didno’t record equipment tumed-in by units
or instaltations directly to Defense Reutilization and Marketing
Offices for dispasal. This occurred because the Standard System
only recorded transacuons effecting the wholesale system.
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v The Standard Svstem recorded dispesals (delctionsy at che nme
dispositian instruction were given instead of when the equipment
was actually disposed of—wiich could be months later.

As a result of these system problems, the Army reverted ta a manual
data call to capture and report additions and deletions. However,
because the Army didn't provide timely guidance or training o the
persons compiling National Defenise Equipment data, there were several
problems related to the data catl process. Specifically:

» The processcs for collecting additions and deletions dida’t provide
an adequate sudit trail. Most persons reporting the data didn’t
retain docymentation to suppott the numbers they reported.

= Tocompute additions, persannel used contractors’ shipping dates
instead of actual acceprance dates, or they plugged the numbers
based on Lhe difference between the beginning and erdhing
balanees,

» Tocompute deletions, personne] used disposition instructions, or
they plugged numbers based on the difference between the
beginning and ending balances. They didn t use actual disposal
dates o collect data for deletions.

As a result, the Army had no assurance that the numbers i reported iar
additions and deletinns on the National Defense Equipmernt
Suppiemental Htewardship Report were reasonably aceurate or complete.
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REPORT ON COMPLIANCE WITH LAWS
AND REGULATIONS
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REPORT ON COMPLIANCE WITH LAWS
AND REGULATIONS

The Army isn't yet able to fully comply with the Chicf Financial Officers
Act af 1990 and related requiremencs. However, during our review of
comphiance with laws and regulations, we [ound Bo material instances of
unrcported legal or regulatory infractions.

We tested the Army's compliance with selected pravisions of laws and
regulations throughaout the audit, Instances of noncomplisnce are
repartable if they could resull in material misstatements to the inancal
statemrents, or if the sensitivioy of the matier would cause others o
perceve it as signiiicant.

The noncarmphance problems we identified were directly or mdirectly ted
to snternal control weaknesses and the Army's inability 1o fully comply
with the Chiel Financial Officers Act {and related implementing guidance)
and Federal accounting standards, We discuss these problems in the
Repart on 1nternal Controls.

We also tested and reviewed compliance wirh certain key laws that
affected the Army's ability 1o produce reliable financial statements. We
provide some details in rhe following paragraphs. Hawever, the objective
of our audit wasn't to provide an epinion an the Army's overall
compllance with laws and regulatinns, and we do not express such an
PLNLOT.

Chief Financial Officers Act

We cvaluared the Army's compliance with the Chiet Financial Officers At
ol 1990, as armended by the Government Management Reform Act of
1994 and various implementing regulations issued by the Office of
Manzapement and Budget and DOD, as they relate to prescntation of
information in financial stalements. The Army and the Accounting
Service have made & concerted effort to meet the act's reqoirements. Bui
current management and accounting svsterns weren't designed for
finanoal statement reporting, and rhey can't produce reliable and
auditable financial staterments. Until system deficiencies are resolved,
the Army and the Accounting Service will e unable to produce
srarements that conform o prescribed accounting puidance.
Nevertheless, we have identified areas in which the Army and the
Avcounting Service can achicve financial reporting improvements over
the shart term. We discuss these areas and the necessary corrective

Ayt Letreral Fund Principal Financial Satements Ror Flscal Tear 7000 (AR 05 | 700 Page 35



REPORT ON COMPLIANCE WITH LAWS
AND REGULATIONS

The Army isn't vet able to fuliy comply with the Chicf Financial Officers
Act of 1990 and related requirements. However, during our revicw of
comptiance with luws and regulations, we [ound be material instances of
unreported legal or regulatory infractions.

We tested the Army's compliance with selected provisions of laws and
regulations throughout the audit, Instances of noncompliance are
repartable if they could resull in material misstatements to the inancial
statemrents, or if the sensitivity of the martter wauld cause others 1o
percenve it as signifiicant.

The noncarmphance problems we identified were directy or indirectly tied
to internal control wesknesses and the Army's inability to fully comply
with the Chief Financial Officers Act {and related implementing guidance]
and Federal accounting standards, We discuss these problems o the
Repaort on lnternal Controfs,

We also tested and reviewed compliance wirh certain key laws that
affecred the Army's ability 1o procluce reliable financial statements. We
provide some details in the following paragraphs. However, the objective
of our audit wasn't to provide an epioion on the Army's overall
compliance with laws and regulanans, and we do not express such an
PLNLoTE.

Chief Financial Officers Act

We evaluated the Army's compliance with the Chief Financial Officers Adt
ol 1999, as amended by the Government Management Reform Ace of
1994 and various implementing regulations issued by the Otffice of
Manapement and Budget and DOD, as they relate to prescentation of
information in financial statements. The Army and the Accaounting
Serviee have made g concerted effort to meet the act's requirements. Buil
current management and accounting svstems weren't designed for
financial statement reporting, and rhey can't produce reliabile and
auditable financial staterments. Until systemn deficienaes are resolved,
the Army and the Accounting Service will ¢ unable to produce
srarements that conform (o prescribed accounting pundance.
Nevertheless, we have identified arcas in which the Army and the
Accounting Service can achicve linancial reporting improvements over
the shart term. We discuss these areas and the necessary corrective
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actiotis in the Report on Internal Contrals and in the suppurting audic
reports listed in Annes C.

Anti-Deficiency Act

We cvaluated the Army's compliance with the Anti-Deficiency Act as part
ol wur review of the compilation of the Inancial statements at the
Accounting Service-lndianapolis, Our review at that level didn't identfy
any potential violations of the act. However, because the Army's problem
divbursements have not been resolved, we could not fully venify the
Army's compliance with the act.

Federal Managers' Financial Integrity Act

The Federal Manuapers' Financiat [ntegrity Act of [982 reguires the Army
and the Defense Finance and Accounting Service to report annually to
the Secretary of Defensc about whether their management contrels
comply with the acl's reguirements. [n their respective FY 00 annual
assurance staterments, the Army and the Accounting Service reported
geveral management control weaknesses mvolving noncompliance with
rrescribed accounting principles, standards, and relaled requiremencs.
The specific weaknesses most direetly related ta the Army's financial
statements follow. Summearics af these weaknesses are in Annex B,

Army Aasurance Statement
The Army reporied mine uncorrected material weaknesses for By 00, The
following weakncsacs most directly affect the accuracy and reliabilily of
the Army s linancial statemetits:

+ Financial Reporting of Real Property and Genersl Equipment.

» Information Syslems Security.

¢ Fquipment In-Transit Visibility.

#+ Manapement of Uneaploded Ordnance and Other Constiluents.
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Defenss Finance and Accounting Service Assurance Statement

The Accounting Service reported 38 uncorrected material weaknesses for
FY 00. Here are examples of weaknesses that directly affecr the
accounting data that the Accounting Service vses to prepare the Army's
principal financial statements.

+ General Ledeer Control and Financial Repurling,
» Feoonciliation of Suspense Account Balances.

#» Interface Between Contract Payment and Accounting Syslems
[Negative Unliguidated Ohligations (NULD) and Unmatched
Dishirsements).

» Hystems Interface Between Computerized Accounts Pavable
System (CAPS) and Standard Army Finance Svstems Redesign
(SED-1].

* Problemnm Disbursements.

¢ Delenze Joint Militarye Pay Systems (DJMS) Eoquirements and
Svslems Specificatmnns Documcontation.

»  Fund Ralances with Treasury.

Federal Financial Management
Improvement Act

The Federal Financial Management Improvement Act of 1996 requires
cach Federal apency o implement and maintain inaneial managerment
systems that comply substantially with Federal Oinancial management
systoms requirements, appheable Federal accounting standards and the
L3, Gowertinent Standard (reneral Ledger at the transacuon level. The
acr also requires that we report on agency comphance with these
requircments.

Financial management systems didn meet the requirements of the
Frderal Financial Management Impeovement Act of 1996, The lack of &
single integrated general ledger and the differences between statas af
appropriation data and the general ledger data complicated the linancial
statement comnpilation peocess. The Accounting Service-Indianamilis
tmade macerial adjustments to the peneral ledger data to make it macch
the status of appropriation data without knowing the reasons for the
differences,
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The Assistant Secretary of the Army [Financial Managerment and
Comptroller] has stated that the Army canpar provide reasonable
assurance thal the accounting and non-accounting systems used [o
record and report Army financial data are reliable because they don't
meet the standards sct by the Office of Management and Budget.
Therefore the Army uses a consolidation of accounting data lrom source
decuments, budgetary accounting systems, and muoliiple field-level and
departument-level data inputs to produce the inancial statements.

DOD has alsa acknowledged the existence of problems with the inancial
systems. [n its Annual Stalement of Assurance for FY 00, the
Acocounting Service staled:

The Depariment's financial management systems, laken
as a whole, were not desipned o meet variouls
requircments and standards, many of which have been
implemented within the [past] few vears. Theretare, the
systems are not capable of producing financial
information that can fully satisfy the demands of
hnancial audats.

The Army (primarily for the feeder systems) and the Accounting Service
fpricetarily for the accounting svstemes] cach have responsibalities (0 meet
the requircments of this act
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AUDIT SCOPE AND METHODOLOGY

- ———r

Army's Gereral Fund Frirclpal Einancil SLassirens sar Fiscal Teqr $000 (A 01.1 705 Fage 17



AUDIT SCOPE AND METHODOLOGY

Army managsment, with support provided by the Defense Finance and
Accounting Service, is responsible [or:

= Preparing the annual financial statements in conformity with
applicable accounting principles.

+ Establishing and maintainng internal controls and systems Lo
provide reasonable assurance that the braad control objeclives of
the Federal Manapers’ Financial Integrity Act are met.

+ Complyring with applicable laws and regulations,

We were responsible for evaluating the financial statements, related
internal controls, and compliance wilth laws and repulations, In carmying

ol these responsibililies, we:

» Evaluated and, as necessary, tested selected mternal controls
rclated 1o

The overall process for cnmpiling the Anancial statements.
- Liubiliries.
- Payroll.

Fund balance with Treasury.

- Bubordinate activity adjustmenrs.

Property, plant and equipment.

¢ Conducted limited followup reviews on previously reported
prublems and recommendaticns relared to

— Accountung sysfems.

- Reporting of budgerary resources.
- Problem disbursements

- Progress pavments.

— Invecntory.
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e Evalualer compliance with selected laws and regutarions.

s Reviewed the Overview section of the Annual Finanoal Eepoert for
consistency with data reported in the financial statements,

We didn’t conduct audit work on programs thal were classified for
national securify.

Except for the limitations on aur work described 10 the bady of this
repart, we performed our work in accardance with penerally accepted
government auditing standards and Oifice of Manugement and Budget
Bulletin 01-02 [(Audit Requirements for Federal Financial Statements).
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ANNEXES
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ANNEX B

REPORTED MATERIAL WEAKNESSES

In the annual assurance statements for FY 00, the Army and the Defense
Finance and Accounting Service both reported uncorrected material
internal control weaknesses that directly relate to the Army’s financial
statements.

Army Assurance Statement

The Army reported nine uncorrected material weaknesses for FY 00, and
four directly related to the accuracy and reliability of the Army’s financial
statements. Here is a summary of these four weaknesses as reported in
the assurance statement. '

1. Financial Reporting of Real Property and General Equipment.
The Army does not currently meet Federal accounting standards for the
financial reporting of real property and general equipment. These
standards require Federal agencies to present fairly the cost and
depreciation of these assets in their financial statements. To meet this
requirement, Army records must capture the correct acquisition date and
cost. In most cases, current Army systems weren't designed to produce
such information. As a result, information on acquisition date and cost
is not always available or accurate. The Army's inability to identify an
item's acquisition date and cost prevents the computation of depreciation
and the determination of value for financial reporting. (Identified: FY 99.
Resolution Target: FY 02.)

2. Information Systems Security. Unauthorized personnel have
successfully attacked and penetrated the Army’s unclassified automated
information systems and telecommunications networks. These
intrusions have lead to the identification of systemic deficiencies in
systems and network security design and implementation; incident
response, containment, and implementation of countermeasures; and
information systems security education, training, awareness; and
professional development. To correct these weaknesses, Army leadership
has, in the Command and Control Protect Program Management Plan,
outlined the measures it will take to ensure the Army’s portion of the
Defense information infrastructure is adequately protected. (Identified:
FY 96. Resolution Target: FY 03))

3. Equipment In-Transit Visibility. Systems interface and logistics
process problems cause a significant portion of the in-transit records
displayed by the Continuing Balance System-Expanded to be invalid.
Equipment involved had been received and reported as on hand by the
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ANNEX E

receiving units, but the receipt transaclions didin’r close cut the
shipment {in-transit) records. As a result, the Army didnl have reliable
datla about the value of equipment in-transit, and the value of in-transil
equlipiment reported in the Army's financial starements was misslated by
a significant but unknown amount. {Identified: FY 96, Resolution
Target: FY Q1)

4. Management of Unexploded Ordnance and Other Constituents.
Neither the Army nor ROD has an effective, inlegrated and proactive
unexploded ordnance manapemenl prograrm that addresscs the full
lilc-cwvcle perspective of ranges, land withdrawal, munitiens, and
unexploded ordnance. Also, neither the Army nor NOI has ready access
to necessary scicnce and technology information to accurately assess
and predict the operational, safety, health, and environmental or fiscal
impacts to ensure the unexploded ordnance on ranges is being
proactively managed. {ldentified: FY B8, Resolution Targel {or Phase
Cne: FY 20}

Defense Finance and Accounting Service
Assurance Statement

The Accounting Service reporied 38 uneorrected material internal conitril
weaknesses for FY (0. Here are summarics of some o the reparted
weaknesses that most dircctly affect the Army’s inancial staterments as
reported in the assurance statemmnent.

1. Inadequate General Ledger Control and Unteliahle Financial
Reporting. The Accounling Service bias a material internal controd
weakness it peneral ledger and financial reporting that is attributable 1o
many lactors in the control cnvironment, accounting and related
systems, and control procedures, Overall, the accounting systems don't
have general ledgers that permit adequate recording and reporting of
financial transactions. Each DD accounting system has its own
general ledger, and efforts o implement the U8, Government Standard
General Ledper are continuing. Effective control procedures over
accounting and reporting will be impoe=sible until a single, standard
general ledper is developed and implemented in the DOD systems.
{Idemtified: FY 91. Resnlution Target: FY 03]

2. Recoaciliation of Suspense Account Balances. Suspense
account balances require cxtensive reconcilialivns o ensure that the
accounts arc used properly, supported by adeqquate documentation,
cleared in « timely manner, and are th agreement with Treasury
balances. Transactions residing In SUSpEnsc acvounls Can Condeal
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ANNEX B

problem dishursements and fraud, {Identified: FY 97, Resolution
Target: FY 02}

3. Intetface Between Contract Pavment and Accounting Systems
{Negative Unligquidated Obligations (NULO| and Unmatched
Dipbursements]. Both negative unliquidated ebligations and unmalched
disbursements are evidence of the same type of weakness: the presence
of errar conditions in the interface between systems and accounng
systems, In DD, payment operations for the mast part are distinet from
acCalnting, even when the payvment operations are a component of the
same accounting and finance office. Dilfcrences between payment
systems and accounting systems are not revealed until payments are
improperly recaorded in the accounling systems. Larpe cut-ol-balances
exist in undistributed disbursement and collection aceounts and o
unliquidated obligation accounts. The capabilities of the accounting
systems don't permit the research of unmatched document numbers.
Personnel performing reviews aren't adequately trained, and revicw-
sampling methods are inadequate. ([dentified: FY 80, Resolution
Target: F¥Y 02 ]

4. Inadequate Systems Interface Between Computerized
Accounts Payable Syatem [CAPS) and Standard Army Finance
System Redesign (SRD-1}. The ASCI file used to update $END-1 with
accounts payable payment information can be changed. The file 15
unpratected and can be acoessed by anyane who can read and/or
change an ASCII file. As a result, any individual with access to the file
van alter the information. Also, the Computerized Accounts Payable
System does not have the capability to restTict access to the “remit o°
address file for associates computing vendor payments. The lack of
internal controls, edit checks, and audit trail in the Accounts [Mavable
Svystem has the potential {for fraud and rhe misusc of government funds.
[[dentificd: FY 98, Resclution Target: FY 01}

5. Problem Digbursementa, The Defense Finance and Accounting
Service-Indianapolis is working with DOD agencies 1o fully dentify and
resolve problem disbursements, There are three categories of problem
disbursements: in-transits [paid by a disbursing office but not vet
received by the funded sration); unmatched disbursements
{disbursements that accounting stations have not matched to obligations
in the accounting records); and negative unliguidated ehligations
{disbursements that exceed the value of the matchiog detail obligations).
Primary ¢causes of problem disbursements relate to the lack of integration
between the entitierment systems and the accounting systems, and
errors/delays in posting disburscments o accounting records. The
oceurrence of problem disbursements distarts fund availability.
{ldentified: FY 9&. Resolution Target: FY 03}
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ANNEX B

5. Fragmented and Incomplete Defense Joint Military Pay
System |DJMS| Requirements and Systems Specifications
Documentation. Comprehensive sets of requirements, business rules,
and systems documentation doesn't exist for either the Active ar Reserve
Components of the system. Some documentation is maintained anly n
functional work areas and some is maintained in the

programmer/ analyst work areas. Kot all existing inlurmatian 15 current.
Failure to have documented syslems severcly impairs and adversely
impacts the primary mission of hosting and modiying mifilary pay
software with acceptable degrees of confidence and reliahility. (Identified:
F¥ 99. Resolution Tarpet: FY 02

T Fund Balances with Treasury, Appropriation balances recorded
In the accounting records do not balance to the fund balances with the
Treasury. (ldentified; FY 99, Fesolution Target: FY 01
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ANNEX C

SUPPORTING AUDIT REPORTS

1. Military Pay and Benefits {Audit Report 901-166, 31 January 2001
2. Civilian Pay (to be published)

3. Constructmn-in-Progress (to be published;

g, Mational Delfense BEguipiment [to be published)

5. General Equipment {lo be published)

. Real Property ito be published)

7. Liabilities {ta be published)

K. Munitions {1 be published)

9, Rudgetary Hezsources [to be published)

10 Field Activiry Adjustments [to be published)

11.  Inspector General, DO Audic of the Compilation of the Army's

FY (] Finanmal Statements at the Defense Finance and
Accounting Service-Indianapolis (1o he pubiished)
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ANNEX D

OTHERS RECEIVING COPIES OF THE REPORT

Chief of Stall, Army
Under Secretary of the Army
Vice Chief of Seall, Army
Assistant Secretary of the Army [Civil Works)
Assistant Secretary of the Army [Finandial Management and Camptreller]
Assistant Secretary of the Army [Tnstallations and Enviranment|
Assistant Secretary of the Army (Manpower and Reserve Affairs)
Assislanl Secretary of the Army [Acguisinon, Logistics and Technologyy
Ceneral Counsel
Drircctor of the Army Staff
The Inspecror General
Chief of Legislative Liaisan
Chicl of Public Alfairs
Chairman, Army Reserve Forces Pohey Committer
Deputy Chiel of Staff {or Logiatics
Deputy Chief of Staff for Operations and Plans
Depaaty Chief of Stall lor Personnel
Assistant Chicl ol Swafl for Tnstallation Managemenr
Chiel, National (ruard Burcau
Depaty Assistant Sccrelary of the Army for Budget
lyirector, Frogram Analysis and Evaluation
Commanding General, U5, Army, Europe and Seventh Army
Commanders
U8 Army Forves Cammand
U.8. Army Tramung and Doctrine Command
U3 Army Materiel Command
U5, Army, Pacific
1.8, Army Military Districl of Washington
U.E. Army Corps of Engineers
U8, Army Criminal lnvestipation Cammaned
1.5, Total Army Personnel Cormmand
L& Army Aviation and Missile Command
U.8. Army Communications-Electronics Command
L. 5. Army Industrial Operations Command
U.5. Army Tank-altemotive and Armaments Commanel
L. 5, Army Legisucs Integralion Agency
.5, Army War Reserves Support Command
VI Airborne Corps and Fort Brapge,
I Corps and Fort Lewis
3% MP Group, USACIDC
G MP Group, LSACITICE
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Exccutlive Direclor, 1.5, Army Materiel Command Lopistics Suppirt
Activity

Lirectars
Armamenl and Chemical Acquisition and Logistics Activity
1.5, Army Research Laboratory
U.&. Army Center for Public Works

Commandant, 1.3, Army Logistics Management College

irector, Center for Army Lessons Learned

Inspector Gengral, Department of Defense
Directors
Drefense Finance and Accounting Senvice
Defense Finance and Accouning Scrvice-Indianapalis
Drefense Finance and Accounting Service-Cohimbus
Drefense Intellipence Apency
Deferise Logistics Agency
Auditors General
Air Force Audit Agency
Naval Audit Service

ey & General Fund Principal Franclal Sooemens for Facal ear 2060 JA# O1-1 701 Fage 157



Audit Team Members

The Finance and Accounting Directorate, Office of the Assistant Inspector General for
Auditing, DoD, prepared this report. Personnel of the Office of the Inspector General,
DoD, who contributed to the report are listed below.

F. Jay Lane

Salvatore D. Guli
Richard B. Bird

Jack L. Armstrong
Leslie M. Barnes
Craig W. Zimmerman



	A
	Office of the Inspector General
	Department of Defense


