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ASSISTANT SECRETARY OF THE NAVY (FINANCIAL
MANAGEMENT AND COMPTROLLER)
DIRECTOR, DEFENSE FINANCE AND ACCOUNTING
SERVICE :

SUBJECT: Audit Report on Internal Controls for the Military Sealift Command
Portion of the Transportation Business Area of the FY 1994 Defense
Business Operations Fund Financial Statements (Report No. 95-259)

We are providing this report for review and comments. The audit was
conducted in response to the Chief Financial Officers Act of 1990. Management
comments on a draft of this report were considered in preparing the final report.

DoD Directive 7650.3 requires that all audit recommendations be resolved
promptly. The comments we received from the Military Sealift Command were not
fully responsive. Therefore, we request that the Military Sealift Command provide
additional comments on Recommendations A.1., A.5., A.6., A.7., A.8., B.5,, B.6.,
and B.7. by August 28, 1995. Recommendations are subject to resolution in
accordance with DoD Directive 7650.3 in the event of nonconcurrence or failure to
comment.

Thewurtzsiaenendedtotheauditmffmaﬁlreciated. Questions on this
audit should be directed to Mr, Raymond D. Kidd, Audit Program Director, at

(703) 604-9110 (DSN 664-9110), or Ms. Barbara A. Sauls, Audit Project Manager, at
(703) 604-9129 (DSN 664-9129). See A ix G for the report distribution. The
audit team members are listed inside the cover.

ol

Robert J. Lieberman
Assistant Inspector General
for Auditing
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Internal Controls for the Military Sealift Command Portion
of the Transportation Business Area of the FY 1994 Defense
Business Operations Fund Financial Statements

Executive Summary

Introduction. The United States Transportation Command integrates global air, land,
and sea transportation operations, which are financed through the Defense Business
Operations Fund. In FY 1994, the United States Transportation Command reported
revenues of $5.8 billion, operating expenses of $5.7 billion, and a positive net
operating result of $152.2 million. In FY 1994, the United States Transportation
Command and its three components, the Military Traffic Management Command, the
Military Sealift Command, and the Air Mobility Command, reported assets valued at
$3.2 billion and had an authorized total of about 76,000 military and civilian personnel.
The Military Sealift Command provides sea transportation of equipment, supplies, and
ammunition to sustain United States forces worldwide. During FY 1994, its reported
assets were valued at $2.2 billioa.

Audit Objectives. The primary audit objective was to determine whether the FY 1994
Statement of Financial Position was ted fairly in accordance with Office of
Management and Budget Bulletin No. 94-01, "Form and Content of Agency Financial
Statements,” November 16, 1993. The objective was revised to determine whether
internal controls at the Mxhtary Sealift Command ensured accurate account balances en
the Military Sealift Command's FY 1994 Statement of Financial Position. In addition,
we reviewed the management control program at the Military Sealift Command. The
Air Force Audit Agency, in a separate project, determined whether the internal controls
attheAirMobilitygommandwsuredaccuwemountbalamesonitsFYlw
Statement of Financial Position. The financial data for the Military Traffic
Management Command were not material to the United States Transportation
Command's financial statements, and therefore were not audited.

Audit Results. Internal controls at the Military Sealift Command were not adequate to
establish the transaction trail from the account balances to undeslying transactions
supporting the Military Sealift Command's FY 1994 Statement of Financial Position.
In addition, general controls associated with access and accountability over the Unit
Level Billing System's application programs and data were ineffective. We consider
these weaknesses mate:ap{ . However, the Military Sealift Command implemesated
system and computer security changes that should improve internal controls. See
Appendix A for a discussion of our review of the management control program.

o The accounting and related systems at the Military Sealift Command did not
fully comply with accounting principles, standards, and policies; did not use the DoD
Standard General Ledger chart of accounts; did not maximize the use of standard data
processing; did not make the most efficient use of data processing and accounting
methodology; and did not produce auditable financial statements. The control
environment at the Military genhfx ift Commangd lessened the effectiveness of existing
policies and procedures. The Military Sealift Command did not have the control
procedures needed to assure management that material errors were detected prompdy.
As a result, we could not establish a transaction trail from the Accounts Receivab
account balance of $301.4 million and the Accrued Expenses account balance of




$598.2 million, as shown on the Military Sealift Command's FY 1994 Statement of
Financial Position, to the transactions supporting the account balances. However, the
Military Sealift Command made system changes that should improve the financial
reporting process (Finding A).

o The Military Sealift Command did not have effective general controls for
access and accountability over the Unit Level Billing System's application programs
and data. As a result, at least 31 users had the ability to alter programs and data in the
Unit Level Billing System without detection, and at 7 user identification codes of
unauthorized personnel were in use. The Military Sealift Command took prompt action
to correct the problems with user identification codes (Finding B).

Strengthening internal controls over the accounting and related systems and computer
will improve financial reporting and reduce the vulnerability of programs and
data to unauthorized access (Appendix E).

Summary of Recommendations. We recommend that the Commander, Military
Sealift Command, comply with DoD and Navy regulations on internal controls and
computer security, review new systems to see whether improvements have been made,
valufate’ the data produced by the systems, and train the personnel working on them. In
addition, the Military Sealift Command should develop standard operating procedures
for the Accounting Division, tighten computer .-zecuri-ft‘)‘é,er and provide more
comprehensive security training and supervision to security officers.

Management Comments and Audit Response. The Military Sealift Command
generally concurred with the recommendations; however, we did not consider the
comments fully responsive. The Military Sealift Command agreed to comply with
DoD and Navy regulations on the internal controls related to financial data, but did not
clearly state what measures would be implemented. We request additional comments
on how the Military Sealift Command intends to improve the crosswalk to the DoD
Standard General Ledger, validate data used to acczue expemses, establish standard
operating procedures for the A ing Division, and determine the training needs of
with the recommendations to improve computer security, we did not consider the
planned actions to be responsive. We request that the Military Sealift Command
reconsider the completion dates required to implement the recommendations. See
Part I for a complete discussion of management's comments, and Part III for the text of
the comments. We request that the Military Sealift Command provide additional
comments by August 28, 1995.
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Part I - Audit Results




Audit Background

On October 1, 1992, the Under Secretary of Defense (Comptroller) (then the
Comptroller of the Department of Defense) incorporated the United States
Transportation Command (USTRANSCOM) into the Defense Business
Operations Fund (DBOF), a revolving fund. The Secretary of Defense had
established USTRANSCOM in April 1987 as a unified command to integrate

air, land, and sea transportation during wartime. In 1992,
USTRANSCOM's role e to include a peacetime mission.
Headquartered at Scott Air Force Base, Illinois, USTRANSCOM executes its
mission through three transportation components: the Military Traffic
Management Command (MTMC), Falls Church, Virginia; the Military Sealift
Command (MSC), Washington, D. C.; and the Air Mobility Command, Scott
Air Force Base, Illinois.

In FY 1994, USTRANSCOM reported revenues of $5.8 billion, operating
expenses of $5.7 billion, and a positive net operating result of $152.2 million.
U SCOM and its com nts reported assets valued at $3.2 billion, and
have an authorized total of about 76,000 military and civilian personnel.
USTRANSCOM, as manager of the DBOF Transportation Business Area,
provides management oversight of its componeats' budgets, mission operations,
and financial systems. USTRANSCOM participates in all accounting and
financial issues concerning its components.

The Military Sealift Command provides sea transportation of equipmeat,
supplies, and ammunition to sustain United States forces worldwide. During
FY 1994, its reported assets were valued at $2.2 billion.

The Defense Finance and Accounting Service (DFAS) and its various Defense
Accounting Offices perform accounting functions for USTRANSCOM and its
components. = DFAS Denver Center is the consolidating office for
USTRANSCOM and prepares the financial statements required by the CFO
Act. This audit was conducted in response to the CFO Act.

Audit Objectives

Our primary objective was to determine whether the FY 1994 Statement of
Financial Position was presented fairly in accordance with Office of
Management and Budget Bulletin No. 94-01, "Form and Content of Agency
Financial Statements,” November 16, 1993.

During the audit, the DoD Chief Financial Officer and audit communities
decided to emulate successful private sector business practices and move to a
corporate audit approach for DBOF. As a result, an audit opinion will be
expressed on DBOF as a whole, but not on the financial statements of
USTRANSCOM or other subentities. The USTRANSCOM FY 1993 Statement
of Financial Position was our basis for the preliminary estimate of materiality.




Audit Results

The four material accounts selected for review were Accounts Receivable;

, Plant, and Equipment; Accounts Payable; and Other Non-Federal
Liabilities. The review showed that MSC and the Air Mobility Command made
up $2.7 billion out of $3.1 billion reported on the USTRANSCOM FY 1993
financial statements for the four selected accounts. As a result, we revised our
audit approach to concentrate on the MSC component of USTRANSCOM. The
audit concentrated on internal controls as related to the financial and accounting
systems and the preparation of the financial statements; therefore, we did not
perform substantive testing of the transactions supporting the selected accounts.
We did not recommend adjustments to the account balances or quantify the
dollar effect of identified internal control problems.

See Appendix A for a discussion of the audit scope, methodology, and coverage
of the management control program. Appendix B discusses prior audit coverage
of the financial aspects of military transportation.




Finding A. Internal Control
Structure

The internal control structure at MSC did not provide reasonable
assurance of achieving the internal control objectives in DoD Directive
5010.38, "Internal Management Control Pmrgfmn,' April 14, 1987, and
DoD Regulation 7000.14-R, "DoD Financial Management," Volume 1,
"General Financial Management Information, Systems, and
Requirements,” May 1993. Consequently, the control risks were high
because of material weaknesses in the accounting and related systems
producing the financial statements; an inadequate control environment,
including management's lack of emphasis on training; and ineffective
control procedures needed to assure management that material errors
were detected promptly. As a result, we could not establish a
transaction trail from the Accounts Receivable account balance of
$301.4 million and the Accrued Expenses account balance of
$598.2 million, as shown on the MSC FY 1994 Statement of Financial
Position, to the transactions supporting the account balances.

Internal Control Responsibilities

DoD Directive 5010.38 states the objectives of iaternal controls. One important
objective of internal controls is to provide reasonable assurance that revenues
and expenditures applicable to agency operations are recorded and accounted for
properly, so that accounts and reliable financial and statistical reports may be
prepared and accountability for assets may be maintained. Management is
responsible for establishing and maintaining an effective internal control
structure. To fulfill this respoasibility, management estimates and judges the
expected benefits and r costs of internal control structure policies and
procedures. The internal control structure for management's accounting or
financial information comprises the accounting and related systems, control
environment, and control prooedures.

Accounting and Related Systems

MSC could not provide reasonable assurance that the FY 1994 financial
statements properly reflected its operations. Assurance was lacking because the
accounting and related systems did not fully comply with DoD Regulation
7000.14-R. Manual and automated systems did not:

o fully comply with accounting principles, standards, and policies;
o use the DoD Standard General Ledger chart of accounts;




Finding A. Internal Control Structure

o maximize the use of standard data processing;

o make the most efficient use of data processing and accounting
methodology; or

o produce auditable financial statements.

As a result, management could not establish a transaction trail from the account
balances for Accounts Receivable and Accrued Expenses to underlying
transactions supporting the MSC FY 1994 Statement of Financial Position.

DoD-Wide Financial Management System. In addition to establishing the
requirements for the DoD accounting systems, DoD Regulation 7000.14-R
made the CFO, DoD, responsible for developing and implementing DoD-wide
financial management systems. Because of the magnitude of that effort, the
CFO, DoD, made Headquarters, DFAS, responsible for identifying and
nominating migratory accounting and financial systems until DoD-wide systems
could be developed. A DoD-wide system should support the DBOF concept of
providing information on a real-time basis. To satisfy the requirement for an
accounting system and other needs of the DBOF concept, the Secretary of
Defense established the DBOF Corporate Board and made the Board responsible
for developing policies and procedures and recommending actions to support
DBOF financial management systems.

To develop interim systems, DFAS Headquarters reviewed and evaluated four
financial management systems for the Transportation Business Area: the Corps
of Engineers Financial Management System; the Financial Management
Information System (FMIS); the Job Order Cost Accounting System II; and the
Standard Industrial Fund System. In September 1994, DFAS submitted a
“Report on the Comparative Evaluation of the Candidate Interim Mig
Systems for the Transportation Business Area” to the DBOF Corporate Board.
In the report, DFAS nominated FMIS, the accounting system used at MSC, as
the interim migratory system. However, no consensus existed among Board
members on whether to accept or reject FMIS. As a result, on
December 19, 1994, the CFO tasked DFAS Headquarters to perform a
functional economic analysis between FMIS and the Corps of Engineers
Financial Management System to determine the most ropriate interim
migratory system for the Transportation Business Area. The results of the
analysis are expected by September 1995. Until the DBOF Corporate Board
decides on an interim system, MSC and the other components of
USTRANSCOM will continue to use their current systems. MSC has
implemented changes to FMIS and related systems; those changes should
improve internal controls.

Financial Management Information System. At MSC Headquarters, we

reviewed FMIS, an accounting and financial management information system
that supports DBOF Transportation and DBOF Navy areas at MSC
Headquarters and its Area Commands. FMIS was developed in 1989 and
implemented in 1993, and is operated at the Defense Information Processing
Center in Washington, D.C. FMIS uses commercial off-the-shelf technol

that includes continual upgrades and coatract support. Complementary modﬂ
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can be integrated as needed. In addition to the General Ledger and Accounts
Payable (PAYS) modules already in use, projected modules for FMIS include
Accounts Receivable; Funds Tracking; Revenue and Mission Workload; Cost
Accounting and Accruals; and Budget Preparation and Execution.

FMIS consists of subsystems that provide data, either directly or indirectly
through personal ter interfaces, to the General Ledger. The General
Ledger captures all entries and produces the figures for the financial
statements. The Unit Level Billing System (ULB) and the Revenue Lift System
produce the actual and accrued revenue generate the Accounts Receivable
balances. The manual Accounts Receivable tracking system updates billing
status and collection changes to the Accounts Receivable balance. FMIS
Gateway edits and processes computer files from the ULB as well as the manual
data from the property, plant, and equipment spreadsheets. The edits and
%kstakephcebefomtlwdatamterthe(}enerall.edgerand at the General
ger.

Until FY 1995, MSC Pacific used the Financial Information System (FINIS) to
process and calculate Accrued Cargo Expenses such as Shipping
Agreements/Contracts Container. FINIS has been replaced by the Cargo
Accrual System (CARS), which also calculates Accrued Cargo Expenses. On
the operational side, the Vessel Information Planning and Analysis System
(VIPS) at MSC Headquarters is a feeder system that provides data to
calculate and accrue other Accrued Expenses, which include fuel expense,
charter costs, port charges, tolls, and miscellaneous expenses such as ship
activation and deactivation. The manual system for procesuzmedg Accrued
Ex%enAiess generates and tracks those Accrued Expenses not prod by FINIS
or .

Appendix D shows the system interfaces and describes the systems reviewed at
MSC Headquarters. The appendix shows the automated relationship among the
MSC Area Commands; MTMC and the Navy ports; and the ULB, Revenue
Lift, and FMIS Gateway systems.

General Ledger. The FMIS General Ledger did not conform to the
DoD Standard General Ledger chart of accounts as required by DoD Regulation
7000.14-R. The FMIS General Ledger was an off-the-shelf module that had not
been adapted to meet DoD requirements. MSC uses Service-unique charts of
accounts that must be crosswalked to the Standard General Ledger to
CFO financial statements and management reports. MSC found it difficult to
certify the reliability of the DFAS-prepared financial statements because a one-
to-one relationship did not exist between the MSC chart of accounts and the
Standard General Ledger chart of accounts. MSC found that transactions were
not always properly recorded and accounted for, and the account balances in the
financial statements could not be traced back to the General Ledger or the
original source documents. To comply with the DoD requirement, the General
Ledger must be adapted to use the DoD Standard General Ledger chart of
accounts.

Tracking and Reconciling of Accounts Receivable. MSC recognized that the
manual tracking and reconciling of Accounts Receivable did not make the most
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efﬁclentuseofdataprocewngandaccounungmmodology and did not fully
mply with DoD accounting principles, standards, and policies. As a result,
developed an interim Accounts Receivable system that should improve the
Processing at least 300 transactions per month manually rather than
automatlallydulnotalbwforprompttrachngofAccountsReoewable The
delay in tracking Accounts Recetvable prevented accurate and timely reporting
of information needed to age the accounts. MSC expects to alleviate the
problem through an automated tracking system. MSC did not comply with
DoD requirements to establish an Allowance for Loss on Accounts Receivable
and to age Accounts Receivable based on actual data. The lack of an allowance
for uncollectibles ented full disclosure of the financial situation. MSC aged
Accounts Recei based on estimated data. These shortcomings led to
unreliable financial information.

Unit Level Billing System. The ULB is the MSC billing system for
cargo; it electronically collects transportation data from the Area Com
and MTMC. ThemmmatesthemmamountforMSCandthecatg
billing amouat for the sponsor. As shown in Appendix D, the ULB and
mehﬂ%@m&mfamwdaﬁ&rwghpamﬂwmpumwm

Gatewa FMIS Gateway, coding takes place to credit the Reveaue
accountmddcb:tthemoumkemvableaeeountformerevmueamoumin
the General Ledger. During a limited review, we did not identify material
errors in the Accounts Receivable process. Problems in timeli and
efﬁamcyoccunedwahttachngmuvablesfromunbﬂledtobilledm

UseofMannalDataProcaming. The manual tracking of an average of
gsomelmckedthcdatam peraomlmh m% |
on computer use Ao
automated had been developed. The 300 transactions consisted of
appmmm&‘lﬂ&mofunmued 100 entries of billed, and 100 entries of
collections. As a result, critical reporting information, tomcludetheagmgcf
Accounts Receivable, wnotptomptlyavmhble

The tracking of Accounts Receivable involved reconciling cash collections to
billed receivables. The accountants posted data to 100 different active FMIS
sponsor codes, ttackeduatuschangesfromunbﬂledtobmedtocollected and
entered collection data into FMIS m{ If discrepancies existed,
reconcmanonnormallytookabouuweeks month. MSCHeadquartaszs

mchngpmcesswx Access, an interim Accounts Receivable
sy% unbilled Accounts Receivable will be auto
nmchodtohﬂedmuatskmvabh Dataw:llheenteredo:ﬂyomtohnp
control of Accounts Receivable figures.

C with Accounting Principles, Standnrds, and Policies.
DoD 7220.9-M, "DoD Accounting Manual," October 1983, as replaced
Vy DoD Regulation ’7000. 14-R, “Accounting Policy and Procedures,”
olume 4, Jasuary 1995, requmsallagenaesto ish an allowance for
. MSC had not established an Allowance for Uncollectibles

account, amwughtheaccountenstedmtthavychartofaccoums MSC
persomel not consider the account a requirement because the Navy
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Comptroller Manual, "Navy and Marine Corps Industrial Funds,” Volume 5,
May 1991, did not mention it. According to personnel in the Navy
Comptroller's Office, DFAS was responsible for updating Volume 5 to show
the requirement. Because it had not updated, accounting personnel were
not aware of the requirement. In addition, MSC was not informed of changes
in DoD regulations because of weaknesses in the dissemination of DFAS
guidance. For further discussion, see Appeadix C, "Other Matters of Interest."”

In August and September 1994, the DFAS Deaver Center reviewed MSC
Accounts Receivable over 120 days old and determined that MSC had
$1.8 millioa of uncollectible receivables before DBOF was established. DFAS
Denver Center advised MSC to adjust the uncollectibles against Assets
Capitalized. MSC did not accomplish the $1.8 million write-off during 1994;
therefore, the Accounts Receivable footnotes to the USTRANSCOM
1994 Statement of Financial Position stated that MSC would write off
$1.8 million in FY 1995. The $1.8 million write-off had not been shown as
uncollectible. MSC should use the Allowance for Loss on Accounts Receivable
and should determine the account balance as required by DoD Regulation
7000.14-R. The use of historical data is one method of estimating the balance
for the Allowance for Loss on Accounts Receivable.

Agencies should age delinqueat Accounts Receivable to show amounts owed to
the Government, and should report the information to the Department of the
Treasury. The DFAS Deaver Center is responsible for reporting the
USTRANSCOM information to DFAS Headquarters, which in turn reports to
the Department of the Treasury. According to MSC, the DFAS Denver Center
did not ask for the MSC aging information needed to consolidate and report the
USTRANSCOM information. As a result, the DFAS Denver Center applied
aging percentages used by the Air Mobility Command to the MSC Accounts
Receivable balance. In addition, the time-consuming process of tracking

Accounts Receivable prevented MSC from providing actual values at the
month's end. The aging data seat to U, were estimated and could
not be substantiated. '

As of September 1994, the Accounts Receivable-Federal Entities balance on the

MSC financial statement was $301.4 million, with $4 million in Accounts

Receivable over 120 days. As stated in the regulation, the more delinquent an

account, the more likely that it will not be o:)lefécted With the Access system,

the aging of Accounts ivable can be based on actual rather than estimated

data. MSC should develop ures to age Accounts Receivable promptly
- and report the information to DFAS Denver Center in a timely manner.

FINIS Calculation of Accrued Cargo Expenses. During FY 1994, the
calculation of Accrued Cargo Expenses at MSC did not fully comply with
accounting principles, standards, and policies; maximize the use of standard
data processing; or make the most efficient use of data processing and
accounting methodology. FINIS was unable to process critical data, such as
measurement tons and rates, needed to calculate Accrued Expenses. For
example, more detailed rate information could not be added without rewriting
the entire program. In addition, MSC persoanel had to manually process
approximately 5,000 line items each month to generate a history report of
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transactions. As a result, the account entries for Accrued Expenses, such as
Shipping Agrdeoatmcts Contamer Breakbulk, and Government Bill of
Lading, could not be substantiated. Through CARS, MSC made a significant
system change that should improve the calcu nonofAccruedCargoE.xpenses

FINIS and CARS. FINIS was an MSC Pacific automated data
procesmgsyMMpmuedULBrmdsuMSCPamﬁcandcomputed
and accrued cargo expeases. FINIS was not properly designed to handle the
accruals from MSC Pacific. Without waming or explanation, FINIS would
periodically shut down and lose data. The largely manual process of correcting
FINIS errors was further slowed when the system failed.

CARS has FINIS in the Pacific Area Command. CARS was designed
to automate the manual processes not handled by FINIS, which are the posting
of shipments, bills, and expense data, and calcul gandtransnntungaccruals
and revenue lift estimates. CARSlsexpectedtomcreasetheefﬁcwmy
timeliness, and accuracy of the cargo accrual process. Howev Mﬁem
mustenmihtCARSmectsthcdeﬁcmmFMS h CARS has
replacedFMS thewobbms;denﬂﬁadwﬁhFMSaffectedothym
establish a transaction trail from the FINIS-generated Accrued Expenses account
balance of $56.6 million, as shown on the MSC FY 1994 Statement of
FinancialPodﬁon,m&emsacﬁonssupponm:theaccoumbalames.

Compliance with Accounting Principles, Standards, and Policies.
Penodxcaﬂyandewunmg,FINISwouldshmdownandlosedatam
cargo expease accruals. MSC persoanel involved in reconciling cargo expense
accruals could not explain why the system shut down. When data were lost,
users had to manually seconcile and input the data, thusmeasn;theworkh-d
for four employees at MSC Pacific. In addition, FINIS created oexpean
accruals for mileage, storage charges, andponcinrgmbyesumanng
charges based on pescentages.

Another FINIS deficiency affected accruals of cargo revenue. Revenue and
expense data were calculated using different rates. Cargo revenue data were
captured in the ULB and the Revenue Lift systems when transportation data
were initially input at the rate effective on the sailing date; however, when the
cargo expense data wese captured in FINIS, therateapphcablconthemputdm
was used. This incomsistency in rates occurred when the previous year's
transportation data were received and input in years other than the year of
sailing. As a result, income and expenses could not be matched. MSC Pacific
personnel used the "Commercial Container Cost Comparison Income and
mm‘mmﬂwmmh&mmmwapmmm&e
f ing month. Those deficiencies prompted MSC to develop and implement

Effective Use of Data Processing and Accounting Methodology.
When FINIS accrued cargo expenses, MSC employees manually tracked,
reconciled, and reestablished accruals affected umpaymems from Accounts
Payable. Payments against accruals were man entered in FINIS aad
documented in a transaction register. To ensure wcurate payment information,
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MSC employees manually corrected and updated the transaction register. When
the transaction register was corrected, FINIS processed the payment data against
the accruals.

If a payment was made against an accrual, FINIS generated the Accrual Match
Report containing the reversal of the accrual, the payments made, and the
reaccrual of any unpaid amount. At MSC Pacific, 4 employees manually
reconciled approximately 5,000 line items per month of shipment, billing, and
payment data. MSC Pacific personnel used source documents and control
sheets to manually calculate and post incorrect or missing accruals generated by
FINIS. FINIS also generated monthly expense reports, which MSC Pacific
personnel manually reviewed and corrected. These manual processes, despite
the efforts of MSC employees, were susceptible to errors because large amounts
of data had to be reviewed and processed.

VIPS Imput to Accrued Expenses. The data produced by the feeder system,
VIPS, did not fully comply with accounting principles, standards, and policies,
and the manipulation of data did not make the most efficient use of data
processing. VIPS user personnel at the Area Commands did not validate the
data entered into the system, and the internal controls at MSC Headquarters did
not recognize errors in all instances of data entry. In addition, the accountants’
manual process of accruing expenses from VIPS operational and other financial
data was time-consuming. As a result, the data extracted from VIPS and used
to calculate Accrued Expenses were not reliable, which affected the accuracy of
Accrued Expenses reported on the MSC financial statements. User personnel at
the Area Commands should validate VIPS data to ensure accuracy.

VIPS. Implemented in 1986, VIPS was designed to give information on
the voyages of MSC-sponsored dry cargo ships. VIPS provides tracking data,
including ship itinerary, actual voyages completed, and the number of hours,
days, and minutes that a dry cargo ship was in port or at sea during a given
month. VIPS is a feeder system; its mission is to provide data for operational
purposes, not for accounting. However, data produced by VIPS are used to
calculate monthly accruals, such as Fuel Expense, Charter Costs, Port Charges,
Tolls, and Miscellaneous Expenses such as Ship Activation and Deactivation.
Area Command personnel were not consistent in entering Military Sealift
Command data in VIPS, and did not validate their data inputs. As a result, the
databelxtracted from VIPS and used to calculate Accrued Expenses were not .
reliable.

Responsibility for VIPS Data. MSC Instruction 4610.32D, "Vessel
Information Planning and Analysis System (VIPS) Reporting Instructions,"”
September 6, 1990, assigns responsibility to MSC Area Commanders for VIPS
operations, maintenance, reporting, and training for their geographical areas.

VIPS Users. The VIPS users at ports in each Area Command
are responsible for tracking and reporting on dry cargo ships that are sailing in
their geographical areas. Data on scheduled ship voyages are communicated by
message from each ship to the Area Commands and copied to MSC
Headquarters on automated messages. Messages and other data on the voyages

10




Finding A. Internal Control Structure

of dry cargo ships are used as source data and input into VIPS by the VIPS
users. In addition, the VIPS users at each Area Command are responsible for
validating VIPS data and correcting errors.

VIPS Administrators. The VIPS Administrator at MSC
Headquarters maintains the overall operations of VIPS, makes changes and
improvements to VIPS applications, resolves data entry problems, and assists in
VIPS user training. The VIPS Administrator reviews a daily "VIPS
Arrival/Departure and Fuel Report" (Arrival and Departure Report) that details
approximately 11,440 transactions of voyage data on previously used and
currently operated dry cargo ships. The VIPS Administrator reviews the
Arrival and Departure Report to identify data errors or the need for updates.
Frequently, the VIPS Administrator requests updates on ship voyages from the
VIPS users at the Area Commands.

At the month's end, the VIPS Administrator reviews the "VIPS Port Time
Report" (Port Time Report) that summarizes voyages of individual ships by
days, hours, and minutes the ship was at sea or in port. The Port Time

is used as source data to prepare a monthly "Port/Sea Time and Fuel
Consumption Report” (Port and Sea Time Report). The VIPS Administrator
prepares the Port and Sea Time Report and submits it to the MSC Headquarters
Accounting Division. The Port and Sea Time Report provides the source data
lsllsxied by MSC accountants in preparing Accrued Expense entries for dry cargo

ps.

Compliance with Accounting Principles, Standards, and Policies.
The VIPS data used to accrue expenses could not be relied on for accuracy
because the VIPS users at MSC Area Commands did not validate the data or
always update VIPS as required. In addition, the internal controls at MSC
Headquarters did not provide for recogaition of all errors in data entry. Users
at the Area Commands made data entry errors and failed to update VIPS.
Internal controls at MSC Headquarters provided for detection only of cbvious
instances of noncompliance, such as a lack of port or sea days for a ship
voyage. DoD Regulation 7000.14-R requires that accurate financial data be
furnished to management. For example, the MSC Comptroller regularly briefs
the Commander, MSC, about the financial status of MSC. In addition, budget
execution requires tracking of budgeted expenses to actual expenses on a line-
item basis. Accrued Expenses and actual cash payments compose the expenses
reported on the MSC monthly profit and loss statement. Accrued Expenses are
used to determine monthly balances for the accrued liability account, the
expense account, and the net operating results. Therefore, the consequences of
inaccurate Accrued Expenses extend beyond the financial statements and could
influence financial, operational, and budget decisions.

VIPS Reports. Our judgmental sample of fuel accrual
transactions for February and July 1994 indicated that in three out of five
transactions, the incorrect dollar amount was accrued. In one instance, the
Arrival and Departure Report indicated that a ship was in port for 23 or 24 days
during a given month. However, when the data base was summarized in
Port Time Report, no port days were reported. Lack of reported port days
understates the accrual for Port Charges and overstates the accrual for Fuel
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Charges. In addition, in a Port and Sea Time Report used by MSC accountants,
the number of days that the ship was in port or at sea was blank. In each of the
sampled transactions, the original number of port days could not be determined
from the Arrival and Departure Report. In another sample, the ship was listed
as being at sea between 15 and 21 days during the month. Fuel was eventually
accrued for 26 days at sea.

Updates to VIPS. VIPS users at MSC Area Commands did not
update VIPS. As a result, VIPS data needed at month's end to prepare the Port
and Sea Time Report were incomplete. Although MSC Instruction 4610.32D
requires MSC Area Commanders to report VIPS information daily, the actual
data input were inconsistent. These inconsistencies were attributed to other
Area Command priorities, the nonavailability and inability of the VIPS users at
the Area Commands to perform this function, and the lack of training on VIPS.
Automated messages and other source data were used by the VIPS
Administrator to determine whether ship voyage data in VIPS were current and
accurate. The number of automated messages available for daily review ranged
from fewer than five messages to several hundred. This volume prevented the
VIPS Administrator from reviewing 100 percent of automated messages on dry
cargo ships. In addition, edit checks or reconciliations were not possible
because of strict reporting deadlines at the month's end. The VIPS
Administrator was required to give a Port and Sea Time Report to the MSC
Accounting Division by the 6th working day following the month's end. To
compensate for incomplete VIPS data, personal judgment was used to interpret
the monthly Port Time Report, and estimates were made. The ship's actual
movements should be checked and reconciled with data from ship schedules,
automated messages, and other reports to easure that the VIPS data are
accurate.

Efficient Use of Data Processing and Accounting Methodology.
Accountants must use the monthly Port and Sea Time Report, a report of VIPS
summary data and estimated fuel use, to update the accrual data and calculate
the total costs for the month by individual ships. Actual payment history is used
to calculate averages used for accruals. For example, each day a ship is in port
may cost $1,000. The Port and Sea Time Report shows the number of days the
ship is in port. An MSC database system calculates port charges based on port
days entered and enters the accrual data into FMIS Gateway. As noted in the
General Ledger, the reversals are automatic; however, reestablishing the accrual
for the subsequent period is manual and tedious.

VIPS does not automatically interface with FMIS Gateway or the General
Ledger. The port time data are manually transferred from the Port and Sea
Time Report into spreadsheets before entry into the General Ledger. At MSC,
6 or 7 employees must enter VIPS data from 20 to 30 ships per moath or 60 to
90 transactions. MSC personnel enter the data over a 2-week period each
month. Because MSC does not have an integrated system, data must be entered
manually, which could reduce data reliability and the accuracy of accruals. For
example, VIPS data are often updated after the Port and Sea Time Report is
prepared; however, the Port and Sea Time Report sent to the Accounting
Division is not updated. Therefore, accrual entries based on inaccurate VIP

data are not corrected by MSC accountants. To improve the accuracy of
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Accrued Expenses calculated from VIPS data, MSC must require validation of
VIPS data. Operations personnel at the Area Commands should follow existing
validation procedures to ensure the accuracy of VIPS data.

Accrual Process for Expenses. The MSC Headquarters method of generating
and tracking Accrued Expenses did not meet DoD requirements. The method
dxdnotfullycomﬂywlthaccounnngprmmples standards, and policies; the
procaugf&c usedwgethccrwdExpmsesdlferedamong
components and the data processing and accounting methodologies
were inefficient. The expense tracking system now under development should
improve ﬂwmm ding to MSC, the system will automate the
and the genmtnon of accrued liabilities, improve
mtemalcomrols,udmplywnthregulauom

Compliance with Accounting Principles, Standards, and Policies.

The methodology used to generate Accrued Expenses did not meet
the standards for accrual accounting. Accruals should be based on the actual
receipt of goods and services. Instead, MSC estimated the accrual expense
basedonobhganonormmatedrecex ofgoodsandsemces In Naval Audit
Service Report No. 053-H-94, "FY 1993 Consolidating Financial Statements of
ﬂxeDepartmaxtoftheNavyDefmseBumssOperaﬂonsFuad'
June 29, 1994, the Ngval Audit Service recognized that the account balances for
awruﬂswerem;sxroﬂdbwauseofmom,ﬁnmnlsystemdeﬁcmcm,and
DoD and Navy regulations. To correct the lem, the

Naval Audit Service r that the Assistant %yFofﬂwNavy
(Fmanc;alegemeatdeompu'ollzr)duectNavyD activities o0
establish a means of expeases. Such a practice should generate more

reliable data and accrue liabilities that can be substantiated with expense details.
MSC plans to implement an expense tracking System; however, the
implementation date is wacertain.

The Budget Office and the Accounting Division could not support expense and
liability accruals in the Ship Activation and Deactivation General Ledger
Account because an expease tracking system did not exist. To determine when
a ship was activated or deactivated, the Budget Office provided accrual amounts
verbally to the Accouating Division based on estimates from the shi
Neither the Budget QOffice nor the Accouating Division could
documentation based on actual receipt of services to support the accruals.
Because of the lack of documentation, the transaction trail needed to substantiate
the account balances did not exist. To:mpmeﬂwrehabﬂatyofﬂ:e.&ccmed
Expenses data from the MSC Budget Office, MSC must establish proceduses
that will require substantiation of the Budget Office's information on costs.

Standardization of Data Processing. MSCdndnotuseaswxdard;ud
method for processing accruals of expemses. Accruals were processed
differently at MSC Pacific and MSC varters. Accrued cargo expenses
wereautomamall generated at MSC ific, when correct, those expenses
were au y entered into the General Ledger through the interface
betwwntheGenetalLedgetandFMS However, at MSC Headquarters, data
extracted from VIPS, the feeder system, were manually entered into a database,
used to calculate accrued expenses, transferred automucally, and processed by

13



http:recogni7.ed

Finding A. Internal Control Structure

'FMIS Gateway. A standardized process would reduce the effort needed,
increase timeliness and reliability, and improve accountability and data
integrity.

Data Processing and Accounting Methodology. DoD Regulation
7000.14-R states that the accounting system should make the most efficient use
of data processing and accounting methodology. MSC Headquarters established
manual requirements for the monthly accruals and adjustments of Accrued
Expenses.

Review Process. After the close of each accounting period, all
accrual entries are automatically reversed. As a result, accountants must review
each accrual to determine its current status. For instance, an accountant reviews
the disbursement listings, which show that an Accrued Fensewaspmd to
determine whether the payment was partial or in full. the payment was
partial, the remaining accrual amount must be reentered in the system. If the
payment was in full, no adjustments are necessary. However, if no
disbursement activity was found, the reversed accrual must be reentered into
FMIS Gateway.

The accrual review process is the largest function of the Accounting Division at
MSC uarters, and requires approximately 2 weeks each month.
Approxi y 6 out of 13 personnel are involved in this process. Accounting
personnel processed 3,667 accrual transactions during February and July 1994,

If the 2 months are typical, 22,000 transactions would be reviewed annually.

Conclusion. At MSC, the accounting and related systems did not fully comply
with the requirements of DoD Regulation 7000.14-R. The systems did not fully
comply with accouating principles, standards, and policies; use the DoD
Standard General Ledger chart of accounts; maximize the use of standard data
processing; make the most efficient use of data processing and accounting
methodology; or produce auditable financial statements. As a result, auditors
could not establish a transaction trail from account balances to underlying
transactions supporting the MSC Statement of Financial Position for FY 1994,

To accomplish the internal coatrol objectives in DoD Regulation 7000.14-R,
MSCshouldadaptﬂwDoDStandardGeaetallzdgerchartofacoounts
establish an allowance for uacollectibles, substantiate the aging of Accounts
Receivable, andmsurethatCARScorrectsthedeﬂcnencxesmaccnmlgcargo
expenses. Also, VIPS personnel should validate data extracted from VIPS.
Accounting personnel should develop procedures to substantiate the accrual
information transferred between the Budget Office and the Accounting Division.
MSC expects that CARS and the Accounts Receivable system, Access, will
improve internal controls.
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The Control Environment

At MSC, the control environment made existing policies and procedures less
effective; management had not properly trained VIPS personnel. The result
could be increased risk of a material misstatement of the account balances for
Accrued Expenses.

Formal training courses for VIPS users do not exist. Neither the VIPS
Administrator at MSC Headquarters nor the VIPS users at MSC Area
Commands have been formally trained on the functions of VIPS. The VIPS
Administrator and the Assistant Administrator received on-the-job training from
the developer of the VIPS system; however, the training did not give the
individuals a complete understanding of the functions of the VIPS data base.
The VIPS users at MSC Area Commands received on-the-job training from
predecessors. Such training was not adequate; VIPS users made errors, and the
VIPS Administrator frequently requested updates to VIPS data. Our analysis of
ﬂmedaﬁilg'VIPSatﬂvalanddeparmmdataforFebmaryandIuly 1994&0“
that 166 out of 436 transactions, or 38.1 percent, contained i voyage
data. These instances of incomplete data were included in the month-end Port
Time Report. The Port Time Report is used to develop the Port and Sea Time
Report, which is transmitted to the MSC Accounting Division for expense
accrual purposes.

VIPS data are used in conjunction with other financial data to determine
expense accruals for dry cargo ships. The timing and acc of data entry are
critical to the accrual process. Because of the inadequacy of VIPS data, VIPS
Administrators could not distinguish between actual and planned voyages. For
plamedvczgu,dcpumandanivalﬁmammtemuedinm. I
departure arrival times are not shown for an actual voyage and the
administrator knows that the ship sailed, the administrator uses personal
judgment to determine the number of days a ship was in port or at sea. The
accuracy of the number of days at sea or in port is directly related to Accrued
Expenses for dry cargo ships. Such arbitrary calculation of VIPS data directly
affects the accrual amounts for Fuel Expense, Port Charges, and Miscellaneous
Expenses such as Ship Activation and Deactivation. Formal training courses
should be dew and provided to the VIPS Administrator at MSC
Headquarters and VIPS users at MSC Area Commands.

Control Procedures

MSC did not have effective control procedures to assure -management that
material errors were detected promptly.  Accounting personnel did not
document their standard operating procedures and accounting transactions. Asa
result, management could not establish a transaction trail from account balances
to underlying transactions supporting the MSC Statement of Financial Position
for FY 1994, MSC should establish standard operating procedures for Accounts
Receivable and Accrued Expenses.
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Control procedures or ues are policies and procedures, in addition to the
control environment and management system, that have been
established to provide reasonable assurance that specific internal control
objectives will be achieved. Standard operating procedures and accounting
Uansacttllonsshouldbedocumwdtomsumﬂ\atmtemlenorsamdetected
promptly

Documentation of Standard Operating Procedures. At MSC
Headquarters, standard operating procedures for Accounts Receivable and
Accrued Expenses were nonexistent. For example, the MSC Headquarters
Accounting Division had no written standard operating procedures, only a job
description for the Accounts Receivable functions of tracking, analyzing, and
reconciling. When an accountant retired unexpectedly, MSC had to reconstruct
much of the Accounts Receivable process.

Similarly, MSC had no standard operating procedures for developing the
VIPS-based Accrued Expenses. Personnel used the VIPS data to extract ship
data. Standard operating procedures are needed for processing VIPS data at the
Area Commands and MSC uarters. Accounting personnel discussed the
extracted data with the Budget Office to obtain cost figures. Variances between
information from VIPS and the Budget Office are sometimes verified to assure
consistency in reporting and analysis.

The lack of standard operating procedures may affect the completeness,
valuation, and presentation of Accounts Receivable and Accrued Expenses on
the Statement of Financial Position. Standard operating procedures must be
established, documented, and distributed.

Documentation of Accounting Transactions. Documentation of
transactions or other significant events should be complete and accurate, and
should facilitate tracing the transactions or events from initiation until the
process is completed. The documentation should be useful to managers in
controlling their operations, and to auditors or others involved in analyzing
operations.

As discussed in "Accrual Process for Expenses," the Budget Office and the
Accounting Division could not support actual expense and liability accruals in
the Ship Activation and Deactivation General Ledger Account because an
expense tracking system did not exist. The Budget Office told the accountants
the accrual amounts based on estimates from the shipper. Neither the Budget
Office nor the Accouating Division could produce documentation based on
actual receipt of services to su the accruals. This lack of documentation
prevented the substantiation of

Conclusion.  Control procedures, which are necessary to ensure that
management objectives are achwved and material misstatements in the financial
statements are detected, were ineffective. MSC Headquarters did not have
adequate standard opexating procedures and desk procedures for Accounts
Receivable and Accrued Expenses. Standard operating procedures are needed
for consistent application of accounting standards and operations. All
accounting transactions should be properly documented and substantiated.
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Summary

The internal control structure at MSC did not provide reasonable assurance of
achieving the internal comtrol objectives. To accomplish the internal control
objectives in DoD Regulation 7000.14-R, the accounting and related systems
within MSC must:

o comply with accounting principles, standards, and policies;
o use the DoD Standard General Ledger chart of accounts;
o maximize the use of standard data processing;

o make the most efficient use of data processing and accounting
methodology; and
o produce auditable financial statements.

The Under Secretary of Defense (Comptroller) is aware of the weaknesses
found at MSC and in the overall DBOF community. In the May 4, 1995,
"Management Representation Letter for the Defense Business Operations
Fund Financial Statements for FY 1994," sent to the Assistant Inspector General
for Auditing, DoD, the Under Secretary of Defense (Comptroller) reiterated
many of the problems identified during this audit. Throughout the DBOF
community, systemic and procedural deficiencies exist in DoD accounting and
financial management systems. The DoD Comptroller also noted problems with
internal controls and compliance. = USTRANSCOM is also aware of the
weaknesses in its components' accounting systems. In the January 27, 1995,
"Management Representation Letter for the Defense Business Operations Fuad -

ion FY 1994 Financial Statements,” sent to the Assistant Inspector
General for Auditing, DoD, the USTRANSCOM Director of Program Analysis
and Financial Management noted the lack of integrated systems and lack of
compliance with the DoD Standard General Ledger chart of accounts. The
Naval Audit Service idemtified similar weaknesses in the FMIS accounting
system in its audit of the MSC FY 1993 financial statements. FMIS lacked
subsidiary ledgers and audit trails and did not use the DoD standard general
ledger, and its systems were not integrated.

Since FMIS is one of two systems nominated by the DBOF Corporate Board for
consideration as the interim migratory system for the Transportation Business
Area, we are not ing a recommendation on accounting systems. However,
financial data will not be reliable until a standardized accounting system is
identified and implemented for the USTRANSCOM componeats.

MSC has taken steps to improve the Accounts Receivable tracking and expense

accrual (;p;ocess CARS, Access, and the expenseMtrsaching system are in varying
stages pletion. After implementation, expects improvement ia
internal m
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Management must emphasize both environmental and procedural controls. This
emphasis must include training of personnel and developing written standard
operating procedures. Otherwise, the weaknesses in the internal control
structure may coatinue to hinder mxagement's ability to rely on the financial
statements, and auditors will be uaable to verify the accuracy of the statements.

Recommendations, Management Comments,
and Audit Response

A. We recommend that the Commander, Military Sealift Command:

1. Transition toward using the DoD Standard General Ledger chart
of accounts and improve the accuracy of crosswalks being used for
reporting in the interim. :

Management Comments. MSC partially concurred. MSC agreed that the use
of the DoD Standard General Ledger chart of accounts is appropriate and has
developed a crosswalk for reporting to the DFAS Denver Center. However,
MSC stated that significant resources are required to make the change to the
MSC accounting system. MSC suggested that this requirement be placed in
abeyance until a decision is made to select the migratory system for
transportation.

Audit Response. Management comments were not fully responsive. We agree
that waiting until a migratory system has been selected, before expending
resources to bring the MSC accounting system into compliance, may be more
cost effective. However, we are concerned about the accuracy of the crosswalk
used for reporting to the DFAS Denver Center. As the
USTRANSCOM Director of Program Analysis and Financial Management
noted in the management representation letter, dated January 27, 1995, "Since
the crosswalks do not always have a one-for-one relationship to the SGL,
transactions are not always properly recorded and accounted for to permit the
preparation of reliable financial statements...." Improvements to the
crosswalk are needed to minimize the potential for accounting errors. MSC
should work with the DFAS Denver Center to alleviate the problems with the
crosswalk caused by the lack of a one-for-one relationship. These interim
corrections should improve the reliability of the financial statements. We
request that MSC provide additional comments on our recommendation, which
has been modified to clarify our intent and to accomodate MSC comments.

2. Use the Allowance for Loss on Accounts Receivable account from
the DoD chart of accounts and establish the criteria for determining the
allowance -for FY 1995, .as stated in DoD Regulation 7000.14-R, "DoD
Financial Management," Volume 1, May 1993.

Management Comments. MSC concurred and stated that the action will be
completed before the end of FY 1995.
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3. Stop esthnnting the aging data for Accounts Receivable and
establish procedures that use actual data in the aging of Accounts
Receivable as required by DoD Regulation 7000.14-R, *DoD Financial
Management," Volume 1, May 1993.

Management Comamemts. MSC concurred and stated that the action is
complete. The new system, Access, can provide actual Accounts Receivable
data.

4. Implement procedures to analyze and document whether the new
Cargo Accrual System effectively corrects the deficiencies in the Financial
Information System.

Management Comments. MSC concurrgd and stated that under the new Cargo
Accrual System, reveaue and expense workloads must be matched and any
unbilled revenues and uapaid expenses will be automatically calculated. In
addition, any system problems will be promptly identified and corrected.
Management considers the corrective action complete.

5. Follow procedures to validate the Vessel Information Planning
and Analysis S 's dry cargo data used te establish Accrued Expenses,
as stated in Sealift Command Instruction 4610.32D, “Vessel
Information Planning and Analysis System (VIPS) Reporting Instructions,®
September 6, 1990.

Managemthommmts. MSC concurred and stated that the VIPS

owtggewﬂl provide accrued expenses in accordance with MSC
Instrucnon% D The action is expected to be complete in
December 1995.

Audit Response. Management comments were responsive, but additional
clarification is needed. We commend MSC for identifying problems with the
current VIPS and developing a VIPS replacement. However, we are not certain
whether MSC is dev anewpmtotypesystemorupgradmgthecurrw
system. In addition, VIPS 1s an operational system that supplies the data needed
byaccountamstoalculateaccruedexpenses The MSC Instruction 4610.32D
does not require validation of accrued expenses, but rather validation of the data
entered in VIPS. MSC should ¢ how the data will be validated in
compliance with MSC Instruction 4610.32D. We request that MSC provide
addxuonalcommausonthxspmmtypesystemthatlsexpectedtobeopemuoml
by December 1995, and its capacity for validating data

6. Establish standard operating precedures for substantiating the
cost figures used to accrue dry cargo expenses.

Comments. MSC concurred and stated that the VIPS
replacement system will provide accryed expenses in accordance with MSC
Instruction 4610.32D. Action is expected to be complete in December 1995.

Audit Respouse. Management comments were not fully responsive. MSC did
not specify how the new system will substantiate the cost figures used to accrue
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dry cargo expenses. The recommendation applied to the cost figures obtained
from the Budget Office as well as the data extracted from VIPS. Neither the
cost figures obtained from the Budget Office nor the data extracted from VIPS
were always substantiated. Standard operating procedures are needed to ensure
that the data are substantiated. We request that MSC provide additional
comments on how this recommendation will be implemented.

7. Determine the training needs of personnel who work with the
Vessel Information Planning and Analysis System and provide training on
the system and the related regulations.

Management Comments. MSC concurred and stated that a tutorial will be
developed for the VIPS prototype system. The action is expected to be
complete in December 1995.

Audit Response. Management comments were not fully responsive. In order
to be more specific about actions necessary, we modified the recommendation to
clarify that MSC should determine the training needs of personnel who work
with VIPS and provide training to them on the system and the related
regulations. MSC did not state that it would determine the training needs of the
personnel working with VIPS, nor did MSC state that it would train personnel
on the related regulations. Current VIPS users may possess the user's manual
and several technical guides. However, these aids are not sufficient as training
tools. We believe that formal as well as on-the-job training is required. Once
the training needs have been identified, whether on the current or new system,
the training curriculum needs to be developed and executed. We request that
MSC provide additional comments on the training of personnel who use VIPS.

8. Develop departmental standard operating procedures and desk
procedures for each section of the Accounting Division and the Vessel
Information Planning and Analysis System's operations, and verify that the
procedures are accurate, updated, and readily accessible.

Management Comments. MSC concurred. MSC stated that procedures will
be developed in conjunction with changes in VIPS and accounting procedures.
Reengineering and automation efforts will impact these procedures The target
completion date is the end of FY 1996.

Audit Response. Management comments were not fully responsive. We agree
that standard operating procedures for the Accrued Expenses generated by the
VIPS replacement prototype should be held in abeyance until the system is on
line. However, standard operating procedures for each section of the
AccounnngDmswnshouldhedevelopedmamomnmelymmcr Standard

operating ?rocedures for the new system, Access, should be developed before
the end of FY 1996. We request that MSC reconsider its comments on the
standard operating procedures for the Accounting Division and the completion
date. We also request that MSC provide an explanation of the time frame
required to implement this recommendation.

20




Finding A. Internal Contrel Structure

Management Comments Required

The Commander, Mﬂlﬂ&«lﬁt Command is requested to comment on the items
indicated with an X in 1.

Table 1. Management Comments Required on Finding A.

Recommendation Concur/ Proposed Completion  Related
Numbex Naonconcur Action Date Issues
1. X X X
5 X X X
6 X X X ic*
7 X X X ic*
8 X X X ic*

*IC = Internal Controls
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Computer Security |

General controls associated with access and accountability over the ULB
application programs and data were not effective. This made application
programs and data vulnerable to unauthorized access and alteration.
These conditions occurred because computer security personnel did not
follow policies and procedures that required proper management of
access to the application programs for the ULB and accountability for
user identification codes (user IDs). In addition, security personnel were
not properly trained and supervised in their responsibilities. As a result,
at least 31 users could alter ULB data without detection, and at least
7 user IDs of unauthorized personnel were still in use.

Computer Security Responsibilities

The ULB is the automated manifest-based cargo system used by MSC to process
cargo manifests for customer billings. The ULB generates the Revenue and
Accounts Receivable account balances. The ULB operates on a mainframe
computer owned by the Defense Information Processing Center in Washington,
D.C.

General controls are policies and procedures for an organization's overall
computer operation. General controls are classified as organization and
segregation of duties; systems desifn, development, and modification; and
security. Within the broad scope of general controls, we reviewed computer
security related to user access to the ULB. The Defense Information Processing
Center is responsible for the physical security of the MSC computer and work
area. MSC personnel are responsible for access and accountability of users of
the MSC programs and data.

OPNAV [Naval Operations] Instruction 5239.1A, "Department of the Na
Automatic Data Processing Security Program,” April 1, 1985, and COMS
[Commander, Military Sealifft Command] Instruction 5510.8D, "COMSC
Security Manual," May 26, 1992, assign the responsibility for ensuring
adequate automatic data processing (ADP) security to the activity's commanding
officer and the ADP security staff. The instructions also define the
resffonsxbﬂmes of the ADP security officer and the ADP systems security
officer (ADPSSO).

The ADP security officer, as the senior member of the ADP security staff,
should ensure that an ADPSSO is appointed for each automated information
system, project, or application. The ADP security officer should advise and
assist, direct the ADPSSO in carrying out ADP security responsibilities, and
review the plans and procedures of the ADPSSO for completeness and
adherence to policy.
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Responsibilities of the ADPSSO include performing ui‘;m m risk assessments and
monitoring system activity. The ADPSSO should ify the levels of access
and type of data by each automated information system, and should
assign passwords. In addition, the ADPSSO should review audit trails and
outputs to easure compliance 'with security directives and procedures, and
should maintain a curreat list of all users having access to each automated
information system. The list should include names, codes, and user IDs.

Implementation of Computer Security Policies and Procedures

System security personnel at MSC Headquarters did not follow DoD computer
security policies and procedures. The ADPSSO did not review and adjust the
level of access needed by and granted to ULB users. TheADPSSdednot
properly monitor and remove user IDs when access to the ULB was no longer
required or authorized. In addition, MSC system security personnel did not use
an available security feature to control access to the programs and data.
Consequently, at least 31 users could alter ULB data without detection, and user
IDs of unauthorized personnel were still in use. IfdeDchuntyofﬁcerand
ADPSSO had periodically reviewed security operations for compliance with -
security procedures, these weaknesses in security could have been corrected.
mdﬁ however, take prompt action to remedy some of the problems we

Level of Access to ULB Data and Programs. At least 31 users at MSC could
alter ULB data without detection. The ADPSSO did not follow DeD Directive
5200.28, “"Security Requirements for Automated Information Systems,”
March 21 1988, which requires the use of the least-privilege W
thel&stpnv:legepnmple the system grants access only to ion {0
which the user 1s eatitled by virtue of security clearance and approved access.
TheADPSSOhadnotrcmewedandevaluatedﬂwneedﬁoruseraccesstothe
MSC Revenue Producnon Library (the Library).

We reviewed the list of personnel who had been granted access to the ,
which contains sensitive programs and files from the ULB. Accordmgto
ADPSSO for the ULB, only a few employees from the Information Resource
Du&mwesBumsSmmvmm(theWbmhmsponnbkh
programchmges)mouhihwemsnothemubmy Employees from
operational branches, such as the Performance and Analysis Branch, should
have access to only a few files of the Library. However, we found that all
31 users could alter ULB data without detection. MSC computer security
personnel should follow established procedures in DoD Directive 5200.28 that
require the ADPSSO to periodically review user IDs for the level of access
needed by users.

Accountability for User Identification Codes. The ADPSSO did not follow
DoD and MSC guidance on accountability for user IDs. TheADPSSded

y review user IDs to ensure that they were up-to-date. In addition,
Mscmdnotuuhuafwureofﬂwensungsecuntymﬁwmthawmﬂd
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establish an audit trail for detecting user access. Conselguently, at least seven
user IDs for unauthorized persoanel were still in use. Four of the seven user
IDs could also alter any ULB data without detection. In addition, we found two
user IDs with high sumbers of security violations. Security violations represent
unsuccessful attempts to enter the system using improper passwords or user IDs.
These high numbers of security violations may indicate that MSC em-iloyees
and contractors circulated the user IDs or passwords around the work area.
However, we could not determine who committed the violations or the causes of
the violations. MSC should follow established procedures and cancel user IDs
immediately upon termination of employment or other appropriate
circumstances, and should review computer access lists and update them as
necessary. MSC should activate the Computer Associates Access Control
Facility Version 2 software that provides an audit trail of user access.

Review of User Identification Codes. We reviewed a partial list of
ULB users. The list contained information such as name, level of access, and
numbgofsecmityviohﬁms. We noted the following problems with access
coatrols.

0 User ID one was assigned to a former contractor's employee. The
computer account was still active, although the user left MSC 1n August or
September 1994. Another yee used the computer account, and at the time
of our review had committed 262 security violations as of the last access date of
December 9, 1994. The user could alter data within the ULB.

o User ID two, assigned t0 a former MSC employee, was still active.
The last access date was February 3, 1995. Thcusercoukiﬂmdatawithintlw
ULB.

o User ID three, assigned to a former MSC employee, was still in the
system. The last access date was December 1, 1993. The user could alter data

o User ID four, assigned to a former employee of a contractor, was still
in the system. The last access date was October 3, 1994. The user could alter
data within the ULB.

o User ID five did not specify a user name. At the time of our review,
the account had committed 218 security violations since the last access date of
December §, 1994,

o User ID six listed only a first name. The account had committed five
security violations as of the last access date of December 9, 1994.

o User IDs six and sevea are assigned to MSC contractor personnel who
perform emergency support for the ULB.

When these problems were disclosed, MSC Headquarters corrected the
discrepancies associated with user IDs one, five, and six. MSC Headquarters
also deleted four other user IDs. Based on the problems found in our partial
- review, a complete review of user IDs is needed.
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According to a terminal area security officer at MSC Headquarters, the user IDs
for departing employees are removed by the customer support center's staff
during an employee's check-out. However, our audit work showed that the user
IDs were not being removed. MSC must establish computer secunty
proceduresforxmmedmew\cellanonofusermsupontemnnauon
employment or other appropriate circumstances.

MSC did not update the access listings; therefore, when an old user ID is
reissued, the new employee may automatically be given the same level of
access, such as the ability to alter data within programs and files, as the former
employee MSCshoulddeleteaccesswmeﬁlesandprogramshnkedtoﬂle
user's account after individual user IDs are removed. MSC should require
verification of the need for access and verify the appropriate access levels before
issuing new user IDs.

MSC maintained user IDs six and seven for emergency contractor support. This
was done to allow the contractors to recover quickly from an after-hours or
weekend computer emergency. According to MSC Headquarters, several days
would be needed to reestablish a user ID. The need to retain the user IDs may
be justified. However, allowing contractor employees to have continual access
to the MSC system with few security checks exposes MSC H&dquarten
programs and data to unnecessary risk. MSC Headquarters should restrict
contractors to authorized tasks.

Computer Associates Access Control Facility Version 2 Software.
DoD Directive 5200.28 requires that MSC have safeguards to ensure that each
person with access to the automated information system is held accountable for
his or her actions. Additionally, DoD Manual 5200.28-M, "ADP Security
Manual,” June 25, 1979, requires users to identify themselves to the system
before gaining access. The Defense Information Processing Center's mainframe
computer has Access Control Facility Version 2 software to control compuﬁer
security and accountability for users. The software works with the computer's
operating system to coatrol access to the computer by allowing access for valid
requests and denying access for invalid attempts. The invalid attempts are
logged as security violations and are tracked to individual user IDs. The
security software can also record attempts at improper access or attempts o
access sensitive files. However, the security log feature of the Access Contral
Facility Version 2 software was not being used. Therefore, the computer
security officer could not readily detect improper access to the system or review
access to sensitive files. MSC should activate the security log feature of the
Access Control Facility Version 2 software to provide an audit trail of access to
the ULB programs data.

The problems assocxated with computer security could have been avoided. DoD
Directive 5200.28 pro 500 on the level of access to security
programs, and DoD Manual 5200.28 provided guidance on accountability fer
user IDs. If the ADP security officer and his staff had conducted periodic
reviews of security operations for compliance with security procedures, these
weaknesses in security could have been corrected.
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Training and Supervision of ADP Staff

TheADPsecuﬁtyofﬁcerdidnotptoperlytrainormseﬂwADPSSOsin
technical training on security to his ADPS and did not execute his
supervisory responsibilities. PSSOs were unfamiliar with the requirements
of DoD and MSC directives and failed to implement the guidance. Because
security policies and procedures were not implemented, the ULB programs and
data were vulnerable to unauthorized access and changes.

Training. OPNAV Instruction 5239.1A states that security training is the key
element of the Navy's ADP security program. The training can be formal or
informal, and can range from security awareness training for top-level managers
to highly technical security training for ADP operations personnel.

We reviewed the training materials for "Basic Automated Information System
Security Awareness,” July 1994, provided to us by the ADP security officer at
MSC Headquarters. The ADP security officer administers this 1-hour training
program annually to terminal area security officers and ADP systems security
officers. The program consists of bri charts and a security awareness
video, emphasizing security awareness for end users. Basic security awareness
training may be adequate for terminal area security officers; however, because
of the technical nature of the ADPSSO responsibilities, training for the
ADPSSOs should be more specialized. @ OPNAV Instruction 5239.1A,
Appendix D, outlines the Navy's ADP security curriculum. The Navy
recommends two 40-hour ADP security courses. In addition, training on the
administration of the Access Control Facility Version 2 software could i ve
the security officers' understanding of the software's capabilities. MSC

revise the security and training program for ADPSSOs to provide more
technical information on maintaining computer security.

Supervision. The ADP security officer did not properly supervise the
ADPSSOs. The ADP security o failed to execute his ibilities as
defined in OPNAYV Instruction 5239.1A and COMSC Instruction 5510.8D. The
problems associated with the level of access and the user IDs occurred before
the current ADPSSO was appointed on December 16, 1994. The ADP security
officer did not easuzre that the ADPSSOs adhered to policies and procedures.
The ADPSSOs were not aware of basic security information about the ULB.
Consequently, the ADPSSQOs did not properly perform the duties or execute the
responsibilities as established in security regulations.

The Navy instructions specified the supervisory responsibilities of the ADP
security officer. The ADP security officer is responsible for training and
supervising the ADPSSOs. After an ADPSSQ is appointed, the ADP security
officer should ensure that the ADPSSO follows existing security regulations.

' The ADPSSOs were unaware of the security violations found during our review

of the ULB. The ADPSSOs had not reviewed the user access listing to verify
need and authorization. In addition, the ADPSSOs were unaware
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that seven user IDs for unauthorized personnel were still in use. Proper
supervision from the ADP security officer should have prevented those
shortcomings.

The ADP security officer was aware of the weaknesses in computer security.
During the period September 24 to November 4, 1994, the ADP security
officer, with contractor representatives and apphcatlon representatives,
perfomed a risk assessment that included the ULB. The assessment showed the
need for both improved internal controls and an increased awareness of security
initiatives already taken. The assessment also showed the vulnerability of the
ULB to disclosure of sensitive information. In addition, the ULB few
protections against fraudulent diversion of program funds, and the ULB could
not identify employees responsible for system changes.

Conclusion. The ADPSSOs did not follow the security policies and procedures
because they lacked training and supervision by the ADP security officer. In
addition, basic internal controls, such as removing the user IDs of

MSC employees, did not work. User IDs were still active several months after
the most recent access. Proper training and supervision must be in place to
ensure effective computer security.

Recommendations, Management Comments,
and Audit Response

B. We recommend that the Commander, Military Sealift Command:
1. Establish computer security policies that direct:

a. Verification of the need for access and verification of
appropriate access levels before issuing new user identification codes.

Management Comments. MSC concurred. The Automatic Data Processing

Security Officer and the project managers will define access levels and create .

rules associated with the groups for each MSC application. These actions will
be completed by September 1995.

b. Deletion of files and programs linked to user accounts
after individual user identification codes are removed.

- Management Comments. MSC concurred. MSC agreed that whenever a
specific User ID is deleted, all associated data sets should be deleted. MSC
stated that the deletion of associated data sets with a specific user ID is
automatically done by the data processing center. This occurs at least once a
week. MSCwﬂlmkeacuonbySepte 1995 to ensure that the new data
processing center in Mechanicsburg deletes all Access Control Facility Version
2 software rules associated with a user ID.
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Audit Response. Management comments were fully responsive. However, the
data grocessing center does not automatically delete data sets associated with
specific user IDs scheduled for deletion. We found that the MSC requested
deletion of specific user IDs on January 9, 1995. On February 27, 1995, nearly
6 weeks later, a list of access programs and data sets associated with the specific
user IDs to be deleted was still in effect. The user IDs were not deleted in the
next program load. At the new data processing center in Mechanicsburg,
Pennsylvania, MSC must ensure that all deletions of time sharing option
accounts and associated data sets take place at the same time. No further
comments are required.

2. Review periodically the user identification codes and access levels
for all employees, as required by DoD Directive 5200.28, “Security
Requirements for Automated Information Systems," March 21, 1988.

Management Comments. MSC concurred and stated that the review will be
completed monthly at Headquarters and Area Commands. This action will
begin in June 1995 after the transition of the Defense Information Processing
Center from Washington, D.C., to Mechanicsburg, Pennsylvania.

3. Cancel user identification codes immediately upon termination of
employment or other appropriate circumstances, as required by OPNAV
[Naval Operations] Instruction 5239.1A, "Department of the Navy
Automatic Data Processing Security Program,” April 1, 1985.

Management Comments. MSC concurred and stated that the policy is already
in effect, but will be improved by immediate training of the employees in the
MSC Customer Support Center.

4. Develop access procedures that will restrict contractor employees
to authorized tasks as defined in DoD Directive 5200.28, "Security
Requirements for Automated Information Systems," March 21, 1988.

Management Comments. MSC concurred. Responsible personnel will define
access levels (groups) and create rules associated with these groups for each
application. Action will be completed by September 1995.

5. Activate the Access Control Facility Version 2 software or other
access software used by the Military Sealift Command to establish an audit
trail for detecting unauthorized access, as defined in OPNAV [Naval
Operations] Instruction 5239.1A, "Department of the Navy Automatic Data
Processing Security Program," April 1, 1985.

Mxmgement Comments. MSC concurred. MSC will confer with the support
staff for the Access Control Facility Version 2 software to develop logon
accesses to the system that do not degrade system performance. This action will
be completed by June 1996. :

Audit Response. Although MSC concurred with the recommendation, we do
not consider the planned actions to be fully responsive. MSC operates a
computer system that does not maintain an audit trail or log for detecting
unauthorized access. This shortcoming is not in compliance with OPNAV
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[Naval Operations] Instruction 5239. 1A "Department of the Navy Automatic

Security Apnll 1985.  All data programs
assoclated with this system are vulnerable to unauthorized access without
detection. This problem should be cotrected before June 1996. We request that
MSC reconsider the completion date and provide an explanation of the time
frame required to implement this recommendation.

6. Dhctthcuumﬁcdataprocesingsecurityomeertoconduct
periodic reviews of ‘llaemﬁons for compliance with security
groecdm'es, as denned in OPNAY [Naval Operations] Instruction 5239. lA,

Department of the Navy Automatic Data Processing Security Program,"
April 1, 1985, and COMSC [Commander Military Sealift Command]
Instruction 5510.8D, May 26, 1992,

Management Comments. MSC concurred. The Automatic Data Processing
Security Officer will maiatain exception reports with names and relevant data on
user IDs. Lists of unauthotized access attempts will be part of the audit trail by
June 1996. Other exception reports will be reviewed to determine whether
action is needed. Reviews will begin in January 1996.

Audit Response. Although MSC coacurred with the recommendation, we do
not consider the planned actions to be fully responsive. Exception reports can
provide a basis for conducting FTMMWSOfWCym
However, waiting until January 1996 to begin the review allows nearly
6 months to pass without a proper review of users who leave the command or
userll)softalkrmmudusers As stated in the audit respoase to managemeat
comments on Recommeadation B.S., this problem should be corrected before
June 1996. Wemwmuscmmmmpmmmmma

explanmonofthemfumemquuedwxmpkmeatmemwsofmm

7. Revise the security and training program for automatic data
processing systems security officers to provide more technical information
on the Access Control Facility Version 2 software and to comply with the
automatic data processing curriculum, as defined in Appendix D of
OPNAYV [Naval Operations] Instruction 5239.1A, "Department of the Navy

Automatic Data Processing Security Program,* April 1, 198S.

Managem:tdCommtnts. MSng:ncurred MSCstategwthatthcsecumy
personael project managers provide training in Access Control
Facility Version 2 software. In addition, the security officer will conduct an
anaual refresher course in security. Training will begin by January 1996.

Audit Response. Although MSC concurred with the recommendation, we do

not consider the comments fully responsive. MSC did not address the security

5239. IA“ Wm of the DNavyof OiNAV [N“Dﬂ&ta Pmcm]ng Secusity
utomatic

Program,” 1, 1985. ADP trainiag, in addition to training on the Acoess

Control F Vamn2wﬁmumqmred We request that MSC

rewnsadentspouhonudpmvxdeaddﬂmnlcommentsmnsmsponsewthe

final report.
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8. Direct the autamatic data processing security officer to properly
supervise computer security staff as required by OPNAV [Naval
Operations] Instruction 5239.1A, "Department of the Navy Automatic Data
Processing Program," May 1, 1985, and COMSC [Commander, Military
Sealifzt (it;x;nzmand] Instruction 5510.8D, "COMSC Security Manual,"
May 26, .

Management Comments. MSC concurred. The ADPSO will ensure that the
ADPSSOs maintain the required documentation and be current on other
requirements. The ADPSSO will provide security training on automatic
information systems to users and technical support personnel by January 1996.

Audit Response. Management comments were fully responsive. However, in

listing the duties expected of the ADPSSOs, MSC omitted the responsibilities of
the ADPSSOs that lead to the weaknesses identified during the audit. The
ADPSO must ensure that the ADPSSOs comply with the Navy instruction,

which states that the ADPSSO should:

Monitor system activity, including identification of the levels and
types of data handled by the ADP systems, assignment of passwords
and review of sudit tmils, output, etc., to ensure compliance with
security directives and procedures.

Management Comments Required

The Commander, Military Sealift Command, is requested to comment on the items
indicated with an X in Table 2.

Table 2. Management Comments Required on Finding B.

Recommendation Concur/ Proposed Completion
Number Noocoocur Action Date
X X X
6. X X X
7. X X X
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Appendix A. Scope and Methodology

Scope and Methodology

Our audit evaluated the intemal control structure for the Military Sealift
Command portion of the transportation business area of the DBOF. The
internal control structure is the organization, methods, and measures with which
an organization performs its activities to accomplish its objectives. Internal
controls are the tools established by management to accomplish the
organization's objectives.

The USTRANSCOM FY 1993 Statement of Financial Position was the basis for
the preliminary estimate of materiality. The four material accounts selected for
review were Accounts Receivable; Property, Plant, and Equipment; Accounts
Payable; and Other Non-Federal Liabilities. The review showed that MSC and
the Air Mobility Command made up $2.7 billion out of $3.1 billion reported in
USTRANSCOM FY 1993 financial statements for the four selected accounts.

To review the Statement of Financial Position, we examined four account
balances that were determined to be material based on the USTRANSCOM
FY 1993 Statement of Financial Position. We selected two asset accounts,
which made up $1.7 billion out of $1.9 billion of the total assets reported
(excluding Fund Balances with Treasury), and two liability accounts, which
made up $1.4 billion out of $1.5 billion of total liabilities reported. Accounts
Receivable; Property, Plant, and Equipment; Accounts Payable; and Other
Non-Federal Liabilities were most significant to the users of the Statement of
Financial Position. At MSC, the accounts that were reviewed as part of the
Other Non-Federal Liabilities on the consolidated statement were listed as
Accrued Expenses. On the MSC portion of the USTRANSCOM FY 1994
Statement of Financial Position, the two asset accounts totaled $1.8 billion, and
the two liability accounts totaled $2.1 billion. We did not quantify any errors
found during the review. To achieve the audit objective, we:

o prepared the FY 1994 client profile and account cycle memorandums;

o examined the policies and procedures that applied to MSC computer
operations and that created the environment in which application controls and
user control techniques operated;

o determined the level of automation in the MSC automatic data
processing system and assessed the manual interfaces between systems;

audi o determined the reliability of computer-processed data used during the
it; - A
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o determined the processes used to prepare the MSC financial statement,
including significant accounting estimates, disclosures, and computerized
processing;

o determined the processing involved, from the initiation of transactions
to their inclusion in the financial statements, including the nature and type of
records, journals, ledgers, and source documents;

o determined whether account transactions were valid, accurate,
properly classified, and recorded in the proper accounting period;

o reviewed the effectiveness of the MSC management control program
in comphance with DoD Directive 5010.38, "Internal Management Control
Program,” by comparing the Area Commands' Annual Certification Statement
with the MSC Headquarters Annual Certification Letter; and

o assessed compliance with laws and regulations and standard operating
procedures for each account cycle memorandum reviewed.

Our review was made primarily at MTMC and MSC. The Air Force Audit
Agency evaluated the adequacy and effectiveness of selected internal controls
and assessed compliance with laws and regulations applicable to the FY 1994
Statement of Financial Position for the Airlift Services Division of
USTRANSCOM. We discontinued our review of MTMC after determining that
findings reported by the Army Audit Agency in its FY 1992 audit were still
unresolved, and after performing a preliminary assessment of accounting
conditions at the Defense Accounting , Bayonne, New Jersey.

Scope Limitation. We limited our review to four accounts on the MSC
Statement of Financial Position for FY 1994: Accounts Receivable; Property,
Plant, and Equipment; Accounts Payable; and Accrued Expenses. In addition,
we reviewed the management control program and the MSC financial statement
repomng process. We did not perform substantive testing of the transactions

supporting the account balances on the FY 1994 Statement of Financial
Position.

Use of Computer-Processed Data. To achieve the audit objective, we limited
our review of computer-processed data to the data contained in the ULB and the
Revenue Lift System at MSC Headquarters. To assess the reliability of the
data, we observed the data input to the ULB as it first entered the system,
checked the progress of the data input, reviewed output reports, and compared
the output with the expected results. Based on our limited review, we
considered the data in the ULB reliable and did not find errors that would
preclude the use of the computer-processed data.

Audit Period, Standards, and Locations. This financial statement audit was
made from June 1994 through April 1995 in accordance with auditing standards
issued by the Comptroller General of the United States as implemented by the
Inspector General, DoD. Accordingly, we included such tests of internal
controls as were considered necessary. Appendix F lists the organizations
visited or contacted during the audit.
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Management Control Program

DoD Directive 5010 38 *Internal Management Control Program,”
April 14, 1987, DoD organizations to have internal control techniques
in lacetoensure evmtsareocoumngasdesued and to have a program to
evaluate those controls. We determined whether MSC complied with DoD
Directive 5010.38. Specifically, we reviewed MSC internal controls over the
transactions supporting account balances on the Statement of Financial Position
for FY 1994 for Accounts Receivable; Property, Plant, and Equipment;
Accounts Payable; and Accrued Expenses In addition, we reviewed the
internal controls associated with access and accountablhty in the ULB
application programs and data. Also, we determined the extent to which MSC
evaluated its internal controls over accountmg and related systems and computer
security and the results of any self-evaluation.

Adequacy of Controls. We identified material internal control weaknesses at
MSC as defined by DoeD Directive 5010.38. MSC internal controls for
accounting and related systems were not adequate to establish the transaction
trail from the account balances to transactions supporting the MSC Statement of
Financial Position for FY 1994. In addition, the internal controls for computer
secunty were not uate to prevent unauthorized access to the ULB

pro?um data. Recommendations A.1. through A.8. and B.1.
through B.8 L i , will correct the weaknesses. Although we could

mmetary benefits associated with implementing the
reco umswendenu&dotherpotenualbeneﬁts See Appendix E for a
summary of the potential benefits resulting from the audit. A copy of the report
will be to the senior official responsible for internal controls in the

Office of the Secretary of the Navy.

Adequacy of MSC Self-Evaluation of Applicable Internal Controls. MSC
officials identified ag and related systems as an assessable unit and, in
our opinion, correctly i the risk associated with those systems as high.
InltsAnnualStateMOfAmmce, MSC identified and reported material
internal control weaknesses, such as inaccurate accruals and inaccurate Accounts
Receivable, resulting from the accounting and related systems. MSC has
developed, bmha:uotfunymted procedures to correct the weaknesses.
We found additional material internal control weaknesses, not identified by
MSC, in the accounting and related systems. MSC had not:

o used the DoD Standard General Ledger chart of accounts;

o used the Allowance for Loss on Acoounts Receivable account from
the DoD chart of accounts;

o established procedures to substantiate the aging of Accounts
Receivable;

o established standard ﬁm&u\g procedures for substantiating the cost
figures used to accrue expenses ships; and
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o required that departmental standard operating procedures and desk
procedures be developed for each section of the Accounting Division and VIPS
opera@gtlles, and ensured that the procedures are accurate, updated, and readily
accessible.

In addition, MSC officials identified information technology as an assessable
unit, and correctly identified the risk associated with computer security as high.
The ADP security officer reviewed the ULB access controls under a risk
assessment needed for system accreditation. However, although the risk
assessment correctly showed the same material weaknesses we identified, the
ADP security officer did not include those results in the management control
program or implement corrective actions. MSC officials could not explain why
they did not include the risk assessment results in the management control
program review or implement corrective actions.
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Inspector General, DoD

Report No.

Report Title

Date

94-163

94-161

94-082

93-134

93-110

92-INS-07

Management Data Used to Manage
the U.S. Transportation Command

and the Military Department
Transportation Organizations

Consolidated Statement of Financial
Position of the Defense Business
Operations Fund for FY 1993

Financial Management of the
Defense Business Operations Fund -
FY 1992

Principal and Combining Financial
Statements of the Defense Business
Operations Fund - FY 1992

Consolidated Financial Statements
of the Defense Finance and
Accounting Service Revolving Fund
of the Defense Business Operations
Fund - FY 1992

United States.Transportation
Command
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June 30, 1994

June 30, 1994

April 11, 1994

June 30, 1993

June 11, 1993

January 1992
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Naval Audit Service

Report No. Report Title Date

010-95 Sponsor-Funded Equipment at December 2, 1994
Selected Navy Defense Business
Operations Fund Activities

053-H-94 FY 1993 Consolidating Financial June 29, 1994
Statements of the Department of the
Navg Defense Business Operations
Fun

053-H-93 FY 1992 Consolidating Financial June 30, 1993
Statements of the Department of the
Navg Defense Business Operations
Fun
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Appendix C. Other Matters of Interest

DFAS Guidance. Since the incorporation of USTRANSCOM into DBOF
Transportation, the responsibility for issuing accounting and financial reporting
guidance to the USTRANSCOM components has been undefined. DFAS does
not have clear procedures for the dissemination of accounting guidance to the
USTRANSCOM components. Since Defense transportation activities have been
consolidated, the Service transportation components continue to rely on the
Service-related DFAS Centers for accounting functions and guidance. For
example, MSC did not receive DoD Regulation 7000.14-R, which required all
agencies to establish an allowance for uncollectible Accounts Receivable. As a
result, MSC followed the Navy Comptroller Manual, which had not been
updated to reflect the change. MSC stated that DFAS Denver Center does not
inform MSC of changes in guidance, so MSC cannot stay in compliance.

The DFAS Denver Center is responsible for providing accounting and financial
reporting support for USTRANSCOM and its components; however, the Center
had not provided accounting guidance. DFAS Headquarters needs to instruct
USTRANSCOM components in their responsibilities for accounting and
financial reporting. The IG, DoD, will issue a separate audit report on
DoD-wide problems with support for accounting and financial reporting.
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Appendix D. Selected Military Sealift Command
Accounting and Related Systems

MIMC & Navy
Unit Level Billing .- Norldwide Parts_ prooerty
& Revenue Lift ! ZrEqu ;“F;I&nt.

Personal

Computer at

Elecironic
& Manifest Data
Electronic Unit Level Billing Reports

Legend
® Semiautomated System

O AutomatedSystem
---- System or Entity Outside MSC Headquorters
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Appendix E. Summary of Potential Benefits

Resulting From Audit
Recommendation Amount and/or
Reference Description of Benefit Type of Benefit
A.l.-A3, Compliance. Provides compliance Nonmonetary.
A.S. with existing laws and DoD
regulations.
A4, AL6. - Internal controls. Provides control Nonmonetary.
A.8. over the financial data used in the
financial statements.
B.1. Internal controls. Provides for Nonmonetary.
stricter controls over access to
computer application programs and
data. '
B.2. - B.8. Compliance. Provides i Nonmonetary.
with existing laws and DoD and
Navy regulations.
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Appendix F. Organizations Visited or Contacted

Office of the Secretary of Defense

Under Secretary of Defense (Comptroller), Office of the Deputy Chief Financial
Officer, Directorate for Financial Review and Analysis, Washington, DC

Department of the Army

Military Traffic Management Command, Headquarters, Falls Church, VA
Military Traffic Management Command, Eastern Area Headquarters, U.S. Army
Garrison, Bayonne, NJ
Military Traffic Management Command, Western Area Headquarters, Oakland
Army Base, Oakland, CA
Army Audit Agency, Alexandria, VA

Department of the Navy
Office of the Assistant Secretary of the Navy (Financial Management and Comptroller),
Office of Finance and Accounting, Washington, DC
Military Sealift Command, Washington, DC
Military Sealift Command, Central Technical Activity, Washington, DC
Military Sealift Command, Atlantic, Bayonne, NJ
Military Sealift Command, Pacific, Oakland, CA
Naval Audit Service, Falls Church, VA

Department of the Air Force
Air Force Audit Agency, Scott Air Force Base, IL

Unified Command
U.S. Transportation Command, Scott Air Force Base, IL
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Other Defgnse Organizations

Defense Finance and Accounting Service, Arlington, VA
Defense Finance and Accounting Service Indianapolis Center, Indianapolis, IN
Defense Accounting Office, Bayoane, NJ
Defense Accounting Office, Ariington, VA
Defense Finance and Accounting Service Denver Center, Denver, CO
Defense Information Processing Center, Defense Information Systems Agency,
Washington, DC
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Office of the Secretary of Defense

Under Secretary of Defense (Acquisition and Technology)
Director, Defense Logistics Studies Information Exchange
Under Secretary of Defense (Comptroller)
Deputy Chief Financial Officer
Deputy Comptroller (Program/Budget)
Deputy Under Secretary of Defense (Logistics)
Assistant to the Secretary of Defense (Public Affairs)

Department of the Army

Commander, Military Traffic Management Command
Auditor General, Department of the Army

Department of the Navy
Assistant Secretary of the Navy (Financial Management and Comptroller)

Commander, Military Sealift mand
Auditor General, Department of the Navy

Department of the Air Force

Assistant Secretary of the Air Force (Financial Management and Comptroller)
Commander, Air Mobility Command
Auditor General, Department of the Air Force

Unified Command
Commander in Chief, U.S. Transportation Command
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Other Defense Organizations

Director, Defense Finance and Accounting Service
Director, Defense Logistics Agency

Director, Defense Contract Audit Agency

Inspector General, Central Imagery Office

Inspector General, National Security Agency

Director, National Security Agency, Audit and IMC Liaison

Non-Defense Federal Organizations

Office of Management and Budget
Technical Information Center, National Security and International Affairs Division,
General Accounting Office

Chair and ranking minority member of each of the following congressional committees
and subcommittees:

Senate Committee on Appropriations
Senate Subcommittee on Defense, Committee on Appropriations
Senate Committee on Armed Services
Senate Committee on Governmental Affairs
House Committee on Appropriations
House Subcommittee on National Security, Committee on Appropriations
House Committee on Government Reform and Oversight
House Subcommittee on National Security, International Affairs, and Criminal
Justice, Committee on Government Reform and Oversight
House Committee on National Security
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UNITED STATES TRANSPORTATION COMMAND
508 9GOTT DR
SCOTY AR FORCE BASE K. €2226- 6367

12 Juns 1995

KENORANDUM FOR DoD IG (Ns. Barbara Sauls)
400 Arwy Navy Drive
Arlington VA 22203-2884

FROM: TCJ8

SUBJECT: DoD IG Draft Audit Report on Management Controls for
the Military Sealift Command Portion of the
Transportation Dusiness Area of the FY94 Defense
Business Operations Fund Pinancial Statements
(Project No. 4FH~-2011)

1. Attached is the Military Ssalift Command’s response to
subject draft audit report. We concur with their input.

2. USTRANSCOM/TCIS is fully aware of the many deficiencies in
the accounting systems currently supporting DBOF-T, and we report
problem areas in the Chief Pinancial Officers’ (CFO) Act in our
CFO Annual Statement of Assuramce. We are working diligently
wvith Defense Accounting and Pimance and the Transportation
Component Commands to seleot an interim migratoxry accounting
system to support DRGF-T until a DoD-vide standarxdized system
becomes available. Our efforts should result in preventing the
types of problems identifisd in the DoD IG report, s.g., not
using DoD Standard General ledger chart of accounts.

L.
Captain, USMH
Director, Program Analysis
and Financial Management

CHOR, JR.

Attachment:
COMSC Ltr, 9 Jun 95 w/Atch
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COMSC RESPONSE
TO
DODIG AUDIT REPORT
*MANAGEMENT CONTROLS FOR THE MILITARY SEALIFT COMMAND PORTION OF
THE TRANSPORTATION BUSINESS AREA OF THE FY 1994 DEFENSE
BUSINESS OPERATIONS FUND FINANCIAL STATEMENTS
(PROJECT NO. 4FH-2011)"
OF
12 MAY 95

Recormandation Al. Use the DoD Standard General Ledger Chart of
Accounts as required by DoD Regulation 7000.14-R, “DoD Financial
Management ,” Volume 1, May 1993,

COMSC Commant. Concur in part. MSC has developed a crosswalk to
the DoD Chart of Accounts (COA) for reporting to DFAS-Denver.

The MSC accounting system (FMIS) is currently being reviewed
along with the Corps of Engineers Financial Management System
(CEFMS) for the interim migratory transportation financial
system. The resources required tc make this change are
significant and it is suggested that this be held in abeyance
until the FMI8 vs. CEFMS decision is made. If PMMIS is chosen,
the DoD COA will be utilized.

Rscogmandation A2. Use of Allowance for Loss on Accounts
Receivable account from the DoD COA and establish the criteria
for determining the allowance for FY 1995, as stated in DoD
Regulation 7000.14-R, "DoD Financial Management,” Volume 1, May
1993.

COMSC Commant.. Concur. MSC will establish an Allowance for Loss
on Accounts Receivable and establish the criteria for determining
the allowance before the end of FY 95,

Resommendation A3. Stop estimating the aging data for Accounts
Receivable and establish procedures that use data in the aging of
Accounts Receivable as required in DoD Regulation 7000.14-R, “DoD
FPinancial Management,” Volume 1, May 19%3.

COMSC Commant. Concur. COMSC is now using actual data for aging
of Accounts Receivable. MSC's ACCESS based system, now in place,
has this capability. Action is complete.

Reccxmandation A4. Implement procedures t¢o analyze and document
whether the new Cargo Accrual System effectively corrects the
deficiencies in the Financial Information System.
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CONSC Comment. Concur. Under the new Cargo Accrual System
revenue and expense shipment, worksheets are automatically
develcped at the same time using the same source document.
Revenue and expense workload must be matched. Expenses unpaid
and revenues unbilled are automatically calculated at the end of
the month. Worksheets and fimancial results under the new Cargo
Accrual System are continually being reviewed and analyzed by
COMSCLANT, COMSCPAC, and COMSC personnel. Corrective actions are
promptly taken with any system problems identified. Action ie
considered comwplete.

Recommandation AS. Follow procedures to validate the Vessel
Information FPlanning and Analysis System dry cargo data used to
establish Accrued Expenses, as stated in Military Bealift Command
Instruction 4610.32D, *“Vessel Inforwation Planning and Analysis
system (VIPS) Reporting Imstructions,” Septembexr 6, 1990.

COMSC Comment. Concur. VIPS replacement prototype (under IC3
migration project) will provide accrued expenses either through
direct interface or indirect (via diskette) in accordance with
COMSCINST 4610.32D. Prototype is expected to be complete in
December 1995.

Establish standard operating procedures for
substantiating the cost figures used to accrus dry cargo
expenses.

COMSC Commant. Concur. VIPS replacement system will provide
accrued expenses in accordance with COMSCINST 4610.32D.
Prototype is expected to ke completed in December 1995.

Raconmandation A?. Determine the training nesde of personnel who
work with the Vessel Information Planning and Analysis System and
provide training on the related regulations.

COMEC _Commant. Concur., VIPS currently has available a Users
Manual along with several technical guides. A training
environment or tutorial will be developed for the VIPS prototype
system. The prototype is expetted to be completed in December
198S.

Raconmandasion AR. Develop departmental standard opersting
procedures and desk procedures for each section of the accounting
division and Vessel Information Planning and Analysis System
operations and verify that the procedures are accurate, updated
and readily accessible.
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COMEC Commant. Concur. Procedures will be daveloped in
conjunction with changes in VIPS and accounting procedures.
Reengineering efforts at MSC and automation efforts under way
will all impact on these procedures. Target completion date is
end of FY 96.

Ragommsndation Bl-a. Establish computer security policies that
direct verification of the need for access and verification of
appropriate access lavels before issuing new user identification
codes.

COMBC Commant. Concur. The ADPSSO and the project managers will
define access levels (groups) and create rules associated with
the groups, for esch MSC application. This will be completed by
September 1995.

Reconnandation Bl-b. Establish computer security policies that
direct deletion of files and programs linked to user accounts
after individual user identification codes axe removed.

COMSC Commant. Concur. For Data Sets associated with a specific
User 1D, this service is provided by our DPC automatically. Once
a User ID is deleted, all associated data sets are deleted during
the next IPL of the system. This occurs, at minimum, on a weekly
basis. MSC will take action, by September 1995 to see that our
new DPC (DMC Mechanicaburg) takes action to delete all ACF2 rules
assocciated with a User ID that is being deleted.

Recommandation B2. Review periodically the user identification
codes and access levels for all employees, as required by DoD
Directive 5200.328, “Sscurity Regquirements for Automated
Information Systems,” March 21, 1988.

COMSC Comment. Concur. Review will be completed monthly at
Headquarters and Area Commands and corrections will be made as
needed. This will begin upon the completion of transition from
DIPC Washington to DMC Mechanicsburg in June 1995,

Racoemandatiaon Bl. Cancel user identification codes immediately
upon termination of employment or other appropriate
circumstances, as required by OPNAV (Naval Operations]
Instyruction $339.1A, *Department of the Navy automatic Data
Processing Security Program,® March 21, 13848,

COMAC Commant. Concur. This policy is already in effect and
will be improved by providing immediate training to the MSC
Customer Support Center employees to meke use of “Report of
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Accessions and Separations” which is prepared by the COMSC
Pexrsonnel Office. Action is complete.

Racommandaticn R4. Develop access procedures that will restrict -

contractor employees to authorised tasks as defined in DoD
Directive 5200.28, “Security Reguirements for Automated
Information Systems,” March 21, 1988,

COMAC Commsnt. Concur. By Septewber 1995 the ADPS8SO and the
project managers will define access levels (groups) and create
rules associated with these Groups, for each MSC application.

Racaxmendaticn BS. Activate the Access Control Facility Version
2 software or other access software used by the Military Sealift
Command to establish an audit trail for detecting unauthorized
access, as defined in OPNAV ({Naval Operations) Instruction
5239.1A, “Department of the Navy Automatic Data Processing
Security Program,” April 1, 1985.

COMEC Comment. Concur. MSC will confer with the new DPC (DMC
Mechanicsburg) ACF-2 support pecple to balance the level of
logging with the system overhead required to log accesses to
reduce degrading performance of the system. This will be
completed by June 1996,

Recosmendaktion BE. Direct the automatic data processing security
officer vto conduct periodic reviews of security operations for
compliance with security procedures, as defined in OPMAV [Naval
Operations] Instruction 5239.1A, “Department of the Navy
Automatic Data Processing Security Program,” April 1, 1985, and
COMSC [Commander Military Sealift Command) Instruction 5510.8D,
May 26, 1992.

COMSC Comment. Concur. The ADPSO will direct the ADPSSOs to
maintain in their files an exception report with entries of, ID
codes of users who have left, names of (verification in progress)
prospective usexr ID codes, ID codes of task-restricted users, ID
codes of users to be reviewed along with unauthorized access
attempts recorded the audit trail by June 1996. The ADPSO will
periodically do joint review, along with the ADPSSO of sach AIS,
of the exception reports, to sasure that all exceptions are being
tracked and worked. These reviews will commence January 1996.

Racommsndation A1. Revise the security and training program for
automatic data processing systems security officers to provide
more technical information on automatic data processing training
curriculum, as defined in Appendix D of OPNAV [Naval Operations)
Instruction 5233.1A, “Department of the Ravy Automatic Data
Processing Security Program,” April 1, 198S.

4
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COMEC Comnmant. Concur. The MSC ADPSO and the CTA project
managers will work with the new DPC (DMC Mechanicsburg) ACF staff
to set up training for the MSC and CTA ADPSSOs, to gain
proficiency in using the ACF2 Facility to effectively control
access to the MSC AIS applications running at the Mechanicsburg
facility, and to properly apply options of the ACF2 audit
capability. The ADPSO will conduct an annual refresher overview
of duties. Training will begin by January 199%¢.

Reacommendation B8. Direct the automatic data processing security
officer to properly supervise computer security staff as required
by OPNAV [Naval Operations] Instruction $5239.1A, “Department of
the Navy Automatic Data Processing Program,” May 1, 1985, and
COMSC [Commander, Military Sealift Command] Instruction $510.8D,
“COMSC Security Manual,” May 26, 1992.

LOMIC Comment. Concur. The ADPSO will ensure that ADPSSOas
maintain documentation in support of accreditation, to keep
current the AIS Security Plan, Risk Assessment, Security Test and
Evaluation (ST&E), and Contingent Plan, maintain up-to-date
inventory of hardware and currently implemented application
releases. The ADPSO will ensure the ADPSSOs provide applicable
users and TASOs with annual training sessions on AlS security to
their systems by January 1996,

Comments ea Piading A

Management's comments on Finding A in this report were omitted.
Changes to the finding were made, as appropriate, for clarity and
acouracy.
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