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June 28, 1995 

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (COMPTROLLER) 
COMMANDER IN CHIEF, U.S. TRANSPORTATION 

COMMAND 
ASSISTANT SECRETARY OF THE NAVY (FINANCIAL 

MANAGEMENT AND COMPI'ROLLER) 
DIRECTOR, DEFENSE FINANCE AND ACCOUNTING 

SERVICE 

SUBJECT: 	 Audit Report on Internal Controls for the Military Sealift Command 
Portion of the Transportation Business Area of the FY 1994 Defense 
Business Operations Fund Financial Statements (Report No. 95-259) 

We are providing this ~ for review and comments. The audit was 
conducted in response to the Cbief Financial Officers Act of 1990. Management 
comments on a draft of this report were considerecl in preparing the final report. 

DoD Directive 7650.3 requires that all audit recommendations be resolved 
promptly. The comments we received from the Military Sealift Command were not 
fully responsive. Therefore, we request that the Military Sealift Command provide 
additional comments on Recommendations A.1., A.5., A.6., A.7., A.8., B.5., B.6., 
and B.7. by August 28, 1995. RecommendaPoas are subject to resolution in 
accordance with DoD Direc&ive 7650.3 in the event of nonconcurrence or failure to 
comment. 

The c.ourtemea exteadecl to the audit staff are appreciated. Questions on this 
audit should be directed to Mr. Raymond D. Kidd, Audit Program Director, at 
(703) f>04..9110 (DSN 664-9110), or Ms. Barbara A. Sauls, Audit Project Manager, at 
(703) 604-9129 (DSN 664-9129). See Appendix G for the report distribution. The 
audit team members are listed inside the 6lck cover. 

Ui)L-..1.......-. 
:RoGen I. Ueberman 

Assistant Inspector General 
for Auditing 



Office of the Inspector General, DoD 

Report No. 95-259 June 28, 1995 
(Project No. 4FH-2011) 

Internal Controls for the Military Sealift Command Portion 
of the Transportation Business Area of the FY 1994 Defense 

Business Operations Fund Financial Statements 

Executive Summary 

Introduction. The United States Transportation Command integrates global air, lalld, 
and sea transportation operations, which are financed through the Defense Business 
Operations Fund. In FY 1994, the United States Transportation Command reported 
revenues of $5.8 billion, operating expenses of $5.7 billion, and a positive Mt 
operating result of $152.2 million. In FY 1994, the United States Transporta&ioa 
Command and its three components, the Military Traffic Management Command, die 
Military Sealift Command, and the Air Mobility Command, reported assets valued at 
$3.2 billion and had an authorized total of about 76,000 military and civilian personnel. 
The Military Se.alift Command provides sea transportation of equipment, supplies, and 
ammunition to sustain United States forces worldwide. During FY 1994, its reported 
assets were valued at $2.2 billion. 

Audit Objectives. The primary audit objective was to determine whether the FY 1994 
Statement of Financial Position was presented fairly in accordance with Office of 
Management and Budget Bulletin No. 94-01, "Form and Content of Agency Financial. 
Statements," November 16, 1993. The objective was revised to determine whether 
internal controls at the Mill~ Sealift Commaad ensured accurate account balances Oil 
the Military Sealift Commands FY 1994 Statement of Financial Position. In addition, 
we reviewed the management control PfOfWR at the Military Sea1ift Command. Tiie 
Air Force Audit Agency, ill a soparate project, determined.· .whether tbe internal conuals 
at the Air Mobility Commud euurec1 ~ account balances on its FY 1994 
Statement of Financial Position. The financial data for the Military Traffic 
Management Command were not material to the United States Transportation 
Command's financial statements, and therefore were not audited. 

Audit Results. Internal controls at the Military Sealift Command were not adequaie to 
establish the transaction trail from the acco\lllt balances to underlying transadima 
supporting the Military Sealift Command's FY 1994 Statement of Financial Positioa. 
In addition, general controls associated with access and accountability over the Ullit 
Level Billing System's application programs and data were ineffective. We consider 
these weaknesses material. However, the Military Sealift Command implemeatlel 
system and computer security changes that sllould improve internal controls. SM 
Appendix A for a discusaion of our review of die management control program. 

o The accounting aod related systems at the Military Sealift Command did not 
fully comply with accounting ~ standards, and poficies; did not use the Doi> 
Standard General Ledger chart of accounts; did not maximi7.C the use of standard dlta 
processing; did not make the most efficient use of data processing and accountiag 
methodology; and did not =.ft auditable financial statements. The contml 
environment at the Military . · . Coaunand le.ssaled the effectiveness of exil&ing· 
policies and procedures. The Military Sea.lift Command did not have the cODtlol 
procedures needed to assure management that material errors were detected prom ..ptly· .. 
As a result, we could not establish a transaction trail from the Accounts ReceiVallile 
account balance of $301.4 million and Che Accrued Expenses account ba1anco ef 



$598.2 million, as shown on the Military Sealift Command's FY 1994 Statement of 
Financial Position, to the transactions supporting the account balances. However, the 
Military Sea.lift Command made system changes that should improve the financial 
reporting process (Finding A). 

o The Mill~ Sealift Command did not have effective general controls for 
access and accountability over the Unit Level Billing System's application pro$rams 
and data. As a result, at least 31 users had the ability to alter programs and data m the 
Unit Level Billing System without detection, and at least 7 user identification codes of 
unauthorized personnel were in use. The Military Sealift Command took prompt action 
to correct the problems with user identification codes (Finding B). 

S~thening internal controls over the accounting and related sxstems and computer 
security will improve financial reporting and reduce the vulnerability of programs and 
data to unauthorized access (Appendix E). 

Summary of Recommendations. We recommend that the Commander, Military 
Sealift Command, comply with DoD and Navy regulations on internal controls andco= security, review new systems to see whether improvements have been made, 
v · the data produced by the systems, and train the personnel working on them. In 
addition, the Military Sealift Command should develop standard operating procedures 
for the AccountinJ Division, tiahten computer security, and provide more 
comprehensive security training and supervision to security officers. 

Manqement Comments and Audit Response. The Military Sealift Command 
generally concurred with the· recommendations; ho-wever, we did not consider the 
comments fully responsive. The Military Sealift Command agreed to comply with 
DoD and Navy regulations on the internal controls related to financial data, but did not 
clearly state what measures would be implemente.d. We request additional comments 
on how the Military Sea1ift Command intends to improve the crosswalk to the DoD 
Standard General I..ed&er, validate data used to accaie expeues, eatabJith standard 
operating procedures for the A~ Divi&ioa, u4 determine the trai.niag needs of 
opentiona and security personnel. Although the Milituy Sealift Command concurred 
with the recommendations to improve computer security, we did not consider the 
planned actions to be responsive. We request that the Military Sealift Command 
reconsider the completion dates required to implement the recommendations. See 
Part I for a complete discussion of management's comments, and Part ill for the text of 
the comments. We request that the Military Sealift Command provide additional 
comments by August 28, 1995. 
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Part I - Audit Results 




Audit Background 


On October 1, 1992, the Under Secretary of Defense (Comptroller) (then the 
Comptroller of the Department of Defense) incorporated the United States 
Transportation Command (USTRANSCOM) into the Defense Business 
Operations Fund (DBOF), a revolving fund. The Secretary of Defense had 
established USTRANSCOM in April 1987 as a unified command to integrate 
global air, land, and sea ~~rtation during wartime. In 1992, 
USTRANSCOM' s role expanded to include a peacetime mission. 
Headquartered at Scott Air Force Base, Illinois, USTRANSCOM executes its 
mission through three transportation components: the Military Traffic 
Management Command (MTMC), Falls Church, Virginia; the Military Sealift 
Command (MSC), Washington, D. C.; and the Air Mobility Command, Scott 
Air Force Base, Illinois. 

In FY 1994, USTRANSCOM reported revenues of $5.8 billion, operating 
expenses of $5. 7 billion, and a positive net operating result of $152.2 million. 
USTRANSCOM and its components reported usets valued at $3.2 billion, and 
have an authorized total of about 76,000 military and civilian personnel. 
USTRANSCOM, as lllall8J« of the DBOF Transportation Business Area, 
provides management oversigllt of its components' budgets, mission operations, 
and financial systems. USTRANSCOM participates in all accounting and 
financial issues conceming its components. 

The Military Sea1ift Command provides sea transportation of equipment, 
supplies, and ammunition to sustain United States forces worldwide. During 
FY 1994, its reported assets were valued at $2.2 billion. 

The Defense Finance and AccountinJ Service (DF AS) and its various Defense 
Accounting Offices perform accounting functions for USTRANSCOM and its 
components. DFAS Denver Center is the consolidating office for 
USTRANSCOM and prepares the financial statements required by the CFO 
Act. This audit was conducted in response to the CFO Act. 

Audit Objectives 

Our primary objective was to determine whether the FY 1994 Statement of 
Financial Position was presented fairly in accordance with Office of 
Management and Budget Bulletin No. 94-01, "Form and Content of Agency 
Financial Statements," November 16, 1993. 

During the audit, the DoD Chief Financial Officer and audit communities 
decided to emulate successful private sector business practices and move to a 
corporate audit approach for DBOF. As a result, an audit opin:ion will be 
expressed on DBOF as a whole, but not on the financial statements of 
USTRANSCOM or other subentities. The USTRANSCOM FY 1993 Statement 
of Financial Position was our basis for the preliminary estimate of materiality. 
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Audit Results 

The four material accounts selected for review were Accounts Receivable; 
~, Plant, and Equipment; Accounts Payable; and Other Non-Federal 
Liabilities. The review showed that MSC and the Air Mobility Command made 
up $2.7 billion out of $3.1 billion reported on the USTRANSCOM FY 1993 
financial statements for the four select.eel accounts. As a result, we revised our 
audit approach to concentrate on the MSC component of USTRANSCOM. The 
audit concentrated on internal controls as related to the financial and accounting 
systems and the preparation of the financial statements; therefore, we did not 
perform substantive testing of the transactions supporting the selected accounts. 
We did not recommend adjustments to the account balances or quantify the 
dollar effect of identified internal control problems. 

See Appendix A for a discussion of the audit scope, methodology, and coverage 
of the management control program. Appendix B discusses prior audit coverage 
of the financial aspects of military transportation. 
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Finding A. Internal Control 
Structure 
The internal c.ontrol structure at MSC did not provide reasonable 
assurance of achieving the internal c.ontrol objectives in DoD Directive 
5010.38, "Internal Management Control Program," April 14, 1987, and 
DoD Regulation 7000.14-R, "DoD Financial Management," Volume 1, 
"General Financial Management Information, Systems, and 
Requirements," May 1993. Consequently, the control risks were high 
because of material weaknesses in the accounting and related systems 
producing the financial statements; an inadequate control environment, 
including management'a lack of emphasis on training; and ineffective 
control procedures needed. to assure management that material errors 
were detected promptly. As a result, we could not establish a 
transaction trail from the Accounts Receivable account balance of 
$301.4 million and the Accrue.d Expenses account balance of 
$598.2 million, as shown on the MSC FY 1994 Statement of Financial 
Position, to the transacd.OAS supporting the account balances. 

Internal Control Responsibilities 

DoD Directive SOl0.38 states die objectives of ia&emal controls. One important 
objective of internal comrols is to provide reasonable assurance that revenues 
and expenditures applicable to aa~ operations are recorded and accounted for 
properly, so that accounts and re · le financial and statistical reports may be 
prepared and accountability for assets may be maintained. Management is 
responsible for establishing and maintaining an effective internal control 
structure. To fulfill this respoasibility, management estimates and judges the 
expected benefits and related costs of internal control structure policies and 
procedures. The internal control structure for management's accounting or 
financial information compriles the accounting and related systems, control 
environment, and control prooedures. 

Accounting and Related Systems 

MSC could not provide reasonable assurance that the FY 1994 financial 
statements properly reflected its operations. Assuraace was lacking because the 
accounting and related systems did not fully comply with DoD Regulation 
7000.14-R. Manual and automated systems di4 not: 

o fully comply wiUl accounting principles, standards, and policies; 

o use the DoD Standard General Ledger chart of accounts; 
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Finding A. Internal Control Structure 

o maximize the use of standard data processing; 

o make the most efficient use of data processing and accounting 
methodology; or 

o produce auditable financial statements. 

As a result, management could not establish a transaction trail from the account 
balances for Accounts Receivable and Accrued Expenses to underlying 
transactions supporting the MSC FY 1994 Statement of Financial Position. 

DoD-Wide Financial Management System. In addition to establishing the 
requirements for the DoD accounting systems, DoD Regulation 7000.14-ll 
made the CFO, DoD, responsible for developing and implementing DoD-wide 
financial management systems. Because of the magnitude of that effort, the 
CFO, DoD, made Headquarters, DFAS, responsible for identifying and 
nominating migratory accountin~ and financial systems until DoD-wide systems 
could be developed. A DoD-wide system should ~ the DBOF concept of 
providing information on a real-time basis. To satisfy the requirement for an 
accounting system and other needs of the DBOF concept, the Secretary of 
Defense established the DBOF Corporate Board and made the Board responsible 
for developing policies and procedures and recommending actions to support 
DBOF financial management systems. 

To develop interim systems, DFAS Headquarters reviewed and evaluated four 
financial management systems for the Transportation Business Area: the Corps 
of Engineers Financial Management System; the Financial Managemeat 
Information System (FMIS); the Job Order Cost Accounting System II; and the 
Standard Industrial Fund System. In September 1994, DFAS submitted a 
"Report on the Comparative Evaluation of the Candidate Interim Migratory 
Systems for the Transportation Business Area" to the DBOF Corporate Board. 
In the report, DFAS nominated FMIS, the accounting system used at MSC, as 
the interim migratory system. However, no consensus existed among Board 
members on whether to accept or reject FMIS. As a result, Oil 
December 19, 1994, the CFO tasked DFAS Headquarters to perform a 
functional economic analysis between FMIS and the Corps of En~ineen 
Financial Management System to determine the most appropriate interim 
migratory system for the Transportation Business Area. 'The results of the 
analysis are expected by September 1995. Until the DBOF Corporate Baud 
decides on an interim system, MSC and the other components ol 
USTRANSCOM will continue to use their current systems. MSC has 
implemented changes to FMIS and related systems; those changes should 
improve internal controls. 

Financial Management Information System. At MSC Headquarters, we 
reviewed FMIS, an accounting and financial management information system 
that supports DBOF Transportation and DBOF Navy areas at MSC 
Headquarters and its Area Commands. FMIS was developed in 1989 and 
implemented in 1993, and is operated at the Defense Information Processiac 
Center in Washington, D.C. FMIS uses commercial off-the-shelf teclmolOIJ 
that includes continual upgrades and contract support. Complementary modula 
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F1ndin& A. Internal Control Structure 

can be integrated as needed. In addition to the General Ledger and Accounts 
Payable (PAYS) modules already in use, projected modules for FMIS include 
Accounts Receivable; Funds Tracking; Revenue and Miuion Workload; Cost 
Accounting and Accruals; and Budget Preparation and Execution. 

FMIS consists of subsystems that provide data, either directly or indirectly 
through personal computer interfaces, to the General Ledger. The General 
Ledger captures all data entries and produces the figures for the financial 
statements. The Unit Level Billing System (ULB) and the Revenue Lift System 
produce the actual and accrued revenue and generate the Accounts Receivable 
balances. The manual Accounts Receivable tracking system updates billing 
status and collectioo changes to the Accounts Receivable balance. FMIS 
Gateway edits and proce.sses computer tiles from the ULB as well as the manual 
data from the property, plant, and equipment spreadsheets. The edits and 
checks take place before the data enter the General Ledger and at the General 
Ledger. 

Until FY 1995, MSC Pacific used the Financial Information System (FINIS) to 
process and calculate Accrued Cargo Expenses such as Shipping 
Agreements/Contracts Container. FINIS has been replaced by the Cargo 
Accrual System (CARS), which also calculates Accrued Cargo Expenses. On 
the operational side, the Vessel Information Planning and Analysis System 
(VIPS) at MSC Headquarters ia a feeder system that provides data needed to 
calculate and accrue other .Accrued Expenses, which include fuel expense, 
charter costs, port char~, tolls, and miscellaneous expenses such as ship 
activation and deactivation. The manual system for proce::J Accrued 
Expenses generata and tracks '8<>Se Accrued Expenses not prod by FINIS 
or CARS. 

Appendix D shows the system interfaces and describes the systems reviewed at 
MSC Headquarters. The appendix shows the automated relationship among the 
MSC Area Commands; MTMC and the Navy ports; and the ULB, Revenue 
Lift, and FMIS Gateway systems. 

General Led&er. The FMIS General Ledger did not conform to the 
DoD Standard Geaeral Le.d&er chart of accounts as required by DoD Regulation 
7000.14-R. The FMIS General Ledger was an off-the-shelf module that had not 
been adapted to meet DoD requirements. MSC uses Service-unique charts of 
accounts that must be crosswalked to the Standard General Ledger to prepare 
CFO financial statements and management reports. MSC found it difficult to 
certify the reliability of the DFAS-prepared financial statements because a one­
to-one relationship did not exist between the MSC chart of accounts and the 
Standard General Ledger chart of accounts. MSC found that transactions were 
not always properly recorded and accounted for, and the account balances in the 
financial statements could not be traced back to the General Ledger or the 
original source documents. To comply with the DoD requirement, the General 
Ledger must be adapted to use the DoD Standard General Ledger chart of 
accounts. 

Tracldn& and Recoucilina of Accounts Receivable. MSC recognil.ed that the 
manual tracking aad reconciling of Accounts Receivable did not make the most 
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efficient use of. data precessing and accounting methodology, and did not fully 
comply widl DoD accouating principles, standards, and policies. As a result, 
MSC developed an interim Accounts Receivable syHem that should improve the 
process. PJOcealinc at least 300 transactions per month manually rather than 
automatically did ROt allow for ~ tracking of Accounts Receivable. The 
delay in tracJdn& AccouaU Receivable prevCllted accurate and timely reporting 
of informatioo needed to age the accounts. MSC expects to alleviate the 
problem through an automated tracking system. MSC did not comply with 
DoD requirements to establish an Allowance for Loss on Accounts Receivable 
and to age AcQounta Receivable based on actual data. The lack of an allowance 
for uncollectib1a prevea&ed full disclosure of the financial situation. MSC aged 
Accounts Receivable baled on estimated data. These shortcomings led to 
unreliable financial iafonnation. 

Unit Level Blllin& Sptem. The ULB is the MSC billing system for dry 
cargo; it electronically collects transportation data from the Area Coaunaadl 
and MTMC. Tiie UL» caladatea tlae .reveawe amount for MSC and the caqo 
billing amouat for tlae sponsor. As shown in Appendix D, the ULB and die 
Revenue Uft =- tnalfer revenue data throup personal computers to FM1S 
Gateway. Wi · FMIS Gateway, coding takes place to credit the Reveaue 
accouAt and debit the Accounts Receivable account for the revenue amount ill 
the General ll'dger. Duriag a limited review, we did not identiL~ 
errors in tM Accounu Receivable process. Problems in time · and 
efficiency oc:eurred wi&ll tracking receivables from unbilled to billed to 
collect.ed. 

Use el Manual Data Procesdn&- The manual tracking of an average of 
300 ~ounta Receivable transactions each month was inefficient. MSC 
perSOOAel tracked the data on penooal computer spreadlheets lxuuse ao 
~ had Mal developed. The 300 traAsadioAs consisted of 

00 entries of unbilled, 100 entries of billed, and 100 entries of 
collections. ).. a ....U, critical reporting information, to include the aein& fJf 
Aca>unts Receivabk, WU not promptly available. 

The trackinc of A.ccoums Receivable involved reconciling cash collections to 
billed receivablea. Tlae accountants posted data to 100 different active FMIS 
sponsor codes, &racked l&atul changes from unbilled to billed to collected, ad 
entered collectioo data into FMIS ~. If discrepancies existed, 
recoocUiatioll normally took about 2 weeks month. MSC Headquarters is 
automating__ dae tradda& process with Acceu, an interim Accounts Receivable 
system. 'l1lreuP Acoell, uabi11ed AccouAtl &eceivable will be automatically 
ma&ched to billed AQcouaU Receivable. Data will be entered only once to Dip 
control of Accollata :a.:eivable f11ures. 

Ccmplauce witJl ACC01lllt.lq Principles, Standank, and PoUci& 
DoD Manual 7220.9-M, •0on Accounting Manual,• October 1983, as replaced 
by DoD Jeaulation 7000.14-R, •Accountin& = and ~· 
Volume 4, .Jaauary 1995, requires all agencies to 'sll an allowance for 
uncollocti.bJes. MSC laad not established an Allowance for Uncol1ectiWel 
account, al&bouab the account existed in the Navy chart of accounts. MSC 
personnel did not censider the account a reqwrement because the Navy 
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Finding A. Internal Control Stnacture 

Comptroller Manual, "Navy and Marine Corys Industrial Funds," Volume 5, 
May 1991, did not mentioA it. According to personnel in the Navy 
Comptroller's Office, DFAS was responsible for updating Volume 5 to show 
the requirement. Because it had not been updated, accounting personnel were 
not aware of the requirement. In addition, MSC was not informed of changes 
in DoD regulations because of weaknesses in the dissemination of DFAS 
guidance. For furtAa' discu1aien, see Appendix C, "Other Matters of Interest." 

In August and Sepemha l~, the DFAS Deaver Center reviewed MSC 
Accounts Roceivable over 120 days old and determined that MSC had 
$1.8 millioa of~ recctivablel before DBOF was establishtd. DFAS 
Denver Cent.er adviaed MSC to adjust the uncolJectibles against Assets 
Capitali:r«i. MSC did aot acc:omplish the $1.1 million write-off during 1994; 
therefore, the Accounts lleceivable footnotes to the USTRANSCOM 
1994 Statement of Financial Position stated that MSC would write off 
$1.8 million in FY 199S. The $1.8 million write-off had not been shown as 
uncollectible. MSC sllou1d use tile Allowance for Lou on Accounts Reiceivable 
and should determine tM aa.umt balagce as required by DoD :Regulation 
7000.14-R. The use of lUstorical data is one method of estimating the balance 
for the Allowance for Loss on Accounts ReceivabJe. 

Agencies sAould ap ~ Accounts Receivable to saow amounts owed to 
the Government, and mould report the information to the Department of the 
Treasury. The DFAS Denver Center is responsible for reporting the 
USTRANSCOM information to DF AS Headquarters, which in tum reports to 
the Department of the Treasury. According to MSC, the DFAS Deaver Center 
did not ask for the MSC .. iRformation aeeded to consolidate and report the 
USTRANSCOM iaformation. As a result, the DFAS Denver Center applied 
aging percentaaes uaed by die AH Mobility Command to the MSC Accounts 
Receivable balallce. IA addition, the ~ process of tracking 
Accounts Receivable pmvealld MSC from providin& actual values at the 
monthIs end. The llina data llllDt to USTRAN&CoM were estimated and could 
not be subs&antiated. . 

As of September 1994, the Accounts Re.ceivab.le-Federal Entities balance on the 
MSC financial statement WU $301.4 million, with $4 million in Accounts 
Receivable over 120 days. M stated in the regulation, the more delinquent an 
account, the more likelk:: it will not be colleded. With the Access system, 
the aging of Aa:ouaU 'vabk can be baaecl on actual rather than estimated 
data. MSC Mould develop procedures to age Accounts Receivable promptly 
and report the information to DFAS Denver Center in a timely manner. 

FINIS Calculatioa of A.cerued Caqo EqJeases. During FY 1994, the 
calculation of Accrued carao Expenses at MSC did not fully comply with 
accounting principlea, standards, and policies; maximize the use of standard 
data processin&; or make the most efficient use of data processing and 
accounting metbocilolocY. FINIS was unable to procas critical data, such as 
measurement tons and iates, needed to caleulate Accrued Expenses. For 
example, more detailed me iafennation could not be added without rewriting 
the en&ire program. In addiUon, MSC perlORllel had to manually process 
approximately S,000 line items each month to generate a history report of 
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Findln& A. Internal Control Structure 

transactions. Aa a result, the account entries for Accrued Expenses, such as 
Shipping ApeemaU/~ Container, Breakbulk, and Government Bill of 
Lading, coWd ROt be subs&antiated. Through CARS, MSC made a significant 
systelll cllance dUlt slK>Uld improve the calculation of Accrued Cargo Expenses. 

FINIS ud CAJIS. FINIS waa an MSC Pacific automated data 
proceasia& SJ._ daa& plOCeSIOd ULB recorda at MSC Pacific and computed 
and accrued carao expwa. FINIS wu not properly designed to handle tbe 
accruals from MSC Pacific. Without warning or explanation, FINIS would 
periodically shut dowa and lose data. The largely manual process of correctina 
FINIS erron wu further slowed when the system failed. 

CARS has replaced FINIS in the Pacific Area Command. CARS was designed 
to automate tile manual proce•s not handled ~iatt~S, which are the posUn&
of shipments, bills, alMI expense data, and calc · · g and transmitting accruals 
and revenue lift esamates. CARS is expected to increase the efflcie.ncy, 
timeliness, and~ of. dae cargo aanal proceu. However, managemmt 
must euua that CARS oorrecta the deficieacia in FINIS. Althou&ll CAkS ._ 
replaced FOOS, die ~ identified with FINIS affected our ability to 
establisll a traasacUoa nil from die FINIS-generated Accrued Expenses account 
balance of $S6.6 millkae, as s8own on tbe MSC FY 1994 Statement of 
Financial Polition, to tAe transactions su.pportin& the account balances. 

Compliance with Accountin& Principles, Standards, and Policies. 
Periodically and ·without warning, FINIS wouJd shut down and lose data on 
cargo cxpease accruall. MSC persoancl involved in reconciling car10 expeme 
accruals could aot aplaiA why the system shut down. Wilen data were bit, 
usen had to mamJIJly ~ and iaput the data, thus increuinJ the worklald 
for four employees at MSC Pacific. In addition, FINIS created carao expc111e 
accruals for millqe, ~ charges, and port charges by estimating tm. 
chaqes ha-' Oil peac•tlpa. 

Another FlNIS deficilllcy affected accruals of cargo revenue. Revenue aad 
expense data were calcuJaled using different rates. Cara<> revenue data wee 
captured in the ULB aad the . Revenue Lift systems when transportation data 
were initially iApK at the rate effective on the sailin& date; however, when dae 
cargo expeme data wae captured in FINIS, the rate applicable on the input date 
was used. Thia illconlistency in rates occurred wt&en the previous yoar1 1 
transporta&ioa data _,.. received and input in years other than the year of 
sailin&. Aa a result, iacoale and expenses could not be matched. MSC Paciic 
penoRAel use4 tbe •eommercial Container Cost Comparison Income aDd 
Bxpalle a.port• to cel'NCt the mismatched reveaues and expenses in die 
followin& -6. TlKm cleficiencies prompted MSC to develop and implcmeM 
CARS. 

FJfectln U• el. Data Procmln& and .Aceouotlna MetbodoJoar. 
When FOOS accrued carao expeoa, MSC employees manually traclr.td, 
reconciled, aad reestablished ac.cruals affected by paylllellts from Accould1 
Payable. Paymeats against accruals were manually ent.ered in FINIS 8ld 
docume:Ated in a transaction registez. To en~ accurate payment infonnatiea, 
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MSC employees manually corrected and updated the transaction register. When 
the transaction register was corrected, FINIS processed the payment data against 
the accruals. 

If a payment was made against an accrual, FINIS generated the Accrual Match 
Report containing the reversal of the accrual, the payments made, and the 
reaccrual of any unpaid amount. At MSC Pacific, 4 employees manually 
reconciled approximately 5,000 line items per month of shipment, billing, and 
payment data. MSC Pacific personnel used source documents and control 
sheets to manually calculate and post incorrect or missing accruals generated by 
FINIS. FINIS also generated monthly expense reports, which MSC Pacific 
personnel manually reviewed and corrected. These manual processes, despite 
the efforts of MSC employees, were susceptible to errors because large amounts 
of data had to be reviewed and processed. 

VIPS Input to Accrued Expe:mes. The data produced by the feeder system, 
VIPS, did llOt fully comply with accounting principles, standards, and policies, 
and the manipulation of the data did not make the most efficient use of data 
processing. VIPS user personnel at the Area Commands did not validate the 
data entered into the system, and the internal controls at MSC Headquarters did 
not recognize errors in all instances of data entry. In addition, the accountants' 
manual process of accruing expenses from VIPS operational and other financial 
data was time-consuming. As a result, the data extracted from VIPS and used 
to calculate Accrued Expenses were not reliable, which affected the accuracy of 
Accrued Expenses reported on the MSC financial statements. User personnel at 
the Area Commands should validate VIPS data to ensure accuracy. 

VIPS. Implemented in 1986, VIPS was designed to give information on 
the voyages of MSC-sponsored dry cargo ships. VIPS provides tracking data, 
including ship itinerary, actual voyages completed, and the number of hours, 
days, and minutes that a dry cargo shi:p was in port or at sea during a given 
month. VIPS is a feeder system; its mission is to provide data for operational 
purposes, not for accounting. However, data produced by VIPS are used to 
calculate monthly accruals, such as Fuel Expense, Charter Costs, Port Char~es, 
Tolls, and Miscellaneous Expenses such as Ship Activation and Deactivation. 
Area Command personnel were not consistent in entering Military Sealift 
Command data in VIPS, and did not validate tAeir data inputs. As a result, the 
data extracted from VIPS and used to calculate Accrued Expenses were not 
reliable. 

Responsibllity for VIPS Data. MSC Instruction 4610.320, "Vessel 
Information Planning and Analysis System (VIPS) Reporting Instructions," 
September 6, 1990, assigna responsibility to MSC Are.a Commanders for VIPS 
operations, maintenance, reporting, and training for their geograpbical areas. 

VIPS Users. Tile VIPS users at ports in each Are.a Command 
are responsible for tracking wl reporting on dry cargo ships that are sailieg in 
their geographical areas. Data on scheduled ship voyages are communicated by 
message from each ship to the Area Commands and copied to MSC 
Headquarters on automated messages. Messages and other data on the voyages 
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of dry cargo ships are used as source data and input into VIPS by the VIPS 
users. In addition, the VIPS users at each Area Command are responsible for 
validating VIPS data and corre.cting errors. 

VIPS Administrators. The VIPS Administrator at MSC 
Headquarters maintains the overall operations of VIPS, makes changes amt 
improvements to VIPS applications, resolves data entry problems, and assists in 
VIPS user training. The VIPS Administrator reviews a daily •VIPS 
Arrival/Departure and Fuel Report• (Arrival and Departure Report) that details 
approximately 11,440 transactions of voyage data on previously used and 
currently operated dry cargo ships. The VIPS Administrator reviews the 
Arrival and Departure Report to identify data errors or the need for update.. 
Frequently, the VIPS Administrator requests updates on snip voyages from die 
VIPS users at the Area Commands. 

At the month's end, the VIPS Administrator reviews the •VIPs Port Time 
Report• (Port Time Report) that summarizes voyages of individual ships by 
days, hours, and minutes the ship was at sea or in port. The Port Time Report 
is used as source data to prepare a monthly •port/Sea Time and Fuel 
Consumption Report• (Port and Sea Time Report). The VIPS Administrator 
prepares the Port and Sea Time Report and submits it to the MSC Headquarters 
Accounting Division. The Port and Se.a Time Report provides the source da&a 
used by MSC accountants in preparing Accrued Expense entries for dry carp> 
ships. 

Compliance witll Accountin& Principles, Standards, and Policiel. 
The VIPS data used to accrue expenses could not be relied on for accuracy 
because the VIPS users at MSC Area Commands did not validate the data or 
always update VIPS u required. In addition, the internal controls at MSC 
Headquarters did not provide for recognition of all errors in data entry. Usas 
at the Area Commands made data entry errors and failed to update VIPS. 
Internal controls at MSC Headquarters provided for detection only of obvious 
instances of noncompliance, such as a lack of port or sea days for a ship 
voyage. DoD Regulation 7000.14-R requires that accurate financial data lac 
furnished to managemait. For example, the MSC Comptroller regularly briefs 
the Commander, MSC, about the financial status of MSC. In addition, budget 
execution requires tracking of budgeted expenses to actual expenses on a line­
item basis. Accrued Expenses and actual cash payments compose the expema 
reported on the MSC monthly profit and loss statement. Accrued Expenses are 
used to determine monthly balances for the accrued liability account, tbe 
expense account, and the net operating results. Therefore, the consequences of 
inaccurate Accrued Expenses extend beyond the financial statements and could 
influence financial, operational, and budget decisions. 

VIPS Reports. Our judgmental sample of fuel accrual 
transactions for February and July 1994 indicated that in three out of five 
transactions, the incorrect dollar amount was accrued. In one instance, tlae 
Arrival and Departure Report indicated that a ship was in port for 23 or 24 days 
during a given month. However, when the data base was summarized in ~ 
Port Time Report, no port days were reported. Lack of reported port days 
understates the accrual for Port Charges and overstates the accrual for Fuel, 
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Charges. In addition, in a Port and Sea Time Report used by MSC accountants, 
the number of days that the ship was in port or at sea was blank. In each of the 
sampled transactions, the original number of port days could not be determined 
from the Arrival and Departure Report. In another sample, the ship was listed 
as being at sea between 15 and 21 days dunng the month. Fuel was eventually 
accrued for 26 days at sea. 

Updates to VIPS. VIPS users at MSC Area Commands did not 
update VIPS. As a result, VIPS data needed at month's end to prepare the Port 
and Sea Time Report were incomplete. Although MSC Instruction 4610.320 
requires MSC Area Comnwiders to report VIPS information daily, the actual 
data input were inconsistent. These inconsistencies were attributed to other 
Area Command priorities, the nonavailability and inability of the VIPS users at 
the Area Commands to perform this function, and the lack of training on VIPS. 
Automated messages and other source data were used by the VIPS 
Administrator to determine whether ship voyage data in VIPS were current and 
accurate. The number of automated messages available for daily review ranged 
from fewer than five messages to several hundred. This volume prevented the 
VIPS Administrator from reviewing 100 percent of automated messages on dry 
cargo ships. In addition, edit checks or reconciliations were not possible 
because of strict reporting deadlines at the month's end. The VIPS 
Administrator was required to give a Port and Sea Time Report to the MSC 
Accounting Division by die 6dl working day followin& the month's end. To 
compensate for incomplete VIPS datl, personal judgment was used to interpret 
the monthly Port Time Report, and estimates were made. The ship's actual 
movements should be checke.d and reconciled with data from ship schedules, 
automated messages, and other reports to ensure that the VIPS data are 
accurate. 

Flficient Use of Data Processing and Accounting Methodology. 
Accountants must use the monthly Port and Sea Time Report, a report of VIPS 
summary data and estimated fuel use, to update the accrual data and calculate 
the total costs for the mootA by individual ships. Actual payment history is used 
to calculate averages used for accruals. For example, each day a ship is in port 
may cost $1,000. The Port and Sea Time Report shows the number of days the 
ship is in port. An MSC database system calculatea port charges based on port 
days entered and enta's the accrual data into FMIS Gateway. As noted in the 
General Ledger, the reversals are automatic; however, rees&ablishing the accrual 
for the subsequent period is manual and tedious. 

VIPS does not automatically interface with FMIS Gateway or the General 
Ledger. The port time data are manually transferred from the Port and Sea 
Time Report into spreadsheets before entry into the General Ledger. At MSC, 
6 or 7 employees must enter VIPS data from 20 to 30 ships per month or tiO to 
90 transactions. MSC pasonnel enter the data over a 2-week period each 
month. Because MSC d<a not have an integrued system, data must be entered 
manually, which could reduce data reliability and the accuracy of accruals. For 
example, VIPS data are often updated after the Port and Sea Time Report is 
prepared; however, the Port and Sea Time Report sent to the Accounting 
Division is not updated. Therefore, accrual entries based on inaccurate VIPS 
data are not corrected by MSC accountants. To improve the accuracy of 
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Accrued Expenses calculated from VIPS data, MSC must require validation of 
VIPS data. Opentio&I penonnel at the Area Commands should follow existin& 
validation procedurea to enaure the accuracy of VIPS dat.a. 

Accrual Precesl for ElpeDRS. The MSC Headquarters method of generating 
and tracting Accrued Expmses did not meet DoD requirements. The method 
did not fully comply with accounting principles, standards, and J)Olicies; the 
data proceau:f ayl&elU usec1 to gmera&e Accrued Expenses differed amooc 
components MSC; and the data processing and accounting methodoloPes 
were inefticieat. The expense tracting system now under development should 
improve the proceu. According to MSC, the system will automate the 
matchin& of dilbunelReatl and the generation. of accrued liabilities, improve 
internal coattola, ud comply with reguJatiooa. 

Compliance with Accounting Principles, Standarm, and Policies. 
The accountm& methodology used to generate Accrued Expenses did not meet 
the standards for accrual accounting. Accruals should be based on the aciUal 
receipt of goods and services. Instead, MSC estimated the accrual expense 
based on obligaPon or estimated receipt of goods and services. In Naval Audit 
Service Repm:t No. 053-H-94, •py 1993 Consolidating Financial Statements of 
the Department of the Navy Defense Business Operations Fund,• 
June 29, 1994, the Nfval Audit Service recogni7.ed that the account balances for 
accruals were ~ because of errors, financial sys&em deficiencies, and 
noncompliance · ~ reguJatioos. To correct the problem, tbe 
Naval Audit Senice . that the Assistant Secretary of the Navy 
(Financial Managemeat and Compttoller) direct Navy DBOP activities to 
es&ablish a meaaa of aackin& cxpeasa. Such a practke should geaerate mare 
reliable data and 8'UUC Jiabi1itiea that can be substantiated with expense details. 
MSC pJaaa to implolROllt an expense tracking system; however, the 
implementation dis. is uacatam. 

The Budget Office and the Accounting Division could not support expense alld 
liability acrma1s ia tile Ship Activation and Deactivation General Leda« 
Account bcicause an expaue tracking system did not exist. To determine wllen 
a sAip was activated or deacaivated, the Budget Office provided accrual amouats 
verbally to the AccouatiAg Division based on esti~ from the sllipplr. 
Neither die Budaet Office nor the Accounting Division could produce 
documeatatioa based ea ~ receipt of services to support the accruala. 
Because of the lack of documeatation, the traasaction trail needed to substaa&iate 
the account NaJaecea did not exist. To improve the reliability of the Accrued 
Expenses data from tM MSC Budget Office, MSC must establish proceduas 
that will require substaotiatioo of the Budget Office's information on costs. 

Staudanllzatiea of Data ProrARln1. MSC did not use a standardiml 
method for proccssiag accruals of expeases. Accruals were pr~ 
differently at MSC Pldfic and MSC Headquarters. Accrued cargo expenaea 
were automadcally paerated at MSC Pacillc; when correct, those expea• 
were automatically eatcnd into the Oenera1 Led&er through the interface 
between the General U4pr and FINIS. However, at MSC Headquarters, data 
extracted from VIPS, dw feeder system, were manually entered into a data.baa, 
used to calculate accrued expenses, transferred automatically, and processed by 

13 


http:recogni7.ed


Finding A. Internal Control Structure 

FMIS Gateway. A standardized process would reduce the effort needed, 
increase timeliness and reliability, and improve accountability and data 
integrity. 

Data Proceslin& and Accountin& Metbodolo&Y. DoD llegulation 
7000.14-R. states that the accounting system should make the most efficient use 
of data processing and accounting methodology. MSC Headquarters established 
manual requirements for the monUlly accruals and adjustments of Accrued 
Expenses. 

Review Process. After the close of each accounting period, all 
accrual entries are automatically reversed. As a result, accountants must review 
each accrual to determine its current status. For instance, an accountant reviews 
the disbursement listin&s, wllich 51how that an Accrued Expense was paid, to 
determine whether the payment was partial or in full. If the payment was 
partial, the remaining accrual amount must be reentered in the system. If the 
payment was in full, no adjustments are necessary. However, if no 
disbursement activity was found, the reversed accrual must be reentered into 
FMIS Gateway. 

The accrual review process is the largest function of the Accounting Division at 
MSC Headquarters, and requires approximately 2 weeks each month. 
Approximately 6 out of 13 personnel are involved m this process. Accounting 
personnel proceased 3,667 ~ transactioo& during February and July 1994. 
If the 2 months~ typjcal, 22,000 transactioos woo1d be reviewed aaaually. 

Conclusion. At MSC1 the accounting and related systems did not fvlly comply 
with the requirements of DoD Regulation 7000.14-R.. The systems did not fuUy 
comply with accoua&ing principles, standards, and policies; use the DoD 
Standard General Ledger chart of accounts; maximiz.e the use of standard data 
processing; make the most efficient use of data processing and acoounting 
methodology; or produce auditable financial statements. As a result, auditors 
could not establish a transaction trail from account balances to underlying 
transactions supporting the MSC Statement of Financial Position for FY 1994. 

To accomplish the interaal control objectives in DoD Regulation 7000.14-R., 
MSC should adapt the DoD Standard General Ledger chart of accounts, 
establish an allowance for uncollectibles, substantiate the apt& of Accounts 
Receival>Je, and ensure that CARS corrects the deficiencies m accruing cargo 
expenses. Also, VIPS pezSOARel should validate da&a extracted from VIPS. 
Accounting personnel should develop procedures to substantiate the accrual 
information transferred between the Budget Office and the Accounting Division. 
MSC expects that CARS and the Accounts Receivable system, Access, will 
improve internal controls. 
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The Control Environment 

At MSC, the control environment made existing policies and procedures less 
effe.ctive; management had not properlf trained VIPS personnel. The result 
could be increased risk of a material nusstatement of the account balances for 
Accrued Expenses. 

Formal training counea for VIPS users do not exist. Neither the VIPS 
Administrator at MSC Headquarters nor the VIPS users at MSC Area 
Commands have been formally trained on the functions of VIPS. The VIPS 
Administrator and the Assistant Administrator received on-the-job training from 
the developer of the VlPS system; however, the training did not give the 
individuals a complete understanding of the functions of the VIPS data hue. 
The VIPS users at MSC Area Commands received on-the-job training from 
predecessors. Such training was not adequate; VIPS users made errors, and tile 
VIPS Administrator freq.uently reques&ed updates to VIPS data. Our analysis el 
the daily VIPS arrival aad departure data for February and .July 1994 -... 
that 166 out of 436 transactions, or 38.1 percent, contained i&complete voyage 
data. These instances of incomplete data were included in the month-end Port 
Time Report. The Port Time Report is used to develop the Port and Sea T'1111e 
Report, which ia tranamitted to the MSC Accounting Division for expeaae 
accrual purposes. 

VIPS data are used in conjunction with other financial data to determine 
ex~se accruals for dry cargo ships. The timing and accmacy of data eatry are 
cntical to the accrual proceu. Because of the inadequacy of VIPS data, VIPS 
Administrators could not disthlguilA between actual and planned voyages. For 
planned voyage1y departure and arrival times are not entered in VIPS. If 
departure and arrival tilRCI are not show& for an actual voyage and tlle 
administrator knowa tbat the shlp sailed, the administrator uses persoul 
judgment to determine die number of days a ship wu in port or at sea. Tiie 
accuracy of the number of days at sea or in port is directly related to Accruod 
Expenses for dry cargo ships. Such arbitrary calculation of VIPS data direcdy 
affe.cts the accrual amounts for Fuel Expense, Port Charges, and Miscellaneou 
Expenses such ~ Ship Activation and Deactivation. Fonnal training courm 
should be developed and provided to the VIPS Admiaistrator at MSC 
He.adquarten and VIPS usen at MSC A.ml Commands. 

Control Procedures 

MSC did not have effective control procedures to assure ·management tlalt 
rna&erial errors were detected promptly. AccountinJ personnel did not 
document their standard operating procedures aad accounting transactions. As a 
result, managemeat could aot establish a transaction trail from account balaDQIS 
to underl . g transactions supportin& t&e MSC S&atement of Financial Posiliall 
for FY 1~. MSC should establish standard operating procedures for Accounts 
Receivable and Aecnied &.penses. 
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Control procedures or techaiques are policies and procedures, in addition to the 
control environment and tinancial management system, that have been 
established to provide reasonable assurance that spe.cific internal control 
objectives will be achieved. Standard operating procedures and accounting 
transactions should be documea&ed to enaure that material errors are detected 
promptly. 

Documentatioa of Standard Operating Procedures. At MSC 
Headquarters, standard opera1iAg procedures for Accounts Receivable and 
Accrued Expenses were nonexistent. For example, the MSC Headquarters 
Accounting Division had no written standard operating procedures, only a job 
description for the Accounts Receivable functions of tracking, analyzing, and 
reconciling. When an accountant retired unexpectedly, MSC had to reconstruct 
much of the Accounts Receivable process. 

Similarly, MSC Rad no standard operating procedures for developing the 
VIPS-based Accrued Expenses. Personnel used the VIPS data to extract ship 
data. Standard operating ~ are needed for processing VIPS data at the 
Are.a Commands and MSC Headquarters. Accounting penoonel discussed the 
extracted data with the Budget Ofi&ee to obtain cost figures. Variances between 
information from VIPS aAd the Budget Office are sometimes verified to assure 
consistency in reporting and analysis. 

The lack of standard operating procedures may affect the completeness, 
valuation, and presentation of Accounts Receivable and Accrued Expenses on 
the Statement of Financial Position. Standard operating procedures must be 
established, documented, and distributed. 

Documentatloa of Accountin& Transactions. Documentation of 
transactions or odael' sipificaDt events should be complete and accurate, and 
should facilitate tracing the transactions or events from initiation until the 
process is completed. The documentation should be useful to managers in 
controlling their operations, and to auditors or others involved in analyzing 
operations. 

As discussed in •Accrual Process for Expenses,• the Budget Office and the 
Accounting Division could not support actual expense and liability accruals in 
the Ship ActivatioA and Deactivation General Ledger Account because an 
expense tracking system dMI not exist. The Budget Office told the accountants 
the accrual aanouata hued oa estimates from the shipper. Neither the Budget 
Office nor the ~ming Division could produce documentation based on 
actual receipt of services to support the accruals. This lack of documentation 
prevented the substantiation.of fiiiancial data. 

Conclusion. Control procedures, which are necessary tD ensure that 
management objectives are achieved and material misstatements in the financial 
statements are detected, were ineffective. MSC Headquarters did not have 
adequate standard opera1iAg procedures and desk procedures for Accounts 
Receivable and Accrued Expenses. Standard operating procedures are needed 
for consistent ~ of accounting s&andards and operations. All 
accounting transactions should be properly documented and substantiated. 
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Summary 

The internal control s&ructuR at MSC did not provide reasonable assurance of 
achievin& die internal QOlltrol objectives. To accomplish the internal control 
objectives in DoD lle&ulation 7000.14-R., the accounting and related systems 
within MSC must: 

o comply with accounting principles, standards, and policies; 

o use the DoD Standard General Ledger chart of accounts; 

o maximia the use of standard data processing; 

o make the most efficient use of data processing and accounting 
methodology; and 

o produce •wlitable financial s&atemeats. 

The Under Secretary of Defense (Comptroller) is aware of the weaknesses 
found at MSC and ia the overall DBOF community. In the May 4, 199S, 
"Management Represaltation Letter for the Defense Business Operations 
Fund Financial Statements for FY 1994," sent &o the Assistant Inspector General 
for Auditing, DoD, the Under Secretary of Defense (Comptroller) reiterated 
many of the prob1eml identified duriag this audit. Throughout the DBOF 
community, systemic and procedural deficiencies exist in DoD accounting and 
financial management systems. The DoD Comptroller also noted problems wi.da 
internal controls and compliance. USTRANSCOM is also aware of the 
weaknesses in ita oompoaeats• accounting systems. In the January 27, 1995, 
"Management Reprelea&ation LeUer for the Defense Business Operattons Fund ­
Transportation FY 1994 Financial Statements,• sent to the Assistant Inspector 
General for Audi&iaa, DoD, the USTRANSCOM Director of Program Analysis 
and Financial Management noted the lack of integrated systems and lack of 
compliance with the DoD Standard General Ledger chart of accounts. Tile 
Na~al Audit Service identified similar weaknesses in the FMIS accounting 
system in its audit of the MSC FY 1993 financial statements. FMIS lacbd 
subsidiary ledgers and audit trails and did not use the DoD standard general 
ledger, and its syl&eml were not integrated. 

Since FMIS is one of two systems nominated by the DBOF Corporate Board for 
consideration aa the iaterim mipatory system for the Transportation Busiaas 
Area, we are not ma1M( ~ recommeadatioB on accowtting systems. However, 
financial data will not oe reliable until a standardized accounting system is 
identified and implemeatod for the USTR.ANSCOM components. 

MSC has takml s&epa to improve the Accouats :Receivable tracking and expena 
accrual process. CARS, Ac.cess, and the expense tracking system are in varyiaa 
stages of completion. A&r implemontation, MSC expects improvemeat ill 
intemal con.trofs. 
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Management must emphame both environmental and procedural controls. This 
emphasis must include training of personnel and developing written standard 
operating procedures. Otherwise, the weaknesses in the internal control 
structure may continue to hinder management's ability to rely on the financial 
statements, and auditors will be UA&ble to verify the accuracy of the statements. 

Recommendations, Management Conunents, 
and Audit Response 

A. We recommend that tbe Commander, Military Sealift: Command: 

1. TnmsWon toward us1n& the DoD Standard Gene~ Ledger chart 
of accounts and improve the accuracy of crosswalks being used for 
reportin& in the interim. 

Management Comments. MSC partially concurred. MSC agreed that the use 
of the DoD Standard General Ledger chart of accounts is appropriate and has 
developed a crosswalk for reporting to the DFAS Denver Center. However, 
MSC stated that significant resources are required to make the change to the 
MSC accounting system. MSC suggested that this requirement be placed in 
abeyance until a decision is made to select the migratory system for 
transportation. 

Audit Respome. MaaagelBeat comments were not fully responsive. We agree 
that waitiag until a mie_ratory system baa been sdected, before expending 
resources to bring the MSC accounting system into compliance, may be more 
cost effective. However, we are concerned about the accuracy of the crosswalk 
used for reporting to the DFAS Denver Center. As the 
USTRANSCOM Director of Program Analysis and Financial Management 
noted in the management representation letter, dated January 27, 199S, "Since 
the crosswalks do not always have a one-for-one relationship to the SOL, 
transactions are not always properly recorded and accounted for to permit the 
preparation of reliable financial statements . . . . " Improvements to the 
crosswalk are needed to minimiJ:e the potential for accounting errors. MSC 
should work with the DFAS Denver Center to alleviate the problems with the 
crosswalk caused by the lack of a one-for-one relationship. These interim 
corrections should tm~e tAe reliability of the financial statements. We 
request that MSC provide additional comments on our recommendation, wllich 
has been modified to clarify our iment and to accomodate MSC comments. 

2. Use the Allowance for Loss on Accounts Receivable account from 
the DoD chart of accounts and establish the criteria for detennlniq the 
allowance ·fer FY 1995, ·81 stated in DoD Regulation 7000.14-:R, "DoD 
Financial Manapment," Volume 1, May 1993. 

Manaaement Comments. MSC concurred and stated that the action will be 
completed before the end of FY 1995. 
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3. Stop esthnatin& the aaina data for Accounts Receivable and 
establisb procedures tllat use actual data in the agin& of Accounts 
Receivable as requlrecl by DoD lleplatioa 7000.14-R., •non Financial 
Maaqement,• Velulm 1, May 1993. 

Maaaaement Cmrwmts. MSC concurred and stated that the action is 
complete. The new system, Access, can provide actual Accounts Receivable 
data. 

4. lm.plemeat pnadures to analyze and document whether the new 
Caqo Acaual Syslml effectively corrects the deficiencies in the Financial 
lnfonnatioa System. 

Manaaement Commeats. MSC concurrtd and stated that under the new Carao 
Accrual System, revenue and expense workloads must be matched and any 
unbilled revenues and unpaid expenses will be automatically calculated. In 
addition, any system problems will ·be promptly identified and corrected. 
Management CORlidera die corrective action complete. 

S. Fellew procedures te validate the Vessel Information Plannina 
and Analysis Sy&tmi11 dry caqo data Wied te establisll Accrued ExpemM, 
as stated in MJlital')' Seallft Connnand lmtructioa 4'10.32D, •ve.ael 
lnformatlcm Plannina awl Analysis System (VIPS) R.eportina ImtrudioDI,• 
September ,, 19'0. 

Manapment Conunents. MSC con.curred and stated that the VIPS 
replacement prototype will provide accrued expenses in acoordance with MSC 
Instruction 4610.32D. The aciioa is expected to be complete iA 
December 199S. 

Audit Response. Management comments were ~sive, but additional 
clarification ia needed. We commend MSC for identifying problems with tac 
current VIPS and developiag a VIPS rep)acement. However, we are not certain 
whether MSC is deveJopiq a new prototype system or upgradina the curreat 
system. In addition, VIPS fa an opera&iooal system that supplies the data needed 
by accountan&a to calculate accrued expenses. The MSC Instruction 4610.32D 
does not require validation of ace~ ~~ses, but rather validation of the data 
entered in VIPS. MSC should clarify how the data will be validated in 
compliance widl MSC Instruction 4610.32D. We request that MSC provide 
additional comments oa this pio&otype system tAat is expected to be operational 
by December 199S, aad ita capacity for validating data. 

6. l&tabllsla ••dard operatin& precedures for substantiatln& tile 
cc.a ftpnw 1lllcl te Wl'UI dry carp expemes. 

Mampn:ant Own'""s. MSC CQACUll'ed wt stated Sbat the VIPS 
replacemeat I Item will provide accnied expenses ill accoRlaRce with MIC 
InstrucUon 46r0.32D. Action is expected to be complete in December 199S. 

Audit R.espome. Management comments were not fully responsive. MSC did 
not specify how the new system will substantiate the cost figwes used to accrue 
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dry cargo expenses. The recommendation applied to the cost figures obtained 
from the Budget Office as well as the data extracted from VIPS. Neither the 
cost figures obtained from the Budget Office nor the data extracted from VIPS 
were always substantiated. Standard operating procedures are needed to ensure 
that the data are substantiated. We request that MSC provide additional 
comments on how this recommendation will be implemented. 

7. Determine the training needs of personnel who work with the 
Vessel Information Phmning and Analysis System and provide training on 
the system and the related regulations. 

Mana1ement Comments. MSC concurred and stated that a tutorial will be 
developed for the VIPS prototype system. The action is expected to be 
complete in December 1995. 

Audit Response. Management comments were not fully responsive. In order 
to be more specific about actions necessary, we modified the recommendation to 
clarify that MSC should determine the training needs of personnel who work 
with VIPS and provide training to them on the system and the related 
regulations. MSC did not state that it would determine the training needs of the 
personnel working with VIPS, nor did MSC state that it would train personnel 
on the related regulations. Current VIPS users may possess the user's manual 
and several technical guides. However, these aids are not sufficient as training 
tools. We believe that formal as well as on-the-job training is required. Once 
the training needs have been identified, whether on the current or new system, 
the trainin~ curriculum needs to be developed and executed. We request that 
MSC provide additional comments on the training of personnel who use VIPS. 

8. Develop departmental standard operatin& procedures and desk 
procedures for each sectioa of the Accouatin& Division and the Vessel 
Information Plannin& and Analysis System's operations, and verify that the 
procedures are accurate, updated, and readily accessible. 

Management Comments. MSC concurred. MSC stated that procedures will 
be developed in conjunction with changes in VIPS and accounting procedures. 
Reengineering and automation efforts will impact these procedures. The target 
completion date is the end of FY 1996. 

Audit Response. Management comments were not fully responsive. We agree 
that standard operating procedures for the Accrued Expenses generated by the 
VIPS replacement prototype should be held in abeyance until the system 11 on 
line. However, standard operating procedures for each sectiOn of tbe 
Accounting Divis.ion sbou1d he developed in a more timely manner. Standard 
operating procedures for the aew system, Access, shoukt be developed before 
the end of FY 1996. We request that MSC reconsider its comments on the 
standard operating procedures for the Accounting Division and the completion 
date. We also request that MSC provide an explanation of the time frame 
required to implement this recommendation. 
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Management Comments Required 

The Commander, Military Sealift ComlJWld is requested to comment on the items 
indicated with an X in Table 1. 

Table 1. Manapment Cmmnentl Required oa .Flndin& A. 

1teoor:nmdatiea c.c.:urt Propoeed Completion 

Nugiher Ngpoopcur .wa JlS 

1. x x x 

s. x x x 

6. x x x 

7. x x x 

8. x x x 


•1c - Ia&erMI coa&ro&a 

21 




Finding B. Military Sealift Command 
Computer Security 
General controls associated with access and accountability over the ULB 
application programs and data were not effective. This made application 
programs and data vulnerable to unauthorized access and alteration. 
These conditions occurred because computer security personnel did not 
follow policies and procedures that required proper management of 
access to the application programs for the ULB and accountability for 
user identification codes (user IDs). In addition, security personnel were 
not properly trained and supervised in their responsibilities. As a result, 
at least 31 users could alter ULB data without detection, and at least 
7 user IDs of unauthorized personnel were still in use. 

Computer Security Responsibilities 

The ULB is the automated manifest-based cargo system used by MSC to process 
cargo manifests for customer billings. The ULB generates the Revenue and 
Accounts Receivable account balances. The ULB operates on a mainframe 
computer owned by the Defe.nse Information Processing Center in Washington, 
D.C. 

General controls are policies and procedures for an organization's overall 
computer operation. General controls are classified as organization and 
segregation of duties; systems design, development, and modification; and 
security. Within the broad scope of general controls, we reviewed computer 
security related to user access to the ULB. The Defense Information Processing 
Center is responsible for the physical security of the MSC computer and work 
area. MSC personnel are responsible for access and accountability of users of 
the MSC programs and data. 

OPNA V [Naval Operations] lllstruction 5239. lA, "Department of the Navy 
Automatic Data Processing Security Program," April 1, 1985, and COMSC 
[Commander, Military Sealift Command] Instruction 5510.SD, "COMSC 
Security Manual," May 26, 1992, assign the responsibility for ensuring 
adequate automatic data processing (ADP) security to the activity's commanding 
officer and the ADP security staff. The instructions also define the 
responsibilities of the ADP security officer and the ADP systems security 
officer (ADPSSO). 

The ADP security officer, u the senior member of the ADP security staff, 
should ensure that an ADPSSO is appointed for each automated information 
system, project, or application. The ADP security officer should advise and 
assist, direct the ADPSSO in carrying out ADP security responsibilities, and 
review the plans and procedures of the ADPSSO for completeness and 
adherence to policy. 
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Responsibilities of the ADPSSO include performing .system risk assessments and 
monitoring system~. The ADPSSO should identify the levels of access 
and type of data by each automated information system, and should 
assign passwords. In addition, the ADPSSO should review audit trails and 
outputs to ensure compliance with security directives and procedures, and 
should maintain a current list of all users having access to each automated 
information system. The list should include names, codes, and user IDs. 

Implementation of Computer Security Policies and Procedures 

System security personnel at MSC Headquarters did not follow DoD compvt« 
security policies and procedures. The ADPSSO did not review and adjust dle 
level of access needed by and granted to ULB users. The ADPSSO did not 
properly monitor and remove user IDs when access to the ULB was no lonpr 
required or authori7.ed. In addition, MSC system security personnel did not use 
an available security feature to control access to the programs and data. 
Consequently, at least 31 users could altel' ULB data without detection, and us 
IDs of unaudlorized personnel were still in use. If tbe ADP security officer and 
ADPSSO had periodically reviewed security operations for compliance with 
security procedure&, tbele weaknesses in security could have been corrected. 
MSC did, however, take prompt action to remedy some of the problems we 
foood. 

Level of Acce11 to lJLB Data and Pn>aramL At leaat 31 uas at MSC could 
al&er ULB data without ddectioo. The ADPSSO did not follow Del> Direciiw 
5200.28, "Security Bequirementa for Automated IafonnalloR Systeml,• 
March 21, 1988, wbich reqWres the use of tlle least-privilege priaciple. Uader 
the least-privile~ princlpJe, the system pants access only to the information to 
which the user 1s entitled by virtue of security clearance and approved acceu. 
The ADPSSO had not reviewed and evaluated the need for user acceu to tbe 
MSC Revenue Production library (the Library). 

We reviewed the list of personnel who had been panted access to the Library, 
wbich contains sensitive pro&rams and files from the ULB. According to t1'e 
ADPSSO for tlle ULB, only a few employees from the Information Resouice 
Directorate'B Busi':!llstems Divisim (die technical brwh responsible for 
program chanps) have access to the eatire Library. Employeea fl'Q8I 
operational brmches, IUdl u the Performance and Analysis Branch, sbould 
have access to only a few files of the library. However, we found that all 
31 users could alter ULB data witbout de&ectioo. MSC computer recurky 
personnel sbould follow established prucedures in DoD Directive S200.28 that 
require the ADPSSO to periodically nwiew user IDs for the level of accas 
needed by users. 

AccountabWty for UIU ldentlflcatioa Codes. The ADPSSO did not foDow 
DoD and MSC guidance on accountamlity for usa: IDs. The ADPSSO did l8t 
periodically review user IDa to ensure that they were up-to-date. In addit.ial, 
MSC did not utili1.e a feature of the existing security software that would 
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establish an audit trail for ddecting user access. Consequently, at least seven 
user IDs for unautlloriDd peneanel were still in use. Four of the seven user 
IDs could also alter any ULB data without detection. In addition, we found two 
user IDs with high numbers of security violations. Security violations represent 
unsuccessful attempts to eater the system using i~ passwords or user IDs. 
These high numbers of security violations may indicate that MSC employees 
and contractors circullted tae Ulet IDs or ~words around the work area. 
However, we could not ddamiAe who committed the violations or the causes of 
the violations. MSC should follow established procedures and cancel user IDs 
immediately upon terminaaion of employment or other appropriate 
circumstances, and should review computer access lists and update them as 
necessary. MSC should activate the Computer Associates Access Control 
Facility Version 2 software that provides an audit trail of user access. 

Review of 'URI" ldmdflcatlon Codes. We reviewed a partial list of 
ULB users. The lilt coataiaed information aucll as name, level of access, and 
number of teCUri.ty violatiolas. We noted die following problems with access 
controls. 

o User ID oae wu a.Nipcd to a former contractor's empiofee. The 
computer account was .W active, although die user left MSC m August or 
September 1994. Aao&ller e&lDleyee used the cemputer account, and at the time 
of our review had commi&ted 262 security violations as of the last access date of 
December 9, 1994. Tbe user could alter data within the ULB. 

o User ID two, assiaaed to a former MSC employee, was still active. 
The last access date was Fdlnmy 3, 1995. 1be user could alter data within the 
ULB. 

o User ID three, assigned to a former MSC employee, was still in the 
system. The last access date was December l, 1993. The user could alter data 
within the ULB. 

o User ID four, asaiped to a former employee of a contractor, was still 
in the system. The last acceu date was October 3, 1994. The user could alter 
data within the ULB. 

o User ID fiw 61 u lplcify a user name. At the time of our review, 
the accouat had COIBllli&ted 211 security violations since the last access date of 
December S, 1994. 

o User ID six lilted maly a fint name. The accouat had commiue.d five 
security violations aa of tbe laat accesa date of December 9, 1994. 

o User IDs six and leVCll are assiped to MSC contractor personnel who 
perform emer1ency support far tlae ULB. 

When tbese problems were dildoled, MSC Headquarters corrected the 
discrepancies associa&ed with .- IDs one, five, and six. MSC Headquarters 
also deleted four o&JIOr \llel' JDa. Based OA the problems found in our partial 
review, a comp)ete review of user IDs is needed. 
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According to a terminal area security officer at MSC Headquarters, the user IDs 
for departing employees are removed by the customer support center's staff 
during an employee's check-out. However, our audit work showed that the user 
IDs were not being removed. MSC must establish computer security 
procedures for immediale cancellation of user IDs upon termination of 
employment or other appropriate circumstances. 

MSC did not update the access listings; therefore, when an old user ID is 
reissued, the new employee may automatically be given the same level of 
access, such as the ability to alter data within programs and files, as the former 
employee. MSC should delete access to the files and programs linked to the 
user's account after individual user IDs are removed. MSC should require 
verification of the need for access and verify the appropriate access levels before 
issuing new user IDs. 

MSC maintained user IDs six and seven for emergency contractor support. Thia 
was done to allow the contractors to recover quickly from an after-hours '11' 
weekend computer emergency. According to MSC Headquarters, several days 
would be needed to reestablish a user ID. The need to retain the user IDs may 
be justified. However, allowing contractor employees to have continual ac.ceu 
to the MSC system with few security checks exposes MSC Headquartea 
programs and data to unnecessary risk. MSC Headqua.rten should restrict 
contractors to authoriz.ed tasks. 

Computer As.wiates Acceu Control Facility Version 2 Software. 
DoD Directive 5200.28 requires that MSC have safeguards to ensure that eacll 
person with access to the automated information system is held accountable for 
his or her actions. Additionally, DoD Manual 5200.28-M, •ADP Security 
Manual,• June 2S, 1979, requires users to identify themselves to the system 
before gainin& access. The Defense Information Processing Center's mainframe 
computer has Access Control Facility Version 2 software to control computer 
security and accountability for users. The software works with the computa''1 
operating system to COAtrol access to the computer by allowing access for valid 
requests and denying access for invalid attempts. The invalid attempts aro 
logged as security violations and are tracked to individual user IDs. The 
security software can also record attempts at improper access or attempts to 
access sensitive files. However, the security log feature of the Access ComrGl 
Facility Version 2 software was not being used. Therefore, tbe compu&lr 
security officer could not readily detect improper access to the system or revin' 
access to sensi&ive files. MSC should activate the security log fature of die 
Access Control Facility Version 2 software to provide an audit trail of access to 
the ULB programs and data. 

The problems as.sociated with computer security could have been avoided. Doll 
Directive 5200.28 provided guidance on the level of access to security 
programs, and DoD Manual 5200.28 provided guidance on accountability fer 
user IDs. If the ADP security officer and his staff had conducted periodic 
reviews of security operations for compliance with security procedures, thele 
weaknesses in security could have been corrected. 
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Training and Supervision of ADP Staff 

The ADP security officer did aot properly train or supervise. the ADPSSOs in 
their security responsibilities. 1be ADP securi officer 1 Wied inadequate 
technical training on security to his ADPS~ and Jrnot execute his 
supervisory responsibilities. ADPSSOs were W1familiar with the requirements 
of DoD and MSC directives and failed to implement the guidance. Because 
security policies and procedures were not implemented, the ULB programs and 
data were vulnerable to unauthoriz.ed access and changes. 

Trainin&· OPNAV Instruction S239. lA states that security training is the key 
element of the Navy's ADP leCUl'ity program. The training can be formal or 
informal, and can range from security awareness training for top-level managers 
to highly technical security training for ADP operations personnel. 

We reviewed tbe training materials for •Buie Automated Information System 
Security Awareness,• July 1994, provided to ua by the ADP security officer at 
MSC Headquarters. Tiie ADP security officer admilliaters this 1-:hovr training 
program annually to terminal area ~~9 officers and ADP systems security 
officers. The J?"O&nm consists oi briefinc chartl and a security awareness 
video, emphasizing security awareness for end users. Buie security awareness 
training may be adequa&e for terminal area security officers; however, because 
of the tecbnical nature of the ADPSSO responsibilities, training for the 
ADPSSOs should be more specialized. OPNAV Instructioll S239.1A, 
Appendix D, outlines the Navy's ADP security curriculum. The Navy 
recommends two 40-hom' ADP security course&. Ia addition, training on the 
administration of the Accesa Coattol Facility Version 2 software could impro.v>Vee 
the security officels' uaderstaading of the software's capabilities. MSC should 
revise the security and training program fer ADPSSOs to provide ~ 
technical information on maintainina computer security. 

Supervision. The ADP secun.ity officer did not pronerly supervise the 
ADPSSOs. The ADP security officer failed to execute hlSresponsibilities as 
defined in OPNAV Insuuctioo S239.1A and COMSC Iastruction ~S10.8D. The 
problems associated with the level of access and tbe \llel IDs occurred before 
the current ADPSSO wu appointed mt DecemW 16, 1994. The ADP security 
officer did not euure daat die ADPSSOs a'1heRld to pOOcies and procedures. 
The ADPSSOs were aot aware of basic security information alM>Ut the ULB. 
Consequmtly, the ADPSSOI did not rot>UIY perform the du&ies or execQte the 
responsibilities u eatabtilAod ia IOCUnty regu)atioas. 

The Navy insUudionl specified the aupervilDry respomibilities of tbe ADP 
security officer. The ADP security officer is responsible for tnining and 
supemsin& the ADPSSOa. After an ADPSSO is ~' the ADP security
officer should ensure that the ADPSSO follows existing security regWatioas. 

The ADPSSOs were unaware of the security violations found ~ our review 
of the ULB. The ADPSSOl llad not reviewed tile user access liaaia& to verify 
need and authoriation. In addi&ion, the ADPSSOs wem unaware 
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that seven user IDs for unauthorized personnel were still in use. Proper 
supervision from the ADP security officer should have prevented those 
shortcomings. 

The ADP security offi.cer was aware of the weaknesses in computer security. 
During the period September 24 to November 4, 1994, the ADP security 
officer, with contractor representatives and application representatives, 
performed a risk assessment that included the ULB. The assessment showed the 
need for both improved internal controls and an increased awareness of security 
initiatives already taken. The assessment also showed the vulnerability of the 
ULB to disclosure of sensitive information. In addition, the ULB had few 
protections against fraudulent diversion of program funds, and the ULB could 
not identify employees responsible for system changes. 

Conclusion. The ADPSSOs did not follow the security policies and procedures 
because they lacked training and supervision by the ADP security officer. In 
addition, buic internal controls, such as removing the user IDs of departina 
MSC employees, did aot work. User IDs were still active several months aft« 
the most recent accesa. Proper training and supervisioR must be in place to 
ensure effective computer security. 

Recommendations, Management Comments, 
and Audit Response 

B. We JW'OIDmend tbat the Commander, Military SeaUft Command: 

1. F.stabu.m computer security policies that direct: 

a. Verification of the need for access and veriracation el 
appropriate access levels before \nuing new user ldentitlcatioll codes. 

Manaaement Comments. MSC concurred. The Automatic Data Processing 
Security Officer and the project managers will define access levels and create 
rules associated with the groups for each MSC application. These actions will 
be completed by September 1995. 

b. Deletion of files ancl proarams linked to user accounts 
after individual user Identification codes are removed. 

Manaaement Comments. MSC concurred. MSC agreed that whenever a 
specific User ID i1 dele&ed, all associated data sets should be deleted. MSC 
stated that the deletion of associated data sets with a specific user ID i1 
automatically done by the data processing center. This occurs at least once a 
week. MSC will take action by September 1995 to ensure that the new dam 
processing center in Mechanicsburg deletes all Access Control Facility V eniea 
2 software rules associated with a user ID. 
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Audit Respome. Management comments were fully responsive. However, the 
data processing center does not automatically delete data sets associated with 
specific user IDs scheduled for deletion. We found that the MSC requested 
deletion of specific user IDs on'January 9, 1995. On February 27, 1995, nearly 
6 weeks later, a list of access programs and data sets associated with the specific 
user IDs to be deleted was still in effect. The user IDs were not deleted in the 
next program load. At the new data processing center in Mechanicsburg, 
Pennsylvania, MSC must ensure that all deletions of time sharing option 
accounts and associated data sets take place at the same time. No further 
comments are required. 

2. Review periodically the user identification codes and a~ levels 
for all employees, as required by DoD Directive 5200.28, •Security 
Requiremellts for Automated Information Systems," March 21, 1988. 

Management Comments. MSC concurred and stated that the review will be 
completed monthly at Headquarters and Area Commands. This action will 
begin in June 1995 after the transition of the Defense Information Processing 
Center from Washington, D. C., to Mechanicsburg, Pennsylvania. 

3. Cancel user identification codes immediately upon termination of 
employment or other appropriate circumstances, as required by OPNA V 
[Naval Operations] Instruction 5239.lA, "Department of the Navy 
Automatic Data Procesmta Security Program,• April 1, 1985. 

Manaaement Comments. MSC concurred and stated that the policy is already 
in effect, but will be improved by immediate training of the employees in the 
MSC Customer Support Center. 

4. Develop amm procedures that will restrict contractor employees 
to authorized tasks as defined in DoD Directive 5200.28, •Security 
Requirements for Automated Information Systeim," March 21, 1988. 

Mana&ement Comments. MSC concurred. Responsible personnel will define 
access levels (groups) and create rules associated with these groups for each 
application. Action will be completed by September 1995. 

S. Activate the Access Control FacUity Version 2 software or other 
ace~ software used by the Military Sealift Command to establish an audit 
trail for detectin& unauthorized access, as defined in OPNA V [Naval 
Operations) blstrudioD 5239.lA, "Department of the Navy Automatic Data 
Processlna Security Program,• April 1, 1985. 

Manaaement Coovnents. MSC concurred. MSC will confer with the support 
staff for tbe Access Control Facility yersion 2 software to develop logon 
accesses to the system that do aot degrade system performance. This action will 
be completed by J~ 1996. 

Audit Response. Although MSC concurred with the recommendation, we do 
not consider tbe planned actions to be fully responsive. MSC operates ·a 
computer system that does not maintain an audit trail or log for detecting 
unauthoriud access. This shortcoming is not in compliance with OPNAV 
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[Naval Operations] Instruction 5239. lA, "Department of the Navy Automatic 
Data Proceuin& Security Pro&ram," April 1, 1985. All data pro~ 
associated with this ays&em. are vulnerable to unauthori1:ed access without 
detection. Thia probJan *>ukl be corrected before June 1996. We request that 
MSC reconsider the completion date aad provide an explanation of the time 
frame requiNd to implement this recommendation. 

6. Dlnd die au&ematic data preceaina security officer to conduct 
periodic reviews el security operatlons fer compliance with securlt7 
~ u den..t la OPNA V (Naval Operatiom] Instruction 5239.lA, 
Department of· the Nal')' Automatic Data Processin& Security Program,• 

AprD 1, 1985, ad COMSC (Commander Military Sealift Command] 
Instructlell 5510.ID, May 26, 1992. 

M:anaaement CAD111¥Dts. MSC concurred. The Automatic Data Processing 
Security OfflCOl wiU maiatain exception reports with names and relevant data ea 
user IDs. Ultl of ~ accesa attempU will be part of the audit trail ~J 
June 1996. O&her exception reports will be reviewed to determine whether 
action is needed. Reviews will begin in January 1996. 

Audit Respomie. Aldloup MSC coacurred with the recommendation, we do 
not consider tbe plaaned adions to be fully responsive. Exception reports can 
provide a basis for conducting periodic reviews of security operationa. 
However, waiting umil January f996 to begin the review allows neatly 
6 mootha to pus without a proper review of users who leave the command ar 
user ID1 of Wk-~ users. As stated in the audit respome to managemeat 
commeata mi l.ecom-dadon B.S., tllil problem should be corrected befoe 
June 1996. We ~ tlaat MSC recoaaider the completion date and provide a 
explaAatioa ol die a.. fw required to imp)emeat the reYiews of ICICurity 
operatiou. 

7. Revile die security aad tnWna proaram for automatic data 
procesdn1 .,.._.. wurltJ oftlcen to previde more techukal lnfonnati• 
oa the Access Contnl Fac:rn~;n1GD 2 software and to comply with tbe 
auhDDatic data pneers191 curriculum, u defined in Appendix D ti 
OPNAV (Naval Operatiom) lmtrud1oa mt.IA, "Departmnt el the Na"f 
Automatko Data l'realllq Securitf Pro&ram." AprU 1, 1'85. 

MaaapmeDt Cl\V'PMats. MSC concurred. MSC stated that the lealdty 
prnoRDe1 IAd pmjecC manaptll will provide training in the Acces8 CoaUal 
Facility Vorlioa 2 IOAwaa~ In additioa, die security officer will conduct• 
auual refresher counc in security. Traiaiaa will be&in by January 1996. 

Audit :iesponR. Altlaollllt MSC concurred widl tile recommendatioR, we ea 
not consMier tRe CGIR.., fully reapo.ulve. MSC did not address the aecurity 
training as defined ia Appcindix D of OPNAV (Naval Opelatieu] ~ 
S239.1A, ·~m•t of the Nmn1 Automatic DMa Processillc Secud&y 
Program," April 1, 19&5. ADP ~' ia addition to trailWlc on the AGClll 
Control Facility Vaaioe 2 ~, ii iequired. We request that MSC 
reconsider its poMtioA aad provide adclitioaal comments in its response to the 
final report. 
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8. Direct the automatic data processin& security officer to properly 
supervise computer security staff as required by OPNA V [Naval 
Operations] Imtruction 5239.lA, •Department of the Navy Automatic Data 
Processin& Program," May 1, 1'85, and CO MSC [Commander, Military 
Sealift Command] lmtnactlon 5510.SD, •coMSc Security Manual," 
May26, 19'2. 

Management Comments. MSC concurred. The ADPSO will ensure that the 
ADPSSOs maintain the required documentation and be current on other 
requirements. The ADPSSO will provide security training on automatic 
information systems to users and technical support personnel by January 1996. 

Audit llespome. Maaapment comments were fully responsive. However, in 
listing tbe duiia expected of dlit ADPSSOI, MSC omitted the responsibilities of 
the ADPSSOa tbat lead to the weaknesses identified during the audit. The 
ADPSO must ensure that the ADPSSOs comply with the Navy instruction, 
which states that tbe ADPSSO lbould: 

Monitor system activity, including identification of the levels and 
types of cla&a baadled by the ADP systems, assipment of passwords 
and review of audit tnila, output, etc., to eoaure compliance with 
security directive& and piocodures. 

Management Comments Required 

The Commander, NilUaTy SeaH• CoemaAd, ia requested to comment on the items 
indicated with an X in Table 2. 

Table 2. Manapmeot Comments Required on FJrulin& B. 

Recommmdat.ioa 
Nnmbw 

c.t:ul 
N'D'fl'PIT 

Proposed 
ASiml 

CompleQoa

J;}S 


s. x x x 

6. x x x 

7. x x x 
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Appendix A. Scope. and Methodology 

Scope and Methodology 

Our audit evaluated the internal control structure for the Military Sealift 
Command portion of the transportation business area of the DBOF. The 
internal control structure is the organization, methods, and measures with which 
an organization performs its activities to accomplish its objectives. Internal 
controls are the tools established by management to accomplish the 
organization's objectives. 

The USTRANSCOM FY 1993 Statement of Financial Position was the basis for 
the preliminary estimate of materiality. The four material accounts selected for 
review were Accounts Receivable; Property, Plant, and Equipment; Accounts 
Payable; and Other Non-Federal Liabilities. The review showed that MSC and 
the Air Mobility Command made up $2.7 billion out of $3.1 billion reported in 
USTRANSCOM FY 1993 financial statements for the four selected accounts. 

To review the Statement of Financial Position, we examined four account 
balances that were determined to be material based on the USTRANSCOM 
FY 1993 Statement of Financial Position. We selected two asset accounts, 
which made up $1. 7 billion out of $1.9 billion of the total assets reported 
(excluding Fund Balances with Treasury), and two liability accounts, which 
made up $1.4 billion out of $1.5 billion of total liabilities reported. Accounts 
Receivable; Property, Plant, and Equipment; Accounts Payable; and Other 
Non-Federal Liabilities were most significant to the users of the Statement of 
Financial Position. At MSC, the accounts that were reviewed as part of the 
Other Non-Federal liabilities on the consolidated statement were listed as 
Accrued Expenses. On the MSC portion of the USTR.ANSCOM FY 1994 
Statement of Financial Position, the two asset accounts totaled $1. 8 billion, and 
the two liability accounts totaled $2.1 billion. We did not quantify any errors 
found during the review. To achieve the audit objective, we: 

o prepared the FY 1994 client profile and account cycle memorandums; 

o examined the policies and procedures that applied to MSC computer 
operations and tAat created the eavironment in which application controls and 
user control techniquea operated; 

o determined the level of automation in the MSC automatic data 
processing system and assessed the manual intedaces between systems; 

o determined the reliability of computer-processed data used during the 
audit; 
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o determined the processes used to prepare the MSC financial statement, 
including significant accounting estimates, disclosures, and computeri7.ed 
processing; 

o determined the processing involved, from the initiation of transactions 
to their inclusion in the financial statements, including the nature and type of 
records, journals, ledgers, and source documents; 

o determined whether account transactions were valid, accurate, 
properly classified, and recorded in the proper accounting period; 

o reviewed the effectiveness of the MSC management control program 
in compliance with DoD Directive 5010.38, "Internal Management Control 
Program," by comparing the Area Commands' Annual Certification Statement 
with the MSC Headquarters Annual Certification Letter; and 

o assessed compliance with laws and regulations and standard operating 
procedures for each account cycle memorandum reviewed. 

Our review was made primarily at MTMC and MSC. The Air Force Audit 
Agency evaluated the adequacy and effectiveness of selected internal controls 
and assessed compliance with laws and regulations applicable to the FY 1994 
Statement of Fmancial Position for the Airlift Services Division of 
USTRANSCOM. We discontinued our review of MTMC after determining that 
findings reported by the Army Audit Agency in its FY 1992 audit were still 
unresolved, and after performing a preliminary assessment of accountinc 
conditions at the Defense AccoWlting Office, Bayonne, New Jersey. 

Scope Limitation. We limited our review to four accounts on the MSC 
Statement of Financial Position for FY 1994: Accounts Receivable; Property, 
Plant, and Equipment; Accounts Payable; and Accrued Expenses. In addition, 
we reviewed the management control program and the MSC financial statemeat 
reporting process. We did not perform substantive testing of the transactims 
sull\X?rting the account balances on the FY 1994 Statement of Financial 
Position. 

Use of Computer-Proceued Data. To achieve the audit ~tive, we limit.od 
our review of comput«-processed data to the data contained IA the ULB and d1e 
Revenue Lift Syatem at MSC Headquarters. To assess the reliability of the 
data, we observed the data input to the ULB as it first entered the system, 
checked the progress of the data ·input, reviewed output reports, and compared 
the output with the expected results. Based on our limited review, we 
considered the data in the ULB reliable and did not find errors that would 
preclude the use of the computer-processed data. 

Audit Period, Standards, and Locations. This fiAancial s&atemeot audit wu 
made from June 1994 through April 1995 in accordance wi&A auditing s&amlaala 
issued by the Comptroller General of the United States as implement.ed by die 
Inspector General, DoD. Accordingly, we included such tests of internal 
controls as were considered necessary. Appendix F lists the organizad<Mas 
visited or contacted during the audit. 
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Management Control Program 


DoD Directive 5010.38, •1ntemaJ. Management Control Program," 
April 14, 1987, requires DoD orpnizations to have internal control techniques 
in place to ensure that events are. occurring as desired, and to have a program to 
evaluate those controls. We determined whether MSC complied with DoD 
Directive 5010.38. Specifically, we reviewed MSC internal controls over the 
transactions supporting account balances on the Statement of Financial Position 
for FY 1994 for Accounts Receivable; Property, Plant, and Equipment; 
Accounts Payable; and Accrued Expenses. In addition, we reviewed the 
internal controls associated with access and accountability in the ULB 
application programs and dala. Also, we determined the extent to which MSC 
evaluated its internal controls over accounting and related systems and computer 
security and the results of any self-evaluation. 

Adequacy el Controls. We identified material internal control weaknesses at 
MSC as defined by Dell l>inldive SOl0.38. MSC internal controls for 
accounting and mated syltelBS wse not adequate to establish the transaction 
trail from the account ba'a!'C1" to transactions ~ the MSC Statement of 
Financial Position for FY 1~. In addition, tbe mt.emal controls for computer 
security wae not adeQuatc to prevent unauthorized access to the ULB 
application propams aacf data. Recommendations A.1. through A.8. and B.1. 
throu&h B.8., if implement.ed, will correct the weaknesses. Although we could 
not quantify the pmentiaJ monetmy benefits associated with implementing the 
recoallmendations, we identified o&8eI' potential benefits. See Appendix E for a 
summary of the potential benefits resulting from the audit. A copy of the report 
will be provided to the senior official responsible for internal controls in the 
Office of the SecN&ary of die Navy. 

Adequacy of MSC Self-~ of Applicable Internal Controls. MSC 
officials identified~ related systems as an assessable unit and, in 
our opinion, comdiY · · · the risk assocJated with those systems as high. 
In its Annual Statemeat of Auurance, MSC identified and reported material 
internal cootrol weaknales, such as inaccurate accruals and inaccurate Accounts 
Receivable, resultiA& fiom the accounting and related systems. MSC has 
develcped, but haa aot fully implemented, procedures to correct the weaknesses. 
We found additional ma&erill internal control weaknesses, not identified by 
MSC, in tRe accouatina aad mJated systems. MSC had not: 

o llSed tlle DoD SandaRI General Ledpr chart of accounts; 

o Wied the Allowaaal for Lou on Acceunts Receivable aca>unt from 
the DeD chart of accouatl; 

o established proce4ures to substantiate the aging of Accounts 
Receivable; 

o establiskod standard operating procedures for substantiating the cost 
figures med to accrue expan• for dry Cargo slrips; and 
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o required that departmental standard operating procedures and desk 
procedures be developed for each section of the Accounting Division and VIPS 
operations, and ensured that the procedures are accurate, updated, and readily 
accessible. 

In addition, MSC officials identified information technology as an assessable 
unit, and correctly identified the risk associated with computer security as high. 
The ADP security officer reviewed the ULB access controls under a risk 
assessment needed for system accreditation. However, although the risk 
assessment correctly showed the same material weaknesses we identified, the 
ADP security officer did not include those results in the management control 
program or implement corrective actions. MSC officials could not explain why 
they did not include the risk assessment results in the management control 
program review or implement corrective actions. 
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Inspector General, DoD 

Report No. Report Title Date 

94-163 Management Data Used to Manage 
the U.S. Transportation Command 
and the Military Department 
Transportation Organizations 

June 30, 1994 

94-161 Consolidated Statement of Financial 
Position of the Defense Business 
Operations Fund for FY 1993 

June 30, 1994 

94-082 Financial Management of the 
Defense Business Operations Fund ­
FY 1992 

April 11, 1994 

93-134 Principal and Combining Financial 
Statements of the Defense Business 
Operations Fund • FY 1992 

June 30, 1993 

93-110 Consolidated Financial Statements 
of the Defense Finance and 
Accounting Service Revolving Fund 
of the Defense Business Operations 
Fund - FY 1992 

June 11, 1993 

92-INS-07 United States Transportation January 1992 
Command 
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Naval Audit Service 

Report No. Report Title Date 

010-95 Sponsor-Funded Equipment at 
Selected Navy Defense Business 
Operations Fund Activities 

December 2, 1994 

053-H-94 FY 1993 Consolidating Financial 
Statements of the Department of the 
Navy Defense Business Operations 
Fund 

June 29, 1994 

053-H-93 FY 1992 Consolidating Financial 
Statements of the Department of the 
Navy Defense Business Operations 
Fund 

June 30, 1993 
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Appendix C. Other Matters of Interest 

DFAS Guidance. Since the incorporation of USTRANSCOM into DBOF 
Transportation, the responsibility for issuing accounting and financial reporting 
guidance to the USTRANSCOM components has been undefined. DFAS does 
not have clear procedures for the dissemination of accounting guidance to the 
USTRANSCOM components. Since Defense.transportation activities have been 
consolidated, the Service transportation components continue to rely on the 
Service-related DFAS Centers for accounting functions and guidance. For 
example, MSC did not receive DoD Regulation 7000.14-R, which required all 
agencies to establish an allowance for uncollectible Accounts Receivable. As a 
result, MSC followed the Navy Comptroller Manual, which had not been 
updated to reflect the change. MSC stated that DFAS Denver Center does not 
inform MSC of changes in guidance, so MSC cannot stay in compliance. 

The DFAS Denver Center is responsible for providing accounting and financial 
reporting support for USTRANSCOM and its components; however, the Cemer 
had not provided accounting guidance. DFAS Headquarters needs to instruct 
USTRANSCOM components in their responsibilities for accounting and 
financial reporting. The IG, DoD, will issue a separate audit report on 
DoD-wide problems with support for accounting and financial reporting. 
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Appendix D. Selected Military Sealift Command 
Accounting and Related Systems 

MTMC c!c Navy 
Worldwide Parts Unit Lwel BUling 

c!c Rwenue Uft -----------------­

P..sonal 
Comput. at 
MSC 
Headquart.-s 

VIPS 

FMIS 
H ·----- -- ------­! 

I 
I 

MSC 
Ina 

Commands 

·------------------------------·------------------­
Legend 

®Semiautomated System Thll ~am ehows how the YG"lous 
0 AutomatedSystem automated and 11miclutomatl&I lrtterna Int.face 
---- or EMI Outside MSC Head uarters stem with the FMIS Central Ledg• at MSC Headquartn. 
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Appendix E. Summary of '.Potential Benefits 
Resulting From Audit 

Recommendation 
Reference Description of BenefJ.t 

Amount and/or 
Type of Benefit 

A.1. - A. 3., 
A.5. 	

Compliaace. Provides compliance 
with existing laws and DoD 

regulatiions. 


Nonmonetary. 

A.4., A.6. -
A. 8. 

Internal controla. Provides control 
over the financial data used in the 

financial statements. 


Noomonetary. 

B.1. 	 Internal controls. Provides for 
stricter controls over access to 
computer application programs and 
data. 

Nonmonetary. 

B.2. - B.8. Compliauce. Provides compliance 
with exis&in& laws and DoD and 
Navy regulatiolls. 

Nonmonetary. 
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Appendix F. Organizations Visited or Contacted 

Office of the Secretary of Defense 

Under Secretary of Defense (Comptroller), Office of the Deputy Chief Financial 
Officer, Directorate for Financial Review and Analysis, Washington, DC 

Department of the Army 

Military Traffic Management Command, Headquarters, Falls Church, VA 
Military Traffic Management Command, Eastern Area Headquarters, U.S. Army 

Garrison, Bayonne, NJ 
Military Traffic Management Command, Western Area Headquarters, Oakland 

Army Base, Oakland, CA 
Army Audit Agency, Alexandria, VA 

Department of the Navy 

Office of the Assistant Secretary of the Navy (Financial Management and Comptroller), 
Office of Finance and Accounting, Washington, DC 

Military Sealift Command, Washington, DC 
Military Sealift Command, Central Technical Activity, Washington, DC 
Military Sealift Command, Atlantic, Bayonne, NJ 
Military Sealift Command, Pacific, Oakland, CA 

Naval Audit Service, Falls Church, VA 

Department of the Air Force 

Air Force Audit Agency, Scott Air Force Base, IL 

Unified Command 
U.S. Transportation Command, Scott Air Force Base, IL 
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Other Defense Organizations 

Defense Finance and AccounUn& Service, ArlinJton, VA 
Defense Finance and AccounUn& Service Indianapolis Center, Indianapolis, IN 

Defense Accountin& Office, ~>:oaae, NI 
Defense Accountina Office, Arllqtoll, VA 

Defense Finance and Accountin& Service Denver Center, Denver, CO 
Defense Information Processing Center, Defense Information Systems Agency, 

Washington, DC 
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Appendix G. Report Distribution 

Office of the Secretary of Defense 

Under Secretary of Defense (Acquisition and Technology) 
Director, Defense Logistics Studies Information Exchange 

Under Secretary of Defense (Comptroller) 
Deputy Chief Financial Officer 
Deputy Comptroller (Program/Budget) 

Deputy Under Secretary of Defense (Logistics) 
Assistant to the Secretary of Defense (Public Affairs) 

Department of the Army 

Commander, Military Traffic Management Command 
Auditor General, Department of the Army 

Department of the Navy 

Assistant Secretary of the Navy (Financial Management and Comptroller) 
Commander, Military Sealift Command 
Auditor General, Department of the Navy 

Department of the Air Force 

Assistant Secretary of the Air Force (Financial Management and Comptroller) 
Commander, Air Mobility Command 
Auditor General, Department of the Air Force 

Unified Command 

Commander in Chief, U.S. Transportation Command 
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Other Defense Organizations 

Director, Defense Finance and Accounting Service 
Director, Defense Logistics Agency 
Director, Defense Contract Audit Agency 
Inspector General, Central Imagery Office 
Inspector General, National Secunty Agency 
Director, National Security Agency, Audit and IMC Liaison 

Non-Defense Federal Organizations 

Office of Management and Budget 
Technical Information Center, National Security and International Affairs Division, 

General Accounting Office 

Chair and rankinJ minority member of each of the following congressional committees 
and subcomffilttees: 

Senate Committee oo Approprianons 
Senate Subcommittee oo Defense, Committee on Appropriations 


Senate Committee oo Armed Services 

Senate Committee on Governmental Affairs 

House Committee on Appropriations 


House Subcommittee oo National Security, Committee on Appropriations 
House Committee on Government Reform and Oversight 

House Subcoanmittee on National Security, International Affairs, and Criminal 
Justice, Committee oo Government Reform and Oversight 

House Committee on National Security 
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UNITED STATES TRANSPORTATION COMMAND--Dll
----.. -Al? 

12 June 1995 

llENOllAllDUN POil 	DoD IG (J19. &arlNlra saul•) 
400 ArJ17 llavy Drive 
Arli~ VA 22202-2114 

FROH: TCJI 

SUBJECT: DoD IG Draft Audit Report on 11ana9-nt Control• for 
tiae Kilitary a..lift eo...na Portion of the 
Trant1,.rtation 911•ine•• Area of the FY94 Def•n•• 
81l8i...• Operations 1'and Financial State.ant• 
(Project Mo. 4111-20111 

1. Attached i• the Military •••lift co...nd'• r••pon•• to 
Hbjeot draft audit report. We concur witb their input. 

:i. us~SOOM/TCJa i• fully aware of tbe aany deficienci•• in 
the accountil\9 •Y•t-• currently aupportinCJ DBOF-T, and v• report
prol:ll.. area• in 1:1\e atief riaancial Officers' (CPO) Act in our 
CPO Annual 8tat..-nt of &eevaaoe. We are vorltin11 diliqutly
witla Def- Atlo••U., Md Ir!.._. and UM l'ra-.ortation 
COllfo-t c-.... M ..~ .. iat.eria aipatory acCCNntin9 
•Y•tea to ·~ ....., ~11 a DeO-vida 111:aMardbad ay•t ­
beoollaa avail•~le. Olal' •ff~ 9hollld re1n1l~ in preventin9 the 
type• of pral..• iMntifi..S i• tbe DoO IG report, •·CJ•, not 
usiaq DoD standard General lAcl9er chart of aocounta. 

L. CROJl, JR. 
captain, USN 
Director, PrOCJl:'a• Allalyaia
and riaancial Man119•-nt 

Attacbllent: 

CONSC Ltr, 9 J11n H v/Atcti 
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COMSC RESPOaiSB 

TO 


DODIG AUDIT REPORT 

•MANAGEMENT 	 CONTJlOLS FOR THE MILITA.JlY SEA.LIFT COMMAND PORTION OF 

THE TllAlCSPORTATION BUSINESS AREA OF THE FY 1994 DEFENSE 
BUSINESS OPERATIONS FUND FINANCIAL STATEMENTS 

(PROJECT NO. 4FH-2011)• 
OF 


12 MAY 95 


l•qgmpepd•tipp Al. Use the DoD Standard General Ledger Chart of 
Accounts as required by DoD Jlegulation 7000.14-R, •Dot) Financial 
Manage-nt,• Voluae 1, May 15193. 

CQMIC Cc=•pt. Concur in part. MSC has developed a cro••walk to 
the DoD Chart of Accounts (COA) for reporting to DPAS-Denver. 
The MSC accounting system (FMIS) i• currently being reviewed 
along with th• Corps of Engineers Financial Manage111ent System 
(CEFMSl for th• interim migratory tranaportation financial 
ay•tem. The reeource• required to make thi• change are 
•ignificant and it is suggested that thi• be held in abeyance 
until the FMIS va. CsrM8 deci•ion ia 11111... If PMIS i• choaen, 
the DoD COA will be utilized. 

leqommepdetiop A2. Use of Allowance for Loaa on Accounts 
Receivable account from the DoD COA and eatabli•h the criteria 
for determining the allowance for FY 1995, aa stated in DoD 
Regulation 7000.14-R, •ooo Financial Management,• Volume 1, May 
1!193. 

CQMIC Cm=•nt. Concur. MSC will aetabli•h an Allowance for Lo•• 
on Accounts Receivable and eetabliah the criteria for determining 
the allowance before the and of FY 95. 

IMPM.,1"'• .u. Stop Hti11111ti119 the agi119 data for Accounts 
Receivable and eatabliah procedure• that uae data in the aging of 
Account• Jteceival>le .. required in DoD a.gulation 7000.14-R, •0oo 
Pi-ncial Menap-nt," Vol1MM 1, May 11193. 

c:tll'C C'!"•nt. Concur. COMSC ia now uaing actual data for aging 
of Account• Receivable. MSC' a ACCESS baaed eyatem, now in place, 
ha• thi• capability. Action ia complete. 

••nznd•Uqn .u. Imple1M1nt procedure• to analyze and document 
whether the new Cargo Accrual Sy•te• effectively correct• the 
deficiencies in the Financial Information System. 
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c:cw•c c'PD•n\. CO.cur. UIMH:r the new cargo Accrual Syate111 
revenue and expen•e alli,..nt, workaheeta are autOll'atically 
developed at the aame ti- u.ift9 the ••- aource docu.ent. 
Revenue and expen•• workload m&lt be 111atched. llXpenaea unpaid
and revenue• unbilled are autOlllltically calculated at the end of 
the month. work•heet• aad fiaanoial :result• under the new cargo 
Accrual Sy•tem are coatim&ally IMling reviewed and analysed by 
COMSC~, CCIMSCPAC, aad C'CMSC peraonnel. CorrectiYe action• are 
promptly taken with any ayat.. proble- identified. Action h 
conaidered COlll'lete. 

••s-u#Hpp u. Follow procedure• to valiclate the VHHl 
Infor111&tion Planning and AD&ly•i• llylte• dry ca~ clata u•ed to 
e•t•bliah Accrued l.lcpen•e•, aa •tated in Militairy 8ealift CCtnland 
Inatruction 4610.32D, •ve•ael Infor11111tion Planning and Allaly•i•
Sy•tem (VIPS) Reportil\9 Inatl'\aCtiona,• Septeabe:r 6, 1990. 

C"WBC C=sent;. Concur. VIPI r•placement prototype (under IC3 
migration project) will provicle accrued expenae• either through 
direct interface or ilMlireet (via di•kette) in accordance with 
COMSCINIT 4610.32D. Prototype i• expected to be C0111Plete in 
December 1995. 

l•aO"'ft!l#t.iAP Ai. E•taJ:)li•h •tandard operatin9 proeedurea for 
1ubatantiatin9 the coat figure• 111ed to accnae fry cargo 
exp•n•••· 

CQMIC C=sml;. Concur. VIPS replace-nt ayat- will provide 
accrued expen••• in accordance with C!CltSCI•IT 4610.32D. 
Prototype i• expected to IMI coepleted in Dece~r 1995. 

••c=snnaU• A'· Dete-1ne tM trainin9 neeu of peraonnel who 
work with the Veaael Inf019aU011 Planning and Aaalyaie Syatein and 
provide training on the related regulations. 

c:c:wac c=n..t.. Concur, VJ:PI C\&ttently hae available a Uaera 
Manual along with ae'V'd'al tectllnie&l guiaa. A traini119 
envirOftllellt or tutorial will Illa .._loped for tM VIPS prototypeay•t••· The prototype ia a.pected to !De C01111Pleted in Deoet\llDer 
1995. 

•eg-pffd• y. :Devel.. Mpar\:•atal at_....4 operating 
procedure• lllMI ...k .,........_ fn eacll aectlon of tlle accounting 
diviaion and Vea..l lllfOl'matien PlMllling ,,.. .llnalyaia lyate• 
operation• and ~rify that tbe procedure• are accurate, updated 
and readily acceaaible. 
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NWI(! C-"&. COnt;\a:r. ProeldU:rH will 1118 •vlloped in 
conjuncti011 with chanf•• in VIPS and accounting proceclur••·
R11n9in11ring effort• at MSC and aut~tion effort• under way
will all iapact on the•• proc14\lre1. Target COlll!Pletion date i• 
end of FY 16. 

R•Q'STPD'•gipp a1... Setablieh coaputer eecurity policie• that 
direct verification of the need for ace••• and verification of 
appropriate ace••• level• before i11uing new ueer identification 
codea. 

CCWIC: gg=nnt., Concur. The M>PSSO and the projact -nagere will 
define ace••• level• 1,.-oup•l and create rule• aeeociated with 
the group•, for each MIC application. Thie will be completed by 
September 1995. 

Req'?P?D••&tAP a1-b. Setablieh co.puter eecurity policie• that 
direct deletion of file• and progra1111 linked to u1er account• 
after individl.lal user iclentification codea are re1110ved. 

SCWIC: C z-spg. Concur. Por Data iet• a11ociated with a apecific 
011r ID, thi• eervice i• provided by our DPC automatically. Once 
a U1e:r ID ie deleted, all ueociated data •ate are deleted during
the next IPL of the 1y1te111. Thie occure, at minil!IUlll, on a weekly 
ba1ia. MSC will eake action, by S.ptellllDer lHS to eee that our 
new DPC !DMC Mechanie11Durgl take• action to delete all ACF2 rules 
aeeociated with a Ueer ID that i• being lleleted. 

Res!?1TZ!'P''giga aa. Review periodically the uae:r identification 
code• and acee•• level• for all 1t111loyee1, ae required by DoD 
Directive 5200.21, ...°'1rity ltef&\lilrllleftC• for ~tomated 
Infoniation Sy•t-,• Merell 21, 3.fl?. 

C'IY'C: C?""''nt. Concur. Review will be c0ft1>leted monthly at 
Headquarter• an.d Area eo-&nda and correction• will be niade •• 
needed. Thia will b19in up0n the COllll'letion of traneition from 
DIPC waehington to i:..: ...c:!lanicabl&rg in o1l8&I 19t5. 

••mcpdpU• u. cancel u11r identification code• imediately 
upon tertnination of .-ploywient or other &flPropriate 
eireuut•nc••• u re.,.ind by OPIQV [..val Operation•)
InatructiCllll SIJt.llo, ·~rt..nt of tbe ..vy A\lt011&tic Data 
l'roc...ing l•Cl.Jrit.y PwofJr•.• Mara 21, 1NI. 

Cll'"C £ nt-. c:onetll'. Thie policy ii alr-dy in effect and 
will be i111Provecl ~y providing i_.diate training to the MSC 
C\lltClllllr au~ cent.er ...loy•e• to make - of •Report of 

3 
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Acc:ession11 and Separations• wkich 18 prepared by the COMSC 
Per•onn•l Office. Action i• complete. 

K•C!c=n"•U.qp M. Develop acc:u• procedure• that will re•trict 
contractor employ••• to authorised ta•k• a• clefined in DoD 
Directive 5200.21, •security Jtequire11ent• for AutOlllllted 
Information Sy•t...,• March 21, ltll. 

CCWIC Cc=zct. Conc:ur. ay ..ptelllber 1995 tbs Al>PSSO and the 
project ..anager• will it.fine ec:ces• levels (groups) and create 
rule• asaoc:iated with tbs.. <JrCJ\IP•, for each MSC application. 

Besn=epdatipp B$. Activate the Ace••• Control Facility Version 
2 software or other ace••• aoftware uaed by the Military 8ealift 
Command to establi•h an audit trail for detecting unauthorized 
access, as defined in OPNAV [Naval Operations] Inatruction 
5239.lA, •Department of the Navy AutOlll&tic Data Procea•ing 
Security Program,• April l, 1985. 

CCMIC Cc=z•nt. Concur. MSC will confer with the new DPC (DMC 
Mechanicsburg) ACF-2 support people to balance the level of 
logging with the syatem overbsad required to log ace••••• to 
reduce degrading perfor.anc:e of the ayste11. Thi8 will IN! 
completed by June 19J,, 

••t:1c=z•n4atigp af. Direct the aut0111&tic data procea•ing aecurity 
officer to conduct periodic review• of aecurity operation• for 
compliance with aecurity pr~rea, as clefinecl in Ol'llAV [Naval 
Operation•] Instruction 5219.lA, •oepart....nt of the •avy 
AutOllllltic Data Proceaaing security Program,• .April 1, 1985, and 
COMSC [C0111mander Military Sealift Comllland] Instruction 5510.ID, 
May 26, 1992. 

CQHSC CCl!!l!lftpt. Concur. The ADPSO will direct the ADPSSO• to 
maintain in their file• an exception report with entri•• of, ID 
code• of usera who have left, name• of (verification in progre••) 
prospective user ID code•, ID code• of task-restricted users, ID 
codes of u..r• to be reviewed along with unauthorized acc:eas 
attempts recorded the a\Mlit trail by June 1996. Tbs Al>PSO will 
periodically t1o joint review, along with the ADPS80 of each AIS, 
of the exc:..,tion report•, to ...ure that all eJK:eption• are being 
tracked ull -rkecl. The" nvi- will c:~nce January ltH. 

•es-snfeU.e l'J, aeviH !OM HC\lrity and training prG1Jr- for 
auto.atic ..ta processing •Y•to... Hc:uritoy officer• to provide 
wior• teclilnical info1r9ation oa M1t01U.tic cSatoa proce••intr training 
currieul\1111, a• clefine4 in Appendix D of OPNAV (Raval Operation•] 
In•truction 523,.lA, ·oa..rt:llleftt of the Navy Alltoeiatic Data 
Proc:•••inv security Progr-,• April 1, 1t1s .

• 
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CQM&C Cnmmept. Concur. The MSC ADPSO and the CTA project 
.anagera will work with the new DPC (DMC Mechanicsburg) ACF staff 
to set up training for the MSC and CTA ADPISO., to gain 
proficiency in using the ACF2 Facility to effectively control 
ace••• to the MSC I.IS applications running at the Mechanicsburg
facility, and to properly apply option• of the AC1'2 audit 
capability. Tb• ADPSO will conduct an annual refresher overview 
of dutiea. Training will begin by January 199,. 

••snmm•nd•tigp 11. Direct the autOMatic data proceaaing aecurity 
officer to properly supervise c011puter aeaurity ataff aa required 
by OPNAV [Naval Operational Inatruction 5239.lA, •:Department of 
the Navy Automatic Data Proce11ing Progra•,• May 1, 1915, and 
COMSC (Commander, Military Sealift Cotnmand] Inatruction 5510.ID,
•COMsc Security Manual,• May 2,, 1992. 

CQHSC Cnmm•nt, Concur. The ADPSO will ensure that ADPSS01 
maintain documentation in support of accreditation, to keep 
current the AIS Security Plan, Riek Aaaea...nt, Security Teat and 
EvaluationCSTME), and Contingent Plan, ..intain up-to-date
inventory of hardware ancl currently i11pl...nted application 
releases. The ADPSO will en1ure the ADPSSO. provirie applicable 
uaera and TASOa with annual training aeaaion• on AIS aecurity to 
their systems by January 1tt,, 

11ana11-ent 1 a coaaenta on l'indincJ A in this report were o•itted.Ch&Jl9•• to the findilMJ were aade, a• appropriate, for clarity an4 
ace11raey. 

s 
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