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M. Chairman and Menbers of the Commttee:

| am pl eased to be here this afternoon to discuss the nmanagenent
chal | enges facing the Departnment of Defense, fromthe standpoint
of its internal auditors and investigators. M testinmony wll
summari ze and update the witten analysis that we provided to
you and ot her congressional |eaders |ast Decenber 1.” In that
anal ysis, we identified 10 areas, each containing nmultiple

significant chall enges.

| nf ormati on Technol ogy Managenent

The other witnesses before you today have witten el oquently on
the Revolution in Mlitary Affairs brought on by rapidly
advanci ng technol ogies related to conputing, conmunications and
sensors. It is equally true that information systens are now as
crucial to DoD managenent activities as the central nervous
systemis to the human body. Managers at all levels, regardl ess
of their functions, depend on information that is conpil ed,

anal yzed, adjusted and reported with automated systens. During
the Year 2000 conputer conversion project, approxinmately 10, 000

DoD comput er networks were inventoried and the true extent of

" The letters of December 1, 2000 and the last several Inspector General Semiannual Reports to the Congress, which
contain similar analyses of high risk areas, are available on-line at www.dodig.osd.mil.




the Departnent's dependence on those systens becane wel |l
understood for the first tine. The nagnitude of DoD spendi ng on
information technology is | ess well understood, but clearly it

far exceeds $20 billion annually.

G ven the consi derabl e dependence on "I T" and the high cost of

| arge systeminvestnments, the historically poor record of the
DoD for controlling the proliferation of inconpatible systens

w th nonstandard data el enents, acquiring new systens that neet
user needs within reasonable tinefranmes, controlling cost, and
ensuring the quality and security of data has been a mmj or
concern. Recognizing that such problens are comobn across the
Federal Governnent, the Congress specified in the dinger-Cohen
Act of 1996 that Chief Information Oficers in each agency woul d
oversee well disciplined information technol ogy acquisition
processes. This is a daunting challenge for a departnent with
71 major information system acquisition projects and hundreds of
"smal l er” system acqui sition and nodification projects bel ongi ng
to dozens of organizations. The DoD has been candi d about the
need for nore effective nanagenent controls in this crucial

area, but progress has been slow and the goals of the Cinger-

Cohen Act have not yet been achieved.



| have nentioned the challenge of information systeminvestnents
first because information problens are at the root of a very

| ar ge nunmber of DoD managenent problens, ranging fromthe
inability to conmpile accurate financial reports to poor supply

i nventory nmanagenent practices.

The Departnent has revised its basic information system

acqui sition procedures and been responsive to our
recomendati ons. Nevertheless, we believe this area deserves
heavy oversi ght enphasis as it continues to evolve. At the
present tinme, virtually every information technol ogy project
that we audit exhibits significant nanagenent problens. The
nost common failing is poorly defined requirenents for the

system

| nformati on System Security

Anot her facet of information technol ogy managenent is assuring
the security of DoD systens and information. Guarding agai nst
the interception of mlitary signals is an age-old problem and,
until recently, was chiefly the province of the cryptographers.
Al t hough the DoD nust always maintain tight security for its
classified systens, the past few years have seen the nassive

expansi on of networked and uncl assified DoD informati on systens.



In turn, this expanded DoD presence on the Internet has led to a

proliferation of attacks and intrusions.

Network intrusion poses a nultifaceted threat to national
security that cuts across society's boundaries: it potentially
affects both the public and private sectors, cuts across
nat i onal boundaries, and can cause problens in virtually al
econom ¢ sectors and | evels of governnent. To organi zations,
the threat is both internal and external, and constantly

evol ves. Perpetrators can include disgruntled or irresponsible
enpl oyees, crimnals, hobbyist hackers, agents of hostile states

and terrorists.

Recent audits indicate that nuch nore needs to be done to

i npl enent the Defense Information Assurance Programfully and to
sustain a robust effort indefinitely, as 21st Century realities
will demand. Although it was w dely assumed that the successful
managenent approaches and nechani sns devel oped to overcone the
"Y2K" problemwould be readily transferable to the information
assurance challenge, this has occurred to a very limted extent.
The strongest part of the DoD effort currently is in the areas
of intrusion detection and incident response. Several Defense
Crimnal Investigative Service agents, fromny office, are an

i ntegral conponent of the Joint Task Force on Conputer Network



Def ense, which gives DoD a powerful capability and is an
excel | ent exanpl e of cooperation between the DoD i nformation
security and Federal |aw enforcenent communities. Consistent
policies, procedures, training and assessnents in DoD conputing
centers and anong systemusers renmain weaker areas. In that
regard, the Governnent Information Security Reform provisions of
t he National Defense Authorization Act for Fiscal Year 2001,

whi ch mandat e annual information assurance assessnents and |G
val i dation audits in Federal agencies, should be very helpful in

ternms of focusing managenent attention on this problem area.

O her Security Concerns

In addition to the threat posed by unauthorized intrusion into
DoD i nformati on systens, a wi de range of other security issues
confront the DoD. Those threats include terrorismagainst U S.
personnel and facilities, conducted by either conventional or
non- conventional neans, and the disclosure or theft of sensitive
mlitary technology. The recent terrorist attack on the

USS COLE in Yenen and security breaches at the Departnent of
Energy, the Central Intelligence Agency and DoD graphically
denonstrated that security vulnerabilities need to be matters of

ut nost concern.



Recent audits have indicated that the DoD needs to inprove
security neasures to guard against both internal and externa
threats. W have not audited force protection issues, but we
have extensively reviewed a nunber of other areas where
unacceptabl e vulnerability exists. These include the Defense
Personnel Security Program which by 1998 had al | owed hundreds
of thousands of overdue security clearance requests to

accunul ate. The Departnent took aggressive neasures during 2000
to address productivity and resource problens at the Defense
Security Service (DSS), with m xed success to date. In Apri
2000, the DSS estimated that it would reduce the nunber of
pendi ng cases to about 260,000 by now. As of January 31, 2001,
however, there were 442,643 cases pending in DSS and 45, 128 nore
pending at the Ofice of Personnel Managenent. It likely wll
take at | east two years to achi eve reasonabl e average turnaround
times for security clearance investigations and further
attention to the clearance adjudi cation process also is

war r ant ed.

Simlarly, there is a consensus in the Executive Branch and
Congress that the export license reginme of the 1990's was
inefficient and probably ineffective in controlling the
unintended loss of U S mlitary technology. During 2000, the

DoD worked with other Federal agencies to streamine the



| i censi ng processes and approved additional resources to inprove
the speed and value of |icense application reviews. The task of
determ ning to what extent the fundanental national export
control policies need to change, however, remains unfinished

busi ness for the new Adm ni stration and Congress.

It is inportant to view security as a paranount consi deration
for virtually all DoD progranms and operations. |ssues such as
properly demlitarizing mlitary equi pnment before disposal and
controlling the access of contractors and visitors to technical
information at mlitary engi neering organizations and

| aboratories need nore attention. W are nonitoring DoD

i npl ementati on of nunerous agreed-upon audit reconmendati ons on

these matters.

Fi nanci al Managenent

The DoD renmins unable to conply with the requirenents in the
Chief Financial Oficers Act of 1990 and related | egislation for
audi t abl e annual financial statenments. The results of audits of
the DoD-wi de and other mmjor financial statenents for FY 1999
were essentially the sanme as in previous years. The Mlitary
Retirement Fund statenents received a clean audit opinion, but
all other DoD financial statenents were unauditable. W have

not yet issued the audit opinions on the financial statenents



for FY 2000, but there will be no significant change in those

bl eak outconmes. Previous DoD goals for obtaining clean opinions
on all or nobst annual statenents during the FY 2000 tinefrane
were unrealistic and it is unclear what a realistic goal would
be at this point. A fewrelatively small DoD organizations and
funds may achi eve favorable opinions in the near future, but the
maj or funds still pose a form dable challenge. The root problem
is that DOD | acks nodern, integrated information systens that
can conpile auditable financial statenments. The Departnent al so
has maj or concerns that the Federal Accounting Standards

Advi sory Board coul d i ssue additional guidance that would

further conplicate this chall enge.

During the past year, the DoD nmade hopeful progress in
addressing maj or inpedinents to favorable audit opinions. These
probl ens cannot be sol ved qui ckly and sone coul d not be
addressed until new Federal accounting standards were issued and
interpreted, which is still an inconplete process and i s not
controlled by DoD. Policies were issued to inplenent several
new accounti ng standards and nore contractors were engaged to
provi de their expertise on a variety of issues, such as

determ ning the value of different categories of property.



Most inportantly, the Departnment took steps to apply the | essons
| earned fromthe successful DoD Y2K conversion programto the
financial system conpliance effort. The DoD Seni or Financi al
Managenment Council, which had not net for several years, was
reconstituted to ensure seni or managenent control. A

conpr ehensi ve program nmanagenent plan was i ssued on January 5,

2001.

We strongly recommended this initiative. Indeed, | believe it
is the nost heartening developnent in this area in severa

years. | urge the new Adm nistration and Congress to support
this adaptation of the successful Y2K nanagenent approach to the
somewhat simlar information systens chall enge involved in

attaining CFO Act conpli ance.

One of the benefits of using the Y2K managenent approach for
financial systens conpliance is that it provides good netrics
for the nost inportant aspect of the DoD financial managenent

i nprovenent effort. As welcone as those netrics wll be for
nmeasuri ng system conpliance status, however, even they will not
nmeasure the useful ness of the data to managers, appropriators or
budget conmittees. Nunmerous recent statenents and testinony to
Congress by the O fice of Managenent and Budget, GAO and DoD

officials have stressed that the ultimte goal of financi al
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managenent reform |l egislation is ensuring useful financial
information for sound deci sion-naki ng by managers throughout the
year, not nerely clean audit opinions on annual financi al
statenents. W agree. Audit opinions are a sinple and readily
under st andabl e netric, but judging the useful ness of financial
information is far nore difficult. Likew se, audit opinions on
financial statenents provide little insight into the efficiency
of functions such as paying contractors or capturing the cost of
operations of individual bases and work units. The DoD has

| ong- st andi ng deficiencies in both of those areas.

Acqui sition

The DoD is working toward the goal of becom ng a worl d-cl ass
buyer of best val ue goods and services froma globally
conpetitive industrial base. The Departnent hopes to achieve
this transformation through rapid insertion of commerci al
practices and technol ogy, business process inprovenent, creating
a workforce that is continuously retrained to operate in new
environnents, and heavily enphasi zing faster delivery of

material and services to users. In order to fulfill these

obj ectives, the DoD has initiated an unprecedented nunber of
maj or i nprovenent efforts, including at |east 40 significant

acquisition reforminitiatives.
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Despite some successes and continued prom ses from ongoi ng
reforms, the business of creating and sustaining the world's
nost powerful mlitary force renmai ns expensive and vul nerable to
fraud, waste and m smanagenent. In FY 2000, the DoD bought
about $156 billion in goods and services, with 15 mllion
purchasi ng actions. The Departnent currently is attenpting to
stretch its acquisition budgets across 71 mmj or prograns,
estimated to cost $782 billion, and 1,223 smaller progranms worth

$632 billion.

The scope, conplexity, variety and frequent instability of

Def ense acqui sition prograns pose particularly daunting
managenent chal | enges. Aggressive acquisition cost reduction
goal s have been established, but it is too soon to tell if they
are achievable. Mny specific initiatives have not yet been
fully inplemented and are in a devel opnental or pil ot

denonstrati on phase.

In the push to streanline procedures and incorporate comerci al
practices and products, the Departnent cannot conpronise its

i nsi stence on quality products and services at fair and
reasonabl e prices. An inherent chall enge throughout the
Departnent's acquisition reformeffort is ensuring that

critically needed controls remain in place and there is proper
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oversi ght and feedback on new processes. Recent audits
continued to indicate a |lack of effective nmeans for identifying
best conmercial practices and adapting themto the public
sector; overpricing of spare parts; inattention to good business
practices and regul ati ons when purchasi ng services; poor
oversight of the several hundred nmedi umand small acquisition
prograns; and adverse consequences fromcutting the acquisition

wor kforce in half w thout a proportional decrease in workl oad.

Al t hough the DoD nust continue to address the chal |l enges of how
to control the cost of purchased goods and services, the nost
fundanental acquisition issues confronting the Departnent relate
to requirenents and funding. The expandi ng national dial ogue on
mlitary m ssions, the Quadrenni al Defense Review and actions by
the new Admi ni stration and Congress will probably alter DoD

m ssions, mlitary force structure and acquisition requirenents.
Whet her changes in requirenents and the topline budget are major
or mnor, there needs to be a far-reaching rebal anci ng of

acquisition prograns to match avail abl e fundi ng.

Finally, we believe that the Departnent needs to put nore
acqui sition reform enphasis on ensuring the quality,
serviceability and safety of purchased equi pnent, parts and

supplies. Concentrating on prices and tinely delivery is vital,



13

but quality should be the nost inportant attribute for DoD
purchases, especially for materiel used by the warfighters.

M nim zing vulnerability to fraud, especially fal se statenents
regardi ng product testing and product substitution, remains

i nperative. W currently have nearly 700 open procurenent fraud
i nvestigations and we achi eved 134 convictions, wth recoveries

of $170 million, in this area during FY 2000.

Heal th Care

The MIlitary Health System (MHS) costs over $20 billion annually
and serves approximately 8.2 mllion eligible beneficiaries
through its health care delivery program TRI CARE. TRl CARE

provi des health care through a conbination of direct care at
Mlitary Departnent hospitals and clinics and purchased care

t hrough nanaged care support contracts. The MHS has dual

m ssions to support wartinme deploynents (readi ness) and provi de

heal t h care during peacetine.

The MHS faces three nmjor challenges: cost containnment,
transitioning to nmanaged care, and data integrity. These
chal | enges are conplicated by the inadequate information systens

avai l abl e to support the IHS.
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Cost containment within the WMHS is chall enged by the continued

| ack of good cost information and significant [evels of health
care fraud. Lack of conprehensive patient-|evel cost data has
made deci sions on whether to purchase health care or provide the
care at the mlitary treatnent facility nore difficult. Recent

| egi sl ati on, which expands nedi cal benefits for eligible
beneficiaries, will entail considerable programgrowth in an

area where cost control has been difficult.

To conbat health care fraud, the Defense Crimnal Investigative
Servi ce has devel oped an active partnership with the TRI CARE
Managenment Activity to give high priority to health care fraud
cases, which conprise a growing portion of the overal

i nvestigative wrkload. W have about 500 open crimnal cases
in this area. In FY 2000, our investigations led to 94

convictions and $529 mllion in recoveries.

Supply I nventory Managenent

Suppl y managenent to support U S. mlitary forces, which are

| ocated around the world and use several mllion different types
of weapon systens, other equi pnent, spare parts, fuel, apparel,
food itens, pharmaceuticals and other supplies, may be the nost
difficult logistics challenge in the world. Despite the clear

need to noderni ze DoD supply operations, it should be noted that
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US mlitary logistics performance has been excellent in
demandi ng situations such as recent deploynments to conparatively

renote areas of the worl d.

Every facet of supply managenent involves challenges and it is
critically inportant to recogni ze that weapon systens and ot her
equi pnent nust be desi gned, selected and procured with | ogistics
support as a paranount concern. The use of standardized parts,
commercial itens, non-hazardous materials and easy to maintain
conponents wi Il considerably ease the supply support problemfor
each system or piece of equipnment. Conversely, inattention to
such factors during acquisition will increase the risk of higher

costs and | ogistics failures.

The | ogistics community relies heavily on program nmanagers and
operators to help forecast supply requirenents, and historically
this has been very difficult. The Departnent has been
justifiably criticized for accunul ati ng excessive supply
inventories, but supply shortfalls are at | east as great a
concern due to the inpact on readiness. Current |ogistics
reforminitiatives are principally focused on introducing
private sector |ogistics support practices, which in turn are
based on applied web-based technology. The DoD has initiated a

nyriad of logistics inprovenent initiatives, nost of which are
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still in early stages. W anticipate continuing valid concerns
about all phases of supply support, including requirenents

determ nation, procurenent, distribution, and disposal.

G her Infrastructure | ssues

Despi te numerous managenent initiatives to reduce support costs
so that nore funds could be applied to recapitalizing and
ensuring the readiness of mlitary forces, nore can and should
be done. Organizations throughout the Departnent need to
continue reengi neering their business processes and striving for

greater adm nistrative efficiency.

Unfortunately, cutting support costs can easily becone
counterproductive if the quality of support services and
facilities is degraded. 1In addition, there are nunerous bona
fide requirenents in the support area that wll be expensive to
address. For exanple, the average age of structures on mlitary
installations is 41 years and whol esal e recapitalization is
needed. In the category of famly housing alone, a third of the
285,000 units require replacenent in the next several years.

The backl og of real property nmaintenance is $27.2 billion.

Three areas hold the nost promise for reducing installation

| evel costs: base closures, public/private conpetition for
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activities |ike base maintenance, and neasures to avoid
hazardous material handling and cl eanup costs through better up-
front planning. Unfortunately, progress in all three areas is
difficult because of controversy about the validity of data used

by deci sion-makers or their objectivity.

Readi ness

Concern about the readiness of U S mlitary forces was a
principal issue |ast year in congressional hearings and was
addressed during the Presidential election canpaign. There is a
fairly broad consensus that readi ness shortfalls exist, although
the extent of inpairnent to m ssion capability is nore
contentious. Cearly, there are spare parts shortages;
significant backl ogs for depot maintenance ($1.2 billion);
concerns related to recruiting, retention and noral e;

di sproportionately nunerous depl oynents for sonme units;
unanti ci patedly high operating tenpo; and equi pnent availability
problens. 1In response, the DoD and Congress have made ngj or
budget adjustnents and mlitary entitlenents have been expanded.
The Departnent's readi ness posture ultimtely depends, however,
on the effectiveness of hundreds of support progranms, which

range fromtraining to supply managenent.
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The DoD audit community supported the successful programto
overcone the Year 2000 conputer challenge, which the Departnent
considered to be a major readiness issue, with the |argest audit
effort in DoD history. The IG DoD, issued 185 "Y2K" reports.
Due to that nassive comm tnent, resource constraints and ot her
wor kl oad, our recent coverage of other readi ness issues was
severely limted. W plan to restore at |east sone of the
necessary coverage during FY 2001, continuing our particular
concentration on chem cal and biol ogical defense matters. On
January 31, for exanple, we issued a report on the establishnment
of National Guard Wapons of Mass Destruction-Civil Support
Teanms. The audit indicated they were not yet ready for
certification as mssion-ready. W are working with the

i nvol ved DoD organi zations to ensure that the concerns rel ated

to those certifications are expeditiously and fully addressed.

Human Capit al

Li ke nost governnent organi zati ons, DoD faces a range of serious
personnel managenent issues. The deep cuts in both the mlitary
force structure and the civilian workforce after the end of the
Col d War were not acconpani ed by proportionate reductions in
mlitary force deploynents or in civilian workload. On the
contrary, mlitary operations tenpo has been very high and there

have been indications of norale problenms anong both mlitary and
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civilian personnel. Anong the negative effects of downsizing
are increased retention problens because of slow pronotions and

overworked staffs, recruiting problens and skills inbal ances.

Human capital concerns apply in virtually all segnments of the
wor kf orce. Qur February 2000 report on the inpact of cutting

t he DoD acquisition workforce in half was received with
considerable interest by both the DoD and Congress. The Federal
Chief Information O ficers Council has been pushing vigorously
for attention to problens in the information technol ogy
wor kf orce. The Secretary of Defense Annual Report to the

Presi dent and the Congress for 2001 includes the foll ow ng

anal ysis of the DoD Test and Evaluation (T&E) comunity:

"Since 1990, the T&E busi ness area has reduced governnent
personnel by nore than 40 percent, and T&E institutional budgets
by 30 percent. Over this sane period, devel opnental test and
eval uati on workl oad has renai ned essentially stable, and
operational test and eval uati on workl oad has significantly
increased. As a result, T&E is not sufficiently funded or
manned to effectively and efficiently address the test and
eval uation chall enges of the next decade. To be responsive to
t he phil osophy of early use of T&E for discovery of mlitary

effectiveness and suitability issues, T&E personnel wll be
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overextended. While the principles of the faster, better,
cheaper acquisition reformphil osophy are sound, the

i npl enentati on which has stretched the resources of T&E has al so
resulted in a rush-to-failure node for some acquisition

prograns. "

In addition to rethinking what size workforce is needed to neet
m ssion requirenents, as opposed to cutting m ssion capability
to neet personnel reduction goals, the DoD needs to devel op nore
effective training nethods to enable continuous |learning to keep
abreast of energing technol ogy and changi ng managenent

practices. It also nust find ways to conpensate for the pending
retirement of a |arge portion of the experienced workforce,

i nprove conpetitiveness with private industry, and devel op

better incentives for productivity inprovenent.

The recent initiatives on inproving mlitary pay and benefits,

t he devel opnment of a pilot personnel nmanagenent reform program
for acquisition personnel, and other new initiatives indicate
that human capital issues are nowin the forefront of nmanagenent

concerns.
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Sunmary

This has been a broad brush treatnment of a | arge and conpli cated
picture. In closing, I would like to enphasize that, on the
whol e, DoD nmanagers react positively and do their best to take
responsi ve action on the many problens identified for them by ny
office, the GAO and ot her oversight organi zations. | am proud
of the Departnent's record of agreeing to take responsive action
on 96 percent of the over 3,000 recomrendations made in

| nspector Ceneral, DoD, reports during the past three years.

The fact that serious problens persist generally is attributable
to their inherent difficulty or to conflicting priorities,

rather than indifference toward the best interest of the

Department and the taxpayer.

This concludes ny witten statenent.



