





INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

January 12, 2011

MEMORANDUM FOR DIRECTOR. DEFENSE LOGISTICS AGENCY DISPOSITION
SERVICES

SUBJECT: DoD Needs to Improve the Management and Oversight of Operations at the
Defense Reutilization and Marketing Office-Camp Arifjan, Kuwait
(Report No. D-2011-033)

==& We are providing this report for review and comment. Improved processes and
procedures are needed at the Defense Reutilization and Marketing Office-Camp Arifjan.
Kuwait, to better manage the proper reccipt and disposition of over $1.2 billion of
equipment. Specifically, controls to account for. process, protect, reutilize, and destroy
equipment in accordance with applicable guidance, needed improvement. We also
identified that the Government did not equitably benefit from an estimated [ I i»
contractor sales of scrap and uscable property.

DoD Directive 7650.3 requires that recommendations be resolved promptly, We
considered management comments when preparing the final report. The Defense Logistics
Agency Disposition Services” comments are partially responsive to Recommendation D
because actions taken do not fully comply with DRMS Instruction 4160.14, which requires
all visitors and trucks to be escorted or monitored at all times. Comments to
Recommendation E.2 are partially responsive because Defense Logistics Agency
Disposition Services™ officials did not state whether a control plan will be developed or
implemented. We request additional comments on those recommendations by February 11.
2011. Sce the Recommendations table on page ii of this report.

If possible, please send a .pdf file containing your comments to gudjsao@dodie. mil.
Copies of the management comments must contain the actual signature of the authorizing
official. We are unable 1o accept the /Signed/ symbol in place of the actual signature. If
you arrange to send classificd comments electronically, you must send them over the
SECRET Internet Protocol Router Network (SIPRNET).

We appreciate the courtesies extended to the staff. Please direct questions to
I - 70 0+ (OSN 66+ S

(Dol K. [l

Daniel R. Blair
Deputy Inspecior General

for Auditing
cc:
LS, Central Command
U.S. Army Central
Defense Logistics Agency
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Report No. D-2011-033 (Project No. D2010-D000JA-0054.000)

January 12, 2011

Results in Brief: DoD Needs to Improve Management
and Oversight of Operations at the Defense Reutilization
and Marketing Office-Camp Arifjan, Kuwait

What We Did

We conducted this audit in response to a U.S.
Central Command request to focus oversight on
U.S.-funded assets. At the Defense Reutilization
and Marketing Office (DRMQ) at Camp Arifjan,
Kuwait, we determined that improved processes
and control procedures were needed to better
manage the receipt and disposition of over

$1.2 billion of equipment,

What We Found

The contracting officer and DRMO officials did
not ensure the contractor had adequate controls in
place to validate that all items were received or
demilitarized in accordance with guidance.
Specifically, DoD officials did not ensure the
contractor timely accounted for all items:
protected items from the environment; or restricted
from reutilization 171 items that should have been
destroyed. DRMO and contractor officials also
inappropriately certified and/or verified that

34 items requiring demilitarization were
destroyed. These issues occurred because (1) the
contracting officer did not hold the contractor
accountable for deficiencies in receiving
operations, (2) the contracting officer
representatives did not conduct effective oversight
of receiving and demilitarization operations, and
(3) Defense Logistics Agency (DLA) Disposition
Services officials did not develop a performance
measure for demilitarization. As a result, items
were vulnerable to theft and environmental
damage, and items with potential safety or health
hazards were improperly re-issued, placing DoD
personnel at an increased risk to injury. DRMO
officials also lacked reasonable assurance that
items were properly demilitarized.

DRMO and contractor officials did not provide
adequate physical security over items because
DRMO officials over relied on contractor and
Army officials to perform security operations,
which increased the risk of pilferage. DRMO
officials also did not ensure the contractor had
controls in place to prevent unauthorized access to

export-controlled items and technology. This
occurred because DLA Disposition Services and
DRMO officials believed controls were in place to
prevent unauthorized personnel from obtaining
access and did not incorporate an export-control
clause into the DRMO contract. Access to export-
controlled items could result in disclosures of
controlled technologies to foreign nationals which
could have military or economic ramifications,

s [astly, DLA Disposition Services
officials provided the contractor with minimal
incentive to challenge or change questionable
condition codes and unit pricing of potentially
serviceable items. This occurred because the
acquisition strategy and the terms and conditions
of the contract allowed the contractor to retain all
proceeds from the sale of scrap and useable items.

As a result, the Government did not equitably
benefit from an estimated # in
contractor sales of scrap and useable items

associated with DRMO operations in Iraq,
Afghanistan, and Kuwait for calendar year 2009,

On June 30, 2010, the contracting officer
terminated the DRMO contract for convenience
and awarded a new contract on August 6, 2010,
which was also terminated for convenience. As of
December 2010, the DRMO contract was being re-
solicited. Because of the contract terminations,
our recommendations are primarily directed
toward improving future DRMO contracts.

What We Recommend

Among other recommendations, we recommend

the Director, DLA Disposition Services:

e Ensure appropriate performance measures for
receiving and demilitarization and an export-
control clause are included in the new contract;

e Develop procedures to ensure compliance with
receiving, demilitarization, physical security,
and export-control requirements; and

e [mplement procedures to ensure receiving
officials are challenging questionable condition
codes and inaccurate unit prices with the
generating activity.

e
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we determined that internal controls were not always in place or effective to provide
reasonable assurance that equipment was properly received and dispositioned in
accordance with DoD and DRMS guidance.

DRMO officials were not effectively overseeing receiving and demilitarization

operations and
. DLA Disposition Services officials also did not incorporate the

applicable export-control clause in the DRMO contract, which could have mitigated the
risk of unauthorized access to export-controlled items. Implementing the
recommendations in Findings A through C should ensure officials properly process,
secure, and store items, and provide reasonable assurance that items are properly
demilitarized, rendering them useless for their originally intended purpose.
Implementing the recommendations in Findings D and E should reduce the risk that
sensitive and pilferable materiel is vulnerable to loss or theft and should protect export-
controlled items from unauthorized disclosure.

The acquisition strategy and contract terms and conditions used by DLA Disposition
Services officials provided the contractor with minimal incentive to challenge or change
questionable condition codes and unit prices. In addition, the contractor had minimal
incentive to turn away generating activities from improperly turning in serviceable items.
Implementing the recommendations in Finding F should increase the reutilization of
items by ensuring officials challenge and change questionable condition codes and unit
prices, when warranted. We will provide a copy of the report to the senior officials
responsible for internal controls at DLA Disposition Services and the Camp Arifjan
DRMO.

4 b(7)(E)








































































Finding D. Physical Security Requirements
Not Fully Implemented

@@= DRMO and contractor officials did not provide adequate physical security at the
Camp Arifjan DRMO.,

As a result, DoD is at

an increased risk for pilferage of Government property.

Physical Security Plan

DRMS Instruction 4160.14 Section 1, Chapter 4, “Security and Force Protection,”
provides the physical security plan for DLA Disposition Services field activities and
assigns responsibility to the DRMS field activity leader or DRMO chief to implement
minimum security procedures. Among those security procedures is the responsibility for
controlling visitors. The Instruction states that any visitor entering the DRMO yard
unchallenged and uncontrolled constitutes a serious breach of security, which could
increase pilferage and fraud.

GEelllg] 000
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(Figures 11-13).

=== Figures 11-13.
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Conclusion
Throughout the audit we identified vulnerabilities that increased the risk for the theft of
Government property, as discussed in Findings A and C of this report. These theft

vulnerabilities are intensified by DRMO and contractor officials

: these
procedures are essential for safeguarding the millions of excess items processed for
disposition at the DRMO.
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Recommendation, Management Comments, and Our
Response
D. We recommend the Director, Defense Logistics Agency Disposition Services,

require the chief, Defense Reutilization and Marketing Office, Camp Arifjan, to
implement ph procedures which include

DLA Disposition Services’ Comments

The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed
with the intent of the recommendation.

(FOUO)

Our Response
seialaias DILA Disposition Services’ comments are partially responsive. To provide

additional assurance that thorough security inspections are occurring, we requested the
. Based on our review, the standard operating
procedures should ensure thorough security inspections of_

ey Although DLA Disposition Services agreed with the recommendation, the
procedures does not fully
implement the recommendation or comply with DRMS Instruction 4160.14, which
requires . We request that
DLA Disposition Services reconsider their position on Recommendation D and provide
additional comments to the final report.

31
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Finding F. Contractor Had Minimal Incentive
to Challenge the Condition and Price of

Items

e DA Disposition Services officials provided the contractor with minimal
incentive to challenge or change questionable supply condition codes assigned by the
generating activity or challenge the unit price of undervalued items. The contractor also
had minimal incentive to turn away generating activities from improperly turning in
serviceable items. This occurred because of deficiencies in the DLA Disposition
Services acquisition strategy and contract terms and conditions, which allowed the
contractor to retain all proceeds from the sale of scrap and useable property.”’
Specifically, the acquisition strategy entitled the contractor to retain 100 percent of the
proceeds” from the sale of scrap or usable property and did not consider a profit sharing
arrangement over the estimated cost offset to the contract price. Furthermore, the
contract terms and conditions did not require the contractor to provide the dollar value of
sales, which could have been used to negotiate a lower cost to the Government when
exercising option periods. As a result, the Government did not equitably benefit from an
estimated [l in CY 2009 contractor sales of scrap and useable items from
DRMO operations in Iraq, Afghanistan, and Kuwait. Of that amount, approximately
was revenue from the sale of scrap and usable property at the Camp Arifjan

DRMO.

DLA Disposition Services officials took action to address some of the acquisition and
contracting deficiencies identified during the audit. DLA Disposition Services officials
stated they intended to take into account increased scrap sales related to the contractor’s
request for an equitable adjustment and requested the contractor provide actual sales data
as part of its determination. On June 30, 2010, the contracting officer terminated the
contract for convenience effective July 1, 2010. DLA Disposition Services also awarded
multiple 2-year scrap removal contracts in July 2010, which require the contractors to pay
the Government for the removal of scrap. See Management Actions on page 46 for a list
of actions taken.

Cost Offset

In response to the solicitation, the offerors were required to propose an offset amount to
the contract based on anticipated proceeds from the sale of scrap and useable property,
which would reduce the cost incurred in performing the contract. The objectives of this
strategy were to (1) help offset the cost of the contract with anticipated proceeds from
scrap sales and useable property and (2) ensure a steady removal of property so that yard

! Useable property is property sold for its originally intended purpose. Scrap is property sold for the value
of its materiel.
% Any proceeds would exclude customs duties and fees.

e
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capacity would not be exceeded. DLA Disposition Services officials stated that they
believed the estimated offset would help achieve the best value to the Government.

To assist the offerors in developing their offset estimates, DLA Disposition Services
issued two amendments to the solicitation. Amendment 7 provided a list of existing sales
contracts to include the quantity and price of the commodity, and Amendment 9 governed
how the proposals were to be priced and submitted. Amendment 9 Technical Exhibit-5,
“Sales,” paragraph g and j state respectively,

Proceeds. The Contractor is entitled to all sales proceeds collected
excluding customs duties and fees, The Government anticipates such
sales will offset some of the costs incurred in performing this contract.
Offerors must outline in their proposals how they will conduct and
enhance the sale of scrap and other property to achieve the highest
revenue and show how its overall offer for this contract was reduced
based on these anticipated sales.

Sales Reports. Quarterly the Contract[or] will provide a spreadsheet
showing the name, address and contact information of their resale
buyers, commodity purchased and quantity.

(FOUOQO) In response to the solicitation, Taos included in their proposal an estimated
offset of [ . to include the base and four option periods as shown in Table 3,
which they developed based on various cost models and other variables such as the
volatility of the international scrap market.

-(-FOU-O&-TahIe 3 Contractor Estimated Offset
i Period ! Offset Amount

| Base Year | g

| Optlon Year | '

| Option Year 2 ,

Option Year 3 '

| Option Year 4

| Total Offset ;

Note: The offsets applied to anticipated sales for all six
DRMO locations in Southwest and Central Asia,

(FOUO)

* DRMS officials stated that since contract inception, the amount of scrap was considerably above what
was anticipated prior to contract award.

e o oy ]
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Contractor Retains Sales Proceeds

s Because DLA Disposition Services officials were unable to provide the
contractor’s sales proceeds for CY 2009, we requested and obtained the data directl

from the contractor. In CY 2009, the contractor received approximatelyi in
revenue from the sale of scrap and useable property associated with DRMO operations in
Iraq, Afghanistan, and Kuwait, of which the Government did not equitably benefit. Of
that amount, approximately_ was revenue from the sale of scrap and usable
property at the Camp Arifjan DRMO.

The DRMO mission worldwide is to save the U.S. taxpayer money by providing
opportunities to its customers to reutilize property. However, the DLA Disposition
Services acquisition strategy and terms and conditions of the contract did not provide the
best value to the Government. DLA Disposition Services officials did not consider the
possibility of significant proceeds as well as the potential impact of encouraging the
contractor to achieve its highest revenue from the sale of scrap and useable property.
Had DLA Disposition Services officials taken these factors into consideration, DLA
Disposition Services may have evaluated other strategies such as developing a
profit-sharing ratio for any proceeds over the annual estimated offset or requiring sales
dollar amounts to be included in quarterly sales reports, and used those reports to monitor
and negotiate a lower cost to the Government prior to exercising the first option period.

Management to Request Contractor Sales Data

As a result of our audit, DLA Disposition Services officials stated they intended to take
into account increased scrap sales related to the contractor’s request for an equitable
adjustment, On September 1, 2009, the contractor filed a request for equitable
adjustment, based on a significant increase in workload. DLA Disposition Services
officials stated that while the contractor processed additional materiel, the additional
materiel also increased the amount of potential sales proceeds the contractor could have
received. Subsequently, DLA Disposition Services officials stated that they would
request the contractor to provide actual sales data to be used as part of its determination
on whether the contractor was entitled to additional payment.

Subsequent to contract termination for convenience effective on July 1, 2010, DLA
Disposition Services officials stated that multiple 2-year contracts for scrap removal were
awarded and began in July 2010. Unlike the Taos contract, where the contractor retained
100 percent of the proceeds, the contractor will pay the Government for the removal of
scrap. As a result of the new contracts in place for scrap sales, we did not include
recommendations to correct the acquisition and contract management weaknesses
discussed in this report. Instead, our recommendations are directed toward the new
DRMO operations contract.

46
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Appendix E. Examples of Unaccounted for
Sensitive ltems

During our review, we conducted judgment samples of reutilized sensitive items.
Although the contractor ensured the individuals removing the sensitive items from the
DRMO were authorized to receive equipment, some of these sensitive items were later
determined to not be properly accounted for by Army personnel, indicating these
individuals were potentially retaining these items for personal use or resale. We referred
our concerns to the Defense Criminal Investigative Service.

Infrared Equipment

The contractor improperly issued three infrared items to an individual authorized by his
unit commander to receive equipment from the DRMO (refer to Finding B and C). We
contacted the unit’s accountable officer who stated the individual did not have a valid
requirement for these items and the equipment would be confiscated by the unit
commander. We later received confirmation from the unit commander that the
equipment had been confiscated and returned to the DRMO. The audit team also
obtained a copy of the DTID, which verified that the items were turned back in to the
DRMO.

Infrared llluminators

The contractor improperly issued 34 infrared illuminators to an individual authorized by a
major Army command to receive equipment from the DRMO (refer to Finding B).
Subsequently, the DRMO chief contacted a command official to inform them the items
should not have been issued and to have the items returned to the DRMO. We were later
contacted by a command official who confirmed these items were unaccounted for;
however, we are unaware of whether the items were confiscated and turned in to a
DRMO for demilitarization.

Ballistic Spectacles and Weapon Sites

The contractor issued four ballistic spectacles and four reflex weapon sights to an
individual authorized to receive equipment from the DRMO. We contacted the unit’s
accountable officer who stated the individual did not have a valid requirement or account
for these items. These items were immediately confiscated from the individual and were
returned to the DRMO.
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DLA Dispositlon Services Responses to DOD IG Draft Report

Project No. D2010-D000JA-0064.000

Audit of the Controls Over the Disposition of Equipment at the Defense

Reutilization and Office at Camp Arifjan, Kuwait

Response:

Recomi
Cc2

Response:

Director'Conlracting Officer/Chiel - Camp Arifjan: Conduct periodic
unannounced reviews to verily certifiers and verifiers are performing. Wilnassing,
or inspecting residue of the demilitarization process; and verify the correct
quantity ol items are demilitarized.

Concur. In responge to this DOD 1G identified issue, DILA Disposition Services
Kuwait changed their procedures on 25 February 2010, The demil veriliers
identify the properly being demilled by first requiring that the verilier annotate the
demil location of the property on the demil placard or Defense Turm-1n Document
(DTID). verifying the count and initialing the document prior to the demil
performance. The verilier then refers 1o the anmotated DTID and demil placard
once demil has been perforned; and, during inspection of the residue to ensure
that the demil certificate boing signed is true and correct for the property that was
domilled/inspected. These procedures have been adopted at DLA Disposition
Services Kuwait and formally incorporated into standard operating procedures.
‘The facility chiel will conduel periodic inspections of the above procedures,
maintain a log of such inspections, and further document these checks by
initialing the DD 1348-1 and/or placards as appropriate.

ion:

We recommend the Director, Defense 1.ogisties Ageney Disposition Services,
determine the accountability of verifiers and cerifiers who inappropriately
certificd and/or verified that items were destroyed and initiate administrative
action regarding these personnel as deemed appropriate by the Direclor.

Coneur. DLA personnel involved in making inappropriste demil certifications
were counseled (in writing and verbally) by their first line supervisor and senior
management. ‘The DLA Disposition Services Director and the Dispasition
Services Director - Central reviewed this issue and agree that actions taken by
supervisors and management were suflicient and appropriate. Disposition
Services believes adoption of the procedures identified in the responses (o the
Do 1G's Recommendation C.1 will mitigate the risk that these isolated instances
will oceur in the foture,

Recommendation;

D.

We recommend the Director, Defense Logisties Agency Disposition Services,
require the Chiel, Deflense Reutilization and Marketing Office, Camp Ariljan, to

implement physical security procedures which include ||| GG

Page S of12
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DLA Dispositlon Services Responses to DOD IG Draft Report
Project No. D2010-D000JA-0064.000

Audit of the Controls Over the Disposition of Equipment at the Defense

Reutilization and Office at Camp Arifjan, Kuwait

Response:

Coneur with the intent of the recommendation. || EGNGTGNGNGEEE

|
|

!

|

Recommendation:

E.

E.1.

Response:

We recommend the Director. Defense Logistics Services Agency Disposition
Services:

Direct the Contracting Officer 1o incorporate Defense Federal Aequisition
Regulation Supplement, clause 252.204-7008, into any follow on Camp Ariljan
DRMCO contract.

Concur. DLA Dispogition Services has already incorporated DFARS clause
252.204-7008 into uts solicitations for the follow-on contracts for both Kuwail and
Irag.

Recommendation

E.2.

Direct the Chief, Deflense Reutilization and Marketing Office at Camp Arifjan. in
coordination with the Defense Technology Seeurity Administration, develop and
implement a control plan which includes procedures to prevent umauthorized
nceass 1o controlled items and technology: a requirement For export-control
training for those officials responsible for ensuring compliance with Federal

Page 6 0f 12
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