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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 

400 ARMY NAVY DRIVE 
ARLINGTON VIRGINIA 22202-4704 

January 12,20,11 

MEMORANDUM FOR DIRECTOR, DEFENSE LOGISTICS AGENCY DISPOSITION 
SERVICES 

SUBJECT: 000 Needs to Improve the Management and Oversight of Operations at the 
Defense Rcutilization and Marketing Office-Camp Arifjan. Kuwait 
(Report No. 0-201 ,1-033) 

(FOUO) We are providing this report for review and comment. Improved processes and 
procedures are needed at the Defense ReutiHzation and Marketing Office-Camp Arifjan. 
Kuwait. to better manage the proper receipt and disposition of over $' .2 billion of 
equipment. Specifically, controls to ace·ollnt for, process, protect. reutilize, and destroy 
equipment in accordance with applicable guidance. needed improvement. We also 
identified that the Government did not equitably benefit from an estimated in 
contractor sales of scrap and useable property. 

DoD Directive 7650.3 requires tbat recommendations be resolved promptly. We 
considered management comments when preparing the final report. The, Defense oglstlcs 
Agency Disposition Services' comments are partially responsive to Recommendation D 
because actions taken do not fully comply \vith DRMS Instruction 4160.14, which requires 
all visitors and trucks to be escorted or monitored at all times. Commenl~ to 
Recommendation E.2 are partially responsive because Defense Logistics Agency 
Disposition Services' officials did not state whether a contro'l plan win be developed or 
implemented. We request additional comments on those recommendations by February 11. 
20ll . See the Recommendations table on page ii of this report. 

If possible. please send a .pdf file containing your comments to audj aofa1.dodig.mil. 
Copies of the management comments must contain the actual signature of the authorizing 
official. We are unable to accept the ISigned/ symbol in plac.e of the actual signature. [f 
you arrange to send classified comments electronica1ly, you must send them over the 
SE('J{ET Intcrnct Protocol Router Network (SIPRNET). 

We appreciate the courtesies extended to the staff. Please direct questions to 
at (703) 604-  (OSN 664- ). 

cc: 
U.S. Central Command 
U.S. Army Central 
Defense Logistics Agency 

~/·~ 
Daniel R. Blair 
Deputy Inspector General 
for Auditing 
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This report contains contractor information that is company confidential or 
proprietary. Section 1905, title 18, United States Code, and section 423, title 41, 
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Report No. 0-2011-033 (project No. 020 I 0-DOOOJA-0054.000) January 12,2011 

Results in Brief: DoD Needs to Improve Management 
and Oversight of Operations at the Defense Reutilization 
and Marketing Office-Camp Arifjan, Kuwait 

What We Did 
We conducted this audit in response to a U.S. 
Central Command request to focus oversight on 
U.S.-funded assets. At the Defense Reutilization 
and Marketing Office (DRMO) at Camp Arifjan, 
Kuwait, we determined that improved processes 
and control procedures were needed to better 
manage the receipt and disposition of over 
$1.2 billion of equipment. 

What We Found 
The contracting officer and DRMO officials did 
not ensure the contractor had adequate controls in 
place to validate that all items .were .received or 
demilitarized in accordance wIth gUIdance. 
Specifically, 000 officials did not ~nsure the 
contractor timely accounted for all Items; 
protected items from the environment; or restricted 
from reutilization 171 items that should have been 
destroyed. DRMO and contractor ?fficials also 
inappropriately certified and/or venfied that 
34 items requiring demilitarization were 
destroyed. These issues occurred because (1) the 
contracting officer did not hold the contractor 
accountable for deficiencies in receiving 
operations, (2) the contracting officer. . 
representatives did not conduct effecttv~ oversIght 
of receiving and demilitarization operatl.ons, ~J.1d 
(3) Defense Logistics Agency (DLA) DIsposItIon 
Services officials did not develop a performance 
measure for demilitarization. As a result, items 
were vulnerable to theft and environmental 
damage, and items with poteptial safety.or health 
hazards were improperly re-Issued, placmg 000 
personnel at an increased risk to injury. DRMO 
officials also lacked reasonable assurance that 
items were properly demilitarized. 

export-controlled items and technology. This 
occurred because DLA Disposition Services and 
DRMO officials believed controls were in place to 
prevent unauthorized personnel from obtaining 
access and did not incorporate an export-control 
clause into the DRMO contract. Access to export
controlled items could result in disclosures of 
controlled technologies to foreign nationals which 
could have military or economic ramifications. 

(FOUO) Lastly, DLA Disposition ~ervi~e.s 
officials provided the contractor WIth t;tInlmal 
incentive to challenge or change questIonable 
condition codes and unit pricing of potentially 
serviceable items. This occurred because the 
acquisition strategy and the terms and conditions 
of the contract allowed the contractor to retain all 
proceeds from the sale of scrap and useable items. 
As a result, the Government did not equitably 
benefit from an estimated  in 
contractor sales of scrap and useable items 
associated with DRMO operations in Iraq, 
Afghanistan, and Kuwait for calendar year 2009. 

On June 30, 20 I 0, the contracting officer . 
terminated the DRMO contract for convenIence 
and awarded a new contract on August 6,2010, 
which was also terminated for convenience. As of 
December 2010, the DRMO contract was being re
solicited. Because of the contract terminations, 
our recommendations are primarily directed 
toward improving future DRMO contracts. 

What We Recommend 
Among other recommendations, we recommend 
the Director, DLA Disposition Services: 
• Ensure appropriate performance measures for 

receiving and demilitarization and an export
control clause are included in the new contract; 

• Develop procedures to ensure compliance.with 
DRMO and contractor officials did not provide receiving, demilitarization, physical securIty, 
adequate physical security over items because and export-control requirements; and. . 
DRMO officials over relied on contractor and • Implement procedures to ensure recelvmg .. 
Army officials to perform security operations, officials are challenging questIOnable condItIOn 
which increased the risk of pilferage. DRMO codes and inaccurate unit prices with the 
officials also did not ensure the contr.actor had generating activity. 
controls in place to prevent unauthOrIzed access to 
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Management Comments and Our Response 

January 12, 2011 

We commend DLA Disposition Services for taking action to improve the receipt and disposition 
of excess equipment. DLA Disposition Services' comments on Recommendations 0 and E.2 are 
partially responsive. Comments on the remaining recommendations are responsive. DLA 
Disposition Services disagreed with the conclusions and assumptions in Finding E with regard to 
export-control laws, regulations, and guidance. Please see the recommendations table below. 

Recommendations Table 
Management 

I Director, Defense Logistics 
I Agency Disposition Services 

Recommendations 
Requiring Comment 

I 0, E.2 

Please provide comments by February 11,2011. 
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A.l, A.2.a-d, A.3.a-b, B, 
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Introduction 

Objectives 
The overall objective of our audit was to evaluate whether management processes and 
control procedures were in place to ensure the proper disposition of equipment at the 
Defense Reutilization and Marketing Office (DRMO)-Camp Arifjan, Kuwait. 
Specifically, we evaluated whether adequate controls existed to ensure the proper receipt, 
inspection, coding, and disposition of equipment at the DRMO. See Appendix A for a 
discussion of the audit scope and methodology; Appendix B for prior coverage related to 
the audit objectives; Appendix C for a description of the flow of equipment and materiel 
through a DRMO; Appendix 0 for examples of collaboration efforts to increase the 
reutilization of items; and Appendix E for a discussion of unaccounted for sensitive 
items. 

Throughout the audit we conducted mUltiple briefings with DLA Disposition Services 
and Camp Arifjan DRMO officials to communicate our initial observations and provide 
preliminary recommendations. We commend DLA Disposition Services for 
implementing corrective actions throughout the audit. See Management Actions in 
Finding A-C for actions taken during the audit. 

Background 
We conducted this audit (1) in response to a U.S. Central Command request to focus 
oversight on U.S.-funded assets to ensure they are properly accounted for and that there is 
a process for their proper transfer, reset, I or disposal; and (2) based on previous fieldwork 
performed at the Camp Arifjan DRMO for 000 Inspector General (IG) 
Report No. 0-2010-027, in which we reported DRMO officials disposed of potentially 
serviceable Interceptor Body Armor components? 

Defense Logistics Agency Disposition Services 
The Defense Logistics Agency (DLA) Disposition Services, formerly Defense 
Reutilization and Marketing Service, a subordinate command to the DLA, is responsible 
for the proper reuse, transfer, donation, sale, or disposal of excess items turned in by 000 
Components. In FY 2009, DLA Disposition Services reported that DoD Components 
turned in 211.6 million items with an acquisition value of $36.5 billion to its field sites 
worldwide. Within the field sites, DRMOs are considered to be the Government's last 
chance to salvage property before disposal. DRMOs may transfer reutilized property 
within 000 and Federal agencies or donate the property to qualified organizations. Prior 

1 The term "reset" refers to a series of actions taken to restore units to a desired level of readiness based on 
mission requirements. 
2 DoD IG Report No. D-20JO-027, "Army's Management of the Operations and Support Phase of the 
Acquisition Process for Body Armor," December 8, 2009. 
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to transfer, sale, or disposal, DRMOs are also responsible for demilitarizing property with 
inherent military characteristics, rendering the property useless from its originally 
intended purpose. 

Camp Arifjan DRMO 
The Camp Arifjan DRMO is the largest DRMO in the world. In calendar year (CY) 
2009, approximately 6.4 million excess items with a total acquisition value of 
$1.2 billion, were turned in to the Camp Arifjan DRMO. Of those 6.4 million items, 
DRMO officials transferred 714,199 items (II percent), with a total acquisition value of 
$80.6 million, to DoD and Federal agencies or other qualified organizations for 
reutilization. The remaining items (89 percent) were sold as scrap, useable property, or 
disposed of as trash. 

Contractor Operations 
On November 29,2007, the DLA Disposition Services contracting officer awarded a 
contract to Taos Industries to operate six DRMOs in Southwest Asia, one of which was 
the Camp Arifjan DRMO. The contractor was responsible for conducting DRMO 
operations to include receiving, storing, property issuing, demilitarization, and selling 
scrap and usable property. 

The contract was worth an estimated $45.2 million with three schedule tiers: firm-fixed 
price, time and material, and cost reimbursement fixed-fee. The contract included a 
12-month base period and four 12-month option periods. The duration of the first task 
order under the base period was March 3,2008, through June 30, 2009. The task order 
for the first option period was July 1,2009, through June 30, 2010. Effective 
July 1, 2010, the contracting officer terminated the contract for convenience, and on 
August 6, 2010, DLA Disposition Services officials awarded a new contract for 
conducting DRMO operations at Camp Arifjan, which the contracting officer also 
terminated for convenience on September 20,2010.3 As of December 2010, the contract 
for conducting DRMO operations at Camp Arifjan was being re-solicited. 

Contractor Oversight 
Although the contracting officer retained overall responsibility for contract management 
and oversight, two onsite administrative contracting officers and 18 on-site contracting 
officer representatives (CORs) were responsible for monitoring contractor performance. 
The administrative contracting officers were responsible for monitoring compliance with 

3 According to the first contract termination memorandum, Taos Industries, an affiliate of Public 
Warehousing Company, was suspended by the DLA on November 16, 2009, until completion of the legal 
proceedings against Public Warehousing Company. For the second termination, DLA Disposition Services 
officials stated that due to a protest, the contract issued August 6, 2010, was also terminated for 
convenience, and a new solicitation is being issued. 
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contract requirements while the CORs provided day-to-day oversight of 34 U.S. citizens 
and 181 foreign nationals4 performing various DRMO operations. 

Disposition Guidance 
The contract required the contractor to comply with various guidance to include 
DoD 4160.21-M, "Defense Materiel Disposition Manual," August 18, 1997; and 
DRMS Instruction 4160.14, "Operating Instructions for Disposition Management," 
May 12, 2008. DoD 4160.21-M provides guidance on the disposition processes for 
useable and scrap property. DRMS Instruction 4160.14 implements that guidance and 
provides procedures for receiving, inspecting, processing, and disposing excess 
equipment (see Appendix C for a description of the flow of equipment and materiel 
through a DRMO based on the DRMS guidance). The Instruction also provides 
definitions of sensitive and pilferable items. Sensitive items are defined as property 
requiring a high degree of protection and control due to statutory or regulatory 
requirements. Pilferable items are those that by virtue of condition, intrinsic value, or 
resale potential, are highly desirable and, therefore, a primary target for theft. 

Iraq Drawdown 
On January 1,2009, the United States entered into an agreement with the Government of 
Iraq for a complete withdrawal of U.S. forces and equipment from Iraq by 
December 2011. As of May 2009, DoD estimated that the drawdown from Iraq would 
include the withdrawal of approximately 3.4 million pieces of equipment. Within the 
U.S. Central Command's Theater of operations, the U.S. Army Central has overall 
responsibility for Army operations. A subordinate command of U.S. Army Central, the 
I st Theater Sustainment Command, has operational control of the Theater Retrograde, 
Camp Arifjan, which acts as a theater collection point for excess equipment. Theater 
Retrograde officials process serviceable and unserviceable materiel, to include sendin~ 
excess serviceable and unserviceable items to the DRMO for reutilization or disposal. 
As the drawdown progresses, the U.S. Central Command, in coordination with U.S. 
Army Central, Army Materiel Command, DLA Disposition Services, and other 
organizations, is working collaboratively to increase the reutilization of potentially 
serviceable items and limit waste. See Appendix D for examples ofthose collaborative 
efforts. 

Review of Internal Controls 
DoD Instruction 5010.40, "Managers' Internal Control Program (MICP) Procedures," 
July 29, 2010, requires DoD organizations to implement a comprehensive system of 
internal controls that provides reasonable assurance that programs are operating as 
intended and to evaluate the effectiveness of the controls. At the Camp Arifjan DRMO, 

4 For consistency within the report, we use the term "foreign nationals" to refer to both local nationals and 
third-country nationals. 
5 Serviceable equipment is considered to be new, used, repaired, or reconditioned materiel issuable to 
customers for its intended purpose. Unserviceable equipment can include items that require repair, 
reconditioning, additional parts, or materiel that is condemned. 
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we determined that internal controls were not always in place or effective to provide 
reasonable assurance that equipment was properly received and dispositioned in 
accordance with DoD and DRMS guidance. 

DRMO officials were not effectively overseeing receiving and demilitarization 
operations and  

. DLA Disposition Services officials also did not incorporate the 
applicable export-control clause in the DRMO contract, which could have mitigated the 
risk of unauthorized access to export-controlled items. Implementing the 
recommendations in Findings A through C should ensure officials properly process, 
secure, and store items, and provide reasonable assurance that items are properly 
demilitarized, rendering them useless for their originally intended purpose. 
Implementing the recommendations in Findings D and E should reduce the risk that 
sensitive and pilferable materiel is vulnerable to loss or theft and should protect export
controlIed items from unauthorized disclosure. 

The acquisition strategy and contract terms and conditions used by DLA Disposition 
Services officials provided the contractor with minimal incentive to challenge or change 
questionable condition codes and unit prices. In addition, the contractor had minimal 
incentive to tum away generating activities from improperly turning in serviceable items. 
Implementing the recommendations in Finding F should increase the reutilization of 
items by ensuring officials challenge and change questionable condition codes and unit 
prices, when warranted. We wilI provide a copy of the report to the senior officials 
responsible for internal controls at DLA Disposition Services and the Camp Arifjan 
DRMO. 
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Finding A. Receiving Requirements Not 
Always Met 
The contracting officer and DRMO officials did not always ensure the contractor 
received and processed items in accordance with DRMS guidance and contract 
requirements. Specifically, the contracting officer and DRMO officials did not make 
certain the contractor timely accounted for all items received and took steps to protect 
some items from the environment. This occurred because the contracting officer did not 
require the contractor to correct deficiencies identified by the CORs and did not hold the 
contractor accountable for its consistent failure to correct those deficiencies. Also, 
DRMO officials did not assign an appropriate number ofCORs for conducting oversight 
of contractor receiving operations, verify that contractor officials had the training 
necessary to properly receive and process items, and ensure items were protected from 
environmental damage. As a result, potentially serviceable pilferable and sensitive items 
were vulnerable to loss, theft, and environmental damage. 

DLA Disposition Services and DRMO officials took action to address some of the 
receiving issues we identified during the audit. On February 28, 2010, DRMO officials 
provided the CORs and contractor officials training on the identification and processing 
of pilfer able and sensitive items. Subsequent to the contracting officer terminating the 
contract for convenience on June 30, 2010, the contracting officer withheld payment from 
the contractor in the amounts of $23,412.83 and $46,825.66 for failure to meet receiving 
requirements. See Management Actions on page 10 for a complete discussion of the 
actions taken. 

Receiving Process 
The DRMO receiving process is one of the most critical and important stages in 
determining equipment disposition. DRMS Instruction 4160.14 provides guidance on 
that process, which begins when a generating activity6 turns in an item using a 
DD Form 1348-1A, "Issue ReleaselReceipt Document," July 1991, which is often 
referred to as a Disposal Turn-in Document (DTID). Prior to acceptance of an item, a 
DRMO receiving official inspects the item to determine its eligibility for turn-in. If the 
item is not eligible for turn-in, it is rejected back to the generating activity. If eligible for 
turn-in, the receiving official verifies the item's condition and ensures the quantities of 
items received match the DTID data. If the DTID data is incorrect or incomplete, the 
receiving official may assist the generating activity in making corrections or can reject 
the item from turn-in. Once the information is verified, a DRMO receiving official enters 
the item's information into the DRMO property record (the Defense Reutilization and 
Marketing Service Automated Information System [DAISy]).7 Once entered into 

6 A generating activity is any customer authorized to tum items into the DRMO. 
7 All item documentation is also scanned into WebDocs, a DLA Disposition Services internet based 
application that allows for the indexing and retrieval of hard copy documentation. 
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DAISY, the item can be seen by DRMO customers,8 who have 42 days to claim the item 
from the DRMO. If the item is not claimed within 42 days, the item is downgraded to 
scrap or demilitarized. 

If the DRMO receiving official does not enter the item's information into DAISY within 
a specified time frame, the item is staged in a backlog area and should be processed on a 
first-in, first-out basis. A DRMO receiving official completes a DRMS Form 355 for 
each item in the backlo~ area with the date received and the generating activity's 000 
Activity Address Code. See Appendix C for a description of the flow of equipment and 
materiel through the DRMO receiving process. 

Items Not Accounted for Timely 
The contracting officer did not ensure that the DRMO contractor officials entered all 
items into DAISY within the 7 days required in the contract. We reviewed the 
contractor's reports from November 12 through December 11,2009, and determined that, 
on average, the daily number ofDTIDs not processed within 7 days was 1,260 DTIDs.IO 
DRMO and contractor officials continued to report during their monthly contractor 
performance review that the contractor remained unable to account for items within 
7 days. Failure to enter items into DAISY in a timely manner increases the risk that lost 
or stolen items will go undetected because items are not accounted for. 

The contractor also did not enter all pilferable and sensitive items into DAISY upon 
receipt. DRMS Instruction 4160.14 states pilferable items (and sensitive items), which 
can include items such as tools, ammunition, and organizational clothing and equipment, 
should be immediately brought to record and secured in a designated secure storage area. 
During our site visit, we observed on several occasions unsecured and unaccounted for 
pilferable and sensitive items in the backlog area, to include body armor, tools, and reflex 
sights (see Figures 1-3). 

Figure 1. Body Armor Figure 2. Tools 

8 A customer can be any DoD entity with a valid DoD Activity Address Code and Letter of Authorization. 
9 A DoD Activity Address Code is a six-digit code that uniquely identifies a unit, activity, or organization 
that has the authority to requisition and/or receive materiel. 
10 We could not determine the exact number of items not accounted for within 7 days because backlog is 
tracked by DTID number and multiple items can be annotated on one DTID. 
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On January 31, 2010, we observed unsecured pilferab1e items such as tools, tool boxes, 
and computer disks in the receiving backlog area. According to the DRMS Form 355s, 
those items were received on January 16, 2010. Although contractor officials stated that 
they were processing the backlog items daily, when we revisited the backlog area on 
February 4, 2010, the items identified during our January 31 site visit remained 
unprocessed and unsecured. Until pilferable and sensitive items are secured and 
accounted for, those items are at an increased risk of loss or theft. 

Property Damaged from Environmental Exposure 
DRMO officials did not ensure the contractor protected some items from the environment 
in accordance with the contract. The contractor's operational technical plan, which was 
incorporated into the contract, states the contractor should protect items from 
environmental damage and cover items in outdoor storage. However, we observed items, 
such as electronic power outlets and helmets that appeared to have weather damage from 
being stored in outdoor containers without lids. The accompanying DRMS Form 355s 
and DTIDs were also difficult to read due to water damage. 

We also identified items that appeared to have severe environmental damage. For 
example, we observed approximately 75 uncovered tri-wall containers of Joint Service 
Lightweight Integrated Suit Technology (JUST) items and body armor components held 
for potential reutilization, which were not covered with a lid and collapsing due to 
environmental damage (Figures 4 and 5). We also observed container lids in the JUST 
area not being used (Figure 6). 

Figure 4. Exposed 
JLIST Items 

Figure 5. Collapsed 
JLIST Containers 

Figure 6. Excess 
Container Lids 

We compared the cost of the lids to the acquisition cost ofthe items in the exposed 
tri-wall containers and determined the lid cost to be minimal in relation to the acquisition 
cost of the items. According to 
the Federal Logistics Database, 
a tri-wall container lid costs 
approximately $43, while the 
estimated acquisition cost of 
one container of JUST items 
was approximately $39,000. 

We compared the cost of the lids to the acquisition 
cost of the items in the exposed tri-wall containers 

and determined the lid cost to be minimal in 
relation to the acquisition cost 

of the items. 

Proper environmental protection of potentially serviceable items is critical to 
reutilization. 
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Contractor Not Held Accou ntable 
The contracting officer did not ensure the contractor corrected receiving deficiencies 
identified by the CORso While the contracting officer withheld partial payment from a 
I-month invoice in CY 2009 for noncompliance with receiving requirements, the 
contracting officer did not continue to hold the contractor accountable for their consistent 
failure to correct deficiencies identified by the CORso 

Performance Problems Previously Reported 
The contractor's failure to comply with accountability requirements had been reported by 
the CORs since July 2008. Based on the COR reports, the contracting officer issued a 
cure notice ll to the contractor on August 24,2008, which required the contractor to 
develop a corrective action plan to address the concerns. On September 8, 2008, the 
contractor provided a corrective action plan to the contracting officer citing specific 
actions to be taken to comply with requirements to timely enter items into DAISY. From 
September 2008 to October 2008, DLA Disposition Services officials also took action by 
providing the contractor with assistance to reduce backlog and enter items into DAISy.12 
However, not until July 23, 2009 (10 months after receipt of the corrective action plan), 
did the contracting officer withhold payment for the contractor's continued 
noncompliance with receiving requirements. Specifically, the contracting officer reduced 
payment to the contractor by $23,413, (1 O-percent of a I-month invoice), for the 
contractor's failure to follow the corrective action plan. 

Performance Problems Continue 
During CY 2009, DRMO officials continued to identify and report the contractor's 
noncompliance with accountability requirements. For example, on July 20, 2009, a COR 
issued a corrective action request because the contractor was not meeting the 7-day 
requirement for entering items into DAISY. We also reviewed DRMO official and 
contractor monthly performance assessments of the acceptable performance level (APL) 
for receiving, which requires the contractor to achieve 1 OO-percent compliance for 
entering items into DAISY within 7 days. As shown in Table I, using a 5-percent 
variance, both COR and contractor officials continuously reported that the contractor 
failed to meet the APL for 7 out of 12 months for CY 2009. 

I I A cure notice may be issued to a contractor once it is determined that actions or inactions on the part of 
the contractor are endangering performance under the contract. The cure notice requires the contractor to 
address what will be done to correct the situation. 
12 The contracting officer reduced the contractor' s November 2008 monthly invoice by $76,047 for 
providing Government assistance to reduce the backlog. 
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Table 1. 2009 Acceptable Performance Level to Establish a 
Record Of Property within 7 Days 

[Ja"n[Feb"1 Mar I Apr I May ~r-:fuI l Aug I Sep roctl Nov I Dec 
,....----- 81 94 

Acceptable Performance Level (APL) Key, which uses a 5-percent 
variance to visually display compliance with an APL goal of 100 percent. Green indicates a variance of greater than or 
equal to 95-percent compliance, yellow indicates 85- to 94-percent compliance, and red indicates anything lower than 
85-percent compliance with the APL. 

Although DRMO and contractor officials continued to report that the contractor did not 
achieve the APL for receiving, the contracting officer did not further reduce contractor 
payments in response to those reports. Incorporated as a clause to the contract, Federal 
Acquisition Regulation 52.246-4, Inspection of Services- Fixed Price, allows the 

Although DRMO and contractor 
officials continued to report that the 

contractor did not achieve the AP L for 
receiving, the contracting officer did 
not hold the contractor accountable 

Government to hold the contractor 
accountable for failure to ensure compliance 
with contract requirements and to request 
consideration to include a reduction in 
payment. However, based on our review of 
the contractor's monthly invoices for the 

for continued noncoml!liance with the remainder of 2009 (August through 
contract reqUlrement. December), the contracting officer did not 

further reduce contractor payments other than the payment withheld on July 23, 2009. 

Better OverSight and Training Needed at Receiving Area 
DRMO officials did not assign an appropriate number of CORs for conducting oversight 
of contractor receiving operations. DRMO officials also did not verify contractor 
officials had the training necessary to properly receive and process sensitive and 
pilferable items, and ensure items were properly protected from environmental conditions 
in accordance with applicable guidance. 

Insufficient Number of CORs at Receiving Area 
DRMO officials did not assign an appropriate number of CORs to perform oversight of 
the contractor's receiving operations, one ofthe most critical processes in the flow of 
equipment and materiel through a DRMO. Although there were 18 CORs eligible for 
monitoring contractor performance, DRMO officials reported only one COR was 
assigned to perform oversight of receiving operations during the day, and one COR was 
assigned to perform oversight of all DRMO functions at night. However, during multiple 
site visits in January 2010 and February 2010, we did not observe a COR present in the 
receiving area. Although we did not identify guidance dictating the number of CORs 
needed to perform oversight of receiving operations, the lack of oversight is indicative of 
recurring issues within the U.S. Central Command Theater of operations. As previously 
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reported in multiple GAO and DoD reviews,13 DoD continues to have an inadequate 
number of personnel to conduct oversight of its contractors. 

Training on Pilferable and Sensitive Items 
DRMO officials did not verify that contractor employees had the training necessary to 
properly process pilferable and sensitive items. The contractor's operational technical 
plan, which was incorporated into the contract, anticipated that monthly training on 
pilferable and sensitive items would be required for contractor employees responsible for 
the receiving process. However, our review of contractor employee training records 
indicated that receiving officials only completed pilferable and sensitive training for 
3 months during CY 2009. Contractor 
officials stated that given the environment 
of contingency operations and turnover of 
personnel, they were not always able to 
provide monthly training. While we 

... receiving officials only completed 
pilferable and sensitive trainingfor 

3 months during CY 2009. 

understand the challenges of operating in a contingency environment, DRMO officials 
should verify that contractor employees responsible for the receiving process have the 
technical training necessary to identify pilferable and sensitive items to make certain 
those items are promptly accounted for and protected from loss or theft. 

Protection of Potentially Serviceable Items 
DRMO and contractor officials were unaware that the contractor should protect items 
from environmental damage. Instead, officials stated that they are not responsible for 
protecting items that arrived at the DRMO in uncovered containers. DRMO officials also 
stated they requested a storage facility be built at the DRMO to protect property from 
environmental damage; however, building restrictions at Camp Arifjan prevented the 
construction of a permanent covered storage facility. Based on the amount of items we 
observed that were environmentally damaged, it is imperative that potentially serviceable 
items are protected from the elements to increase the reutilization of items and save 
Government resources. 

Management Actions to Improve Receiving Operations 
DLA Disposition Services and DRMO officials took action to address some of the 
conditions identified during the audit. On February 28, 2010,20 COR and contractor 
officials attended "Pilferable/Sensitive and Basic Receiving Review" training. The 
training included instruction on proper identification and processing of sensitive and 

13 GAO, "Warfighter Support: Continued Actions Needed by DoD to Improve and Institutionalize 
Contractor Support in Contingency Operations," GAO 10-551 T; GAO, "Military Operations: DoD Needs 
to Address Contract Oversight and Quality Assurance Issues for Contracts Used to Support Contingency 
Operations," GAO-08-1087; GAO, "Military Operations: High-Level DoD Action Needed to Address 
Long-standing Problems with Management and Oversight of Contractors Supporting Deployed Forces," 
GAO-07-145; DoD IG "Contingency Contracting: A Framework for Reform," D-2010-059; DoD IG, 
"Defense Contract Management Agency Acquisition Workforce for Southwest Asia," D-2010-051; DoD 
IG, "Challenges Impacting Operations Iraqi Freedom and Enduring Freedom Reported by Major Oversight 
Organizations Beginning FY 2003 through FY 2007," D-2008-086. 
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pilferable items. In addition to the training, DLA Disposition Services officials stated 
DRMO officials took immediate action to protect property from environmental damage 
using existing materials and will order protective lids to be placed on tri-wall containers 
to protect equipment from the elements. We commend DLA Disposition Services and 
DRMO officials for taking prompt management action during the audit. 

Subsequent to the contracting officer terminating the DRMO contract for convenience on 
June 30, 2010, the contracting officer withheld payment from the contractor for failure to 
meet two receiving APLs. Specifically, on July 6 and 8,2010, the contracting officer 
withheld payments in the amounts of$23,412.83 and $46,825.66, respectively. 

DLA Disposition Services officials awarded a new contract for conducting DRMO 
operations at Camp Arifjan on August 6, 2010, which the contracting officer also 
terminated for convenience on September 20, 2010. The contract for conducting 
operations at Camp Arifjan is being re-solicited. As a result, our recommendations are 
primarily directed towards improving future management and oversight of receiving 
operations at the Camp Arifjan DRMO. 

Recommendations, Management Comments, and Our 
Response 
A.1 We recommend that the Director, Defense Logistics Agency Disposition 
Services, identify the personnel accountable for not ensuring the contractor 
corrected receiving deficiencies identified by contracting officer representatives and 
initiate administrative action regarding these personnel as deemed appropriate by 
the Director. 

DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the recommendation, stating that the Director, DLA Disposition Services and J-7 
reviewed the issue and determined administrative action was not warranted. 

Our Response 
DLA Disposition Services' comments are responsive and no additional comments are 
required. 

A.2. We recommend the Director, Defense Logistics Agency Disposition Services, in 
coordination with the contracting officer, ensure the following are included in 
subsequent DRMO contracts: 

a. Performance measures to verify whether the contractor entered all items 
into the Defense Reutilization and Marketing Service Automated Information 
System within a required timeframe. 
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DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the recommendation, stating that currently government personnel are performing all 
functions at DLA Disposition Services Camp Arifjan [Camp Arifjan DRMO]. The new 
contract solicitation does not require the contractor to perform property data entry. 
Rather, government personnel will continue to perform this function. However, if future 
Camp Arifjan contracts have a requirement for the contractor to enter property into the 
accountability system, an appropriate performance measure will be utilized to evaluate 
contractor performance, ensuring all property data are entered into the system within a 
required timeframe. 

Our Response 
DLA Disposition Services' comments are responsive. Although Government personnel 
are performing aU functions at the Camp Arifjan DRMO, DLA Disposition Services 
should verify that procedures are in place to ensure all items are entered into the Defense 
Reutilization and Marketing Services Automated Information System within the required 
timeframe. No additional comments are required. 

b. Terms and conditions to hold the contractor accountable for continued 
noncompliance with contract requirements to include a reduction in payment 
option. 

DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the recommendation stating that under the Inspection of Services clause, if any 
services do not conform to contract requirements, the government may require the 
contractor to perform services again at no increase in contract amount. If the deficient 
service cannot be corrected by re-performance, the government may also reduce the 
contract price to reflect the reduced "value" of the services performed. DLA Disposition 
Services will also consider including a price reduction schedule in future contracts tied to 
performance metrics. 

Our Response 
DLA Disposition Services' comments are responsive. Subsequent to providing official 
comments, we confirmed with DLA Disposition Services officials that the Inspection of 
Services clause was incorporated into the new contract solicitation. No additional 
comments are required. 

c. Requirement to make certain contractor receiving personnel are properly 
trained to process and account for pilferable and sensitive items. 
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DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the recommendation stating that although the prior contract did not require monthly 
training on pilferable and sensitive items for contractor receiving officials, DLA 
Disposition Services immediately initiated contractor training to identify, process, and 
handle pilferable and sensitive items. The training and additional process improvements 
implemented will remain in place and occur monthly once the new contract begins. In 
addition, DLA Disposition Services provided separate and secure storage areas and 
lockable containers to segregate sensitive and pilferable material from other inventory 
which will continue under any Camp Arifjan follow-up contract. 

Our Response 
DLA Disposition Services ' comments are responsive. No additional comments are 
required. 

d. Requirement for protecting potentially serviceable items from the 
environment. 

DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the recommendation stating that although there was no specific requirement in the 
prior contract to protect property from environmental damage or to cover property in 
outdoor storage, the contractor was required to prevent degradation in property condition 
and value. Therefore, DLA Disposition Services provided lockable containers to the 
contractor and purchased protective lids to cover open tri-wall boxes and will continue 
this arrangement under any Camp Arifjan follow-up contract. 

Our Response 
The DLA Disposition Services' comments are responsive. We commend DLA 
Disposition Services for implementing corrective actions to protect property from 
environmental damage. No additional comments are required. 

A.3 We recommend the Director, Defense Logistics Agency Disposition Services, in 
coordination with the contracting officer and the chief, Defense Reutilization and 
Marketing Office at Camp Arifjan: 

a. Increase the number of contracting officer representatives at receiving to 
validate contractor compliance with receiving requirements, to include timely 
accounting for all items received, processing and accounting for pilferable and 
sensitive items, and protecting potentially serviceable items from the environment. 
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DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the recommendation stating that although Government personnel are currently 
performing all functions at DLA Disposition Services Kuwait [Camp Arifjan, DRMO], 
once the follow-on contractor is in place, DLA Disposition Services will appoint 
sufficient, trained contracting officer representatives to ensure adequate government 
oversight of contractor performance. 

Our Response 
DLA Disposition Services' comments are responsive. We contacted a DLA Disposition 
Services official for clarification on how the adequacy of government oversight will be 
determined. The official stated that on a monthly basis, the contracting officer will 
coordinate with the site manager to verify that appointed and trained contracting officer 
representatives are actively observing and reporting on contractor performance. No 
additional comments are required. 

b. Conduct periodic unannounced reviews to verify contractor compliance 
with contract requirements. 

DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the recommendation stating that the DLA Accountability Office and DLA 
Disposition Services Internal Audit Staff will coordinate to conduct unannounced audits 
to verify contractor compliance requirements on any Camp Arifjan follow-up contract. 

Our Response 
DLA Disposition Services' comments are responsive and no additional comments are 
required. 
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Finding B. Demil Code F Items Not 
Restricted from Reutilization 
DRMO officials did not ensure the contractor complied with disposition instructions 
when processing demil code F items for reutilization. 14 Specifically, the contractor did 
not restrict from reutilization 171 of 684 items that, due to their nature, had specific 
disposition requirements known as demil code F items, and were received at the DRMO 
from July 1,2009, to March 1,2010. Of those 171 items, 47 were improperly issued to 
DoD personnel. This occurred because DRMO officials did not verify that contractor 
employees had received adequate training on processing demil code F items. As a result, 
DoD personnel were at increased risk of injury from using items that could present safety 
or health hazards. 

During the audit, DRMO officials took immediate action to provide training on the 
proper identification and processing of demil code F items to prevent improper 
processing of those items. Because we already recommend incorporating training for 
receiving personnel into the new contract in Finding A, we focused our recommendation 
here on DRMO officials retrieving and destroying demil code F items that were 
improperly issued to DoD personnel. See Management Actions on page 17 for a 
complete discussion of the actions taken. 

Disposition Instructions 
Some demil code F items are considered sensitive items, which present hazards to 
personal safety, health, or the environment during use or demilitarization. These items 
require specific disposition instructions. DRMS Instruction 4160.14 states when turning 
in demil code F items to the DRMO, the generating activities are to provide copies of the 
disposition instructions. The DRMS Instruction also states if generating activities do not 
provide disposition instructions for demil code F items, DRMO officials should obtain 
the instructions to ensure items are properly demilitarized. 

To detennine whether demil code F items were properly dispositioned, we conducted a 
census review l5 of the documentation for all 684 demil code F infrared equipment, 
infrared illuminators, and borelight systems l6 received from July 1,2009, to 
March 1, 2010. Each of the items we reviewed had similar disposition instructions 
stating these items should not be issued. For example, the borelight system disposition 
instructions state the items are not to be sold, issued, or provided to any Government, 
DoD, State, local law enforcement agency, civilian organization, or individual due to 

14 A demil code describes whether the item requires mutilation or destruction and demil code F items are 
items that, due to their nature, have specific disposition requirements. 
15 A census review is a review of all items within a population, which produces results that are certain. 
16 According to the Army Field Manual 3-22-9, infrared equipment is a laser aiming device which is used 
in conjunction with night vision equipment; an infrared illuminator is a laser used to direct fire and 
illuminate and designate targets; and a bore light system is a laser used to calibrate and aim laser aiming 
devices. 
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laser safety precautions. Therefore, the items are to be destroyed. The disposition 
instructions further state that prior to tum-in, the generating activity should demilitarize 
the laser borelight system by breaking the light emitting diode [or LED] and annotating 
its destruction on the DTID. Further demilitarization is then performed at the DRMO. 

Some Items Were Improperly Issued 
DRMO officials did not ensure the contractor complied with disposition instructions 
when processing demil code F items for reutilization. Our census review indicated that 
the contractor improperly processed 171 of the 684 (25 percent) demil code F items and 
made them available for reutilization. As a result of the items not being restricted from 
reutilization, the contractor 

Our census review indicated that the contractor 
improperly issued 47 of 
the 171 demil code F items improperly processed I7l of the 684 (25 percent) demil 

t 0 0 I F code F items and made them available for reutilization. 
o 0 personne. or 

example, the DRMO improperly issued infrared equipment to an individual authorized by 
a unit commander to receive equipment from the DRMO. The DRMO also improperly 
issued infrared illuminators to an individual authorized by a major Army command to 
receive equipment from the DRMO. 

Training Requirements Not Met 
As previously stated in Finding A, DRMO officials did not verify that contractor 
employees had the training necessary to properly receive sensitive items, which can 
include demil code F items. Specifically, receiving officials were only provided monthly 
training on pilferable and sensitive items for 3 of 12 months during CY 2009. Without 
proper training, receiving officials may disregard or overlook demil code F disposition 
instructions. 

As shown in Table 2, of the 171 items improperly made available for reutilization, the 
generating activity turned in 142 of 171 (83 percent) items with the disposition 
instructions. For the remaining 29 of 171 (17 percent) items that did not have disposition 
instructions turned in with the items, contractor officials should have obtained the proper 
disposition instructions in accordance with DRMS guidance. 

Table 2. 171 Demit Code F Items Improperly Made Available for Reutilization 

Description Number Percentage 
of Items of Items 

[ Items Received with Disposition Instructions: 142 I 83 percent 

[ Items Not Received with Disposition Instructions: .-----2- 9-- ' 1 7 percent 

Note: The table depicts all demil code F infrared illuminators, infrared equipment, and bore light systems 
received and improperly made available for reutilization at the Camp Arifjan DRMO from July 1,2009 to 
March 1,2010. See Appendix A for a description of the census review. 

Implementing the Recommendations in Finding A should prevent those items from being 
made available and ensure they are destroyed in accordance with the disposition 
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guidance. Implementing the recommendation in this finding will ensure that demil 
code F items that were improperly issued are retrieved and destroyed. 

Personnel at an Increased Risk of Injury 
Because demil code F items may present hazards to the environment, safety, or health, it 
is imperative that receiving officials comply with disposition instructions to reduce these 
risks. We contacted the item manager for infrared equipment who confirmed that the 
items should not have been issued and should have been destroyed, and added that 
improper use of the items could damage or impair one's vision. We immediately briefed 
DRMO officials that contractor officials inappropriately issued demil code F items and 
recommended they identify similar, improper issuances of these items. We also found 
that some of these items were unaccounted for by Army Components. See Appendix E 
for examples of unaccounted items improperly issued by the DRMO. DRMO officials 
stated they would attempt to locate and retrieve the items that were improperly issued to 
ensure they were properly destroyed. 

Management Actions to Improve Reutilization Controls 
In response to our interim audit briefings, DRMO officials took action on 
February 28, 2010, by conducting "Pilferable/Sensitive and Basic Receiving Review" 
training for 20 CORs and contractor officials, which included guidance on the proper 
acceptance and processing of de mil code F items. On June 30, 2010, the contracting 
officer terminated the contract for convenience. 

Recommendation, Management Comments, and Our 
Response 
B. We recommend the Director, Defense Logistics Agency Disposition Services, 
direct the chief, Defense Reutilization and Marketing Office at Camp Arifjan, to 
contact the DoD Components that received the demil code F items that were 
improperly reissued and ensure those items are retrieved and destroyed. 

DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the recommendation stating that some of the items were returned due to the DLA 
Disposition Services Kuwait staffs repeated attempts to contact the DoD personnel who 
were improperly issued demil code F items. However, some of the items are in the 
possession of DoD personnel, who have redeployed. Based on DoD 4160.21-M-1, 
"Defense Demilitarization Manual," February 14, 1995, once those DoD personnel no 
longer need the items for their mission; they should demilitarize and or tum the items into 
a DLA Disposition Services location for demilitarization. 

Our Response 
DLA Disposition Services' comments are responsive. We contacted DLA Disposition 
Services requesting further assurance that officials had exhausted all measures to retrieve 
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the demil code F items that were improperly reissued. DLA Disposition Services 
officials provided documentation to support that the DoD Component's home stations 
had been notified to return all items to their nearest DRMO, subsequent to their 
redeployment. In addition, officials stated that follow-up with those components will be 
encouraged. No additional comments are required. 
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Finding C. Noncompliance with 
Demilitarization Requirements 
From December 2009 to February 2010, DRMO and contractor"officials inappropriately 
certified and/or verified that 34 items were demilitarized in accordance with DRMS 
guidance. Specifically, DRMO and contractor officials: 

• certified and verified destruction of three infrared equipment, three radio beacons, 
and one infrared illuminator when in fact the items had been issued to 000 
Components, 

• certified and verified destruction of the same 26 microcircuits on two different 
dates, and 

• did not verify the destruction of an antenna element. 

This occurred because DLA Disposition Services officials did not develop and 
incorporate a performance measure for the demilitarization process into the contract. In 
addition, DRMO officials did not adequately monitor contractor compliance with 
demilitarization and training requirements and did not assign an appropriate number of 
personnel to verify items were properly demilitarized. As a result, 000 officials lacked 
reasonable assurance that contractor officials properly demilitarized items to prevent 
technologies or their components from being used for their originally intended purposes. 

DRMO officials took immediate action to address some of the deficiencies identified 
during the audit. On February 18,2010, DRMO officials required certifying officials that 
were deficient in training to complete the proper training requirements. In addition, on 
February 25, 2010, the DRMO chief stated she appointed two additional CORs to oversee 
demilitarization operations. See Management Actions on page 25 for a complete 
discussion of management actions taken. 

Demilitarization Process 
000 items are demilitarized to prevent the future use of the equipment, material, and 
components from being used for their intended military purpose. Demilitarization is 
generally conducted at a DRMO in accordance with the item's demil code. A demil code 
describes whether the item requires mutilation (deforming, cutting, melting, crushing) or 
destruction (shredding, burning, cutting, crushing). All items with a demil code other 
than "A" require some type of demilitarization. Unserviceable items requiring demil may 
be processed for demilitarization upon receipt at the Camp Arifjan DRMO. The DTIDs 
for unserviceable items are stamped with the following (Figure 7): 

I certify that the item(s) listed hereon has been demilitarized in 
accordance with DoD 4160.21-M-I, Defense Demilitarization Manual , 
Appendix 4, Category __ , Paragraph ~ and/or the following 
applicable regulation_. 
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Figure 7. Disposal Turn-in Document Stamped With 
Demilitarization Certificate Statement 

Source: WebDocs 

Serviceable items requiring demilitarization are first made available for reutilization. If 
the items are not reutilized within the standard 42-day reutilization period, the DAISY 
system automatically prints a demil certificate (Figure 8). Contractor officials stated 
multiple demil certificates may be printed as a reminder, until the items are demilitarized. 

Figure 8. Demilitarization Certificate Printed 
After 42-Day Expired Reutilization Period 

DAISY udwb4001. rpt. 011 
Location: SQ6A DEMIL CERTIFICATE 10022 

01/22/10 
19:32 

DTID STOCK ID QUANTITY UI DEMIL CODE SITE/STORAGE 
W1SGK89271H452L 5805 012466826 7 Ell C AO D020102BO 

ITEM NAME: TELEPHONE SET 

I CERTIFY THAT THE ITEM(S) LISTED ABOVE WERE DEMILITARIZED IN ACCORDANCE WITH 

DOD 4160 . 21-M-1, DEFENSE DEMILITARIZATION MANUAL, APPENDIX ____ _ 

CATEGORY ____ , PARAGRAPH AND/OR THE FOLLOWING APPLICABLE 

REGULATION DEMIL CERTIFIED BY , DATE 

DE~UL PERFORMED CODE VERIFIER 

Source: WebDocs 

The Camp Arifjan DRMO has three demil areas, each of which uses a different 
demilitarization tool (shredder, ammo shell casing deformer, and torch cutter). For our 
review, we primarily focused on items demilitarized in the torch cutting area. In this 
area, demil personnel layout items in rows (Figure 9), and the certifier reconciles the 
items and quantities contained on the DTIDs to the information on the demil certificates. 
Discrepancies are noted on the demil certificates by circling and changing the number of 
items listed on the certificates to the actual number of items counted (Figure 10), Once 
the counts are complete and reconciled, the items are demilitarized. 
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Figure 9. Demilitarization 
Torch Cutting Lanes 

Figure 10. Adjusted 
Demilitarization Certificate 

DAiSY G~uPPED 
DAISY \-I', ~O l~\~!. 01/22/10 

DEr-llL CERTIFICATE 1 OOll 19~j":l' ~ ~.~ 

STOCK 10 
lZoIO 014111265 

QUANTITY UI D!!I~lL CODE 

5lt@ SA 0 

IT£.'4 II1J.!E: SICH';. R2l'L3X 

! CERTIFY THAT THe ITEM IS) L!STED ABOVK WERB ORMT~tT~IZBO IN ACCORnANC! WI1~ 

000 4160.21-M-l. DKFIlKSli DE."ITl.rrAAlZATION MA.'ruAL, AtJPKNPlX .,-J 

CAttGO~Y ~. Pk"'U.CI!O'PH \. 2 AAD/OR THB FOLWWItro :~'\:Sxjil 
RBGUI.ATION DBMH. CERTTUT"" "V , UNn: ..... \.u:.). 

VBR.rPTP. 

Source: WebDocs 

DRMS Instruction 4160.14 states demil certificates require two signatures, one by a 
certifier and one by a verifier. 17 Having two people sign each demil certificate reduces 
the risk of errors or fraud. Certification is normally accomplished once demilitarization 
is completed. First, the certifier will either perform or witness the demilitarization 
process. Once the process is complete, the certifier signs and dates the demilitarization 
certificate validating the quantities demilitarized. The verifier must witness the 
demilitarization or inspect the residue, and then the verifier countersigns the 
demilitarization certificate validating the quantities and adequacy of demilitarization. 
The DRMS Instruction also states that signing a false certificate constitutes a felony and 
may subject the individual to criminal prosecution. 

17 The certifier can be a foreign national or U.S. citizen contractor official. The verifier must be a U.S. 
citizen and a Government official. 
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Improper Certification and Verification 
From December 2009 to February 2010, DRMO and contractor officials inappropriately 
certified or verified that 34 items were destroyed in accordance with DRMS guidance. 
Specifically, demil certifiers and/or verifiers did not always validate quantities 
demilitarized, likely witness demilitarization or inspect the residue, or countersign demil 
certificates. 18 

Incorrect Quantities Certified and Verified 
The certifier and verifier did not always validate the quantity of all demilitarized items. 
For example, some of the items we reviewed, to include three pieces of infrared 
equipment, three radio beacons, and one infrared illuminator, were certified and verified 
as destroyed when the items had actually been issued to DoD Components. We 
identified a demil certificate printed on January 1, 20 I 0, which indicated that 30 pieces of 
infrared equipment were eligible to be demilitarized. On January 20, 2010, 3 of the 
30 items 19 were improperly '. . . 
. d t S' b ... three pieces oj mfrared equipment, three radIO Issue 0 a ervlce mem er. o J 26 2010 th beacons, and one infrared illuminator, were certified 

n anuary, ,e and verified as destroyed when the items had actually 
remaining items were 
demilitarized using the been issued to DOD Components. 

demil certificate printed on January I, 2010. However, both the certifier and verifier 
signed the demil certificate which stated all 30 items were demilitarized indicating that 
the certifier and verifier did not validate the correct quantity of items demilitarized. Had 
the certifier and verifier validated the correct quantity of items demilitarized, they would 
have annotated the demil certificate to state only 27 items had been demilitarized. 

We identified another demil certificate, printed on January 8, 2010, indicating that 
11 radio beacons were eligible to be demilitarized. On January 16,20 I 0, 3 of the 
11 items were issued to a Service member. On January 27, 2010, the remaining radio 
beacons were demilitarized using the demilitarization certificate printed on January 8. 
However, both the certifier and verifier signed the demil certificate that stated all 
11 items were demilitarized. We also reviewed a demil certificate for 77 infrared 
illuminators printed on January 8, 2010. Although the contractor issued one infrared 
illuminator on January 16, 2010, the certifier and verifier signed the demil certificate on 
January 29, 2010, stating that all 77 items were demilitarized. Neither demil certificate 
reflected the correct quantity destroyed, indicating the certifier and verifier did not 
actually validate the quantity demilitarized prior to signing and countersigning the demil 
certificates in accordance with DRMS guidance. 

18 The auditors used ajudgment sample to identify items inappropriately certified and/or verified. As such, 
the results cannot be projected across the entire population of items which required demilitarization. 
19 The three items were also included in the 47 total demil code F items improperly issued to DoD 
Components as discussed in Finding B and Appendix E. 
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Witness or Inspection of Items Not Performed 
The same 26 linear microcircuits were certified and verified as destroyed on two demil 
certificates for two different dates. The certifier and verifier signed the first certificate on 
December 8, 2009, stating that all 26 items were demilitarized. The same certifier and 
verifier signed a second certificate on December 14,2009, stating again that the same 
26 items were demilitarized. The certifier and verifier likely did not witness the 
demilitarization or inspect the residue, and should have identified that these 26 linear 
microcircuits could not have been demilitarized on both dates. 

No Government Signature to Validate Demil 
We identified one demil certificate for an antenna element that the verifier did not 
countersign. Without a countersignature, there is no assurance the DRMO official 
validated the adequacy of the antenna element's demilitarization to prevent its future use. 
Further review of the demil certificate revealed the certifier as the same individual to 
originally receive the item into the DRMO. Both the Office of Management and Budget 
and GAO provide guidance on controls necessary to ensure individuals have segregated 
responsibilities so as not to exceed or abuse their assigned authorities. Most notably, 
GAO's "Standards for Internal Controls in the Federal Government," November 1999, 
states, 

Key duties and responsibilities need to be divided or segregated among 
different people to reduce the risk of error or fraud . This should 
include separating the responsibilities for authorizing transactions, 
processing and recording them, reviewing the transactions, and 
handling any related assets. No one individual should control all key 
aspects of a transaction or event. 

Although we did not identify other demil certificates without a countersignature during 
our review, we did identify another demil certificate (for an ejection chute) that was 
processed at receiving and certified as demilitarized by the same individual. 

Better Management and Oversight Needed 
DLA Disposition Services officials did not develop and incorporate a performance 
measure for the demilitarization process into the contract, and DRMO officials did not 
adequately monitor contractor performance to ensure strict adherence to demilitarization 
and training requirements. In addition, DRMO officials did not assign an appropriate 
number ofDRMO personnel to ensure proper management and oversight of the 
demilitarization process. 

Performance Measures for Demilitarization Needed 
Although 3 of the 15 APLs used to measure contractor performance related to demil
required items, none measured contractor compliance with demilitarization requirements. 
For example, one APL measured whether demil-required property had an assigned 
location and was properly stored and labeled in that location. Another APL measured 
whether the property record (DAISY) matched the physical demil inventory. DRMO 
officials stated that in addition to the APLs, CORs monitored contractor performance by 

FOR OFFICIAL USE ONLY 
23 



FOR OFFICIAL USE ONLY 

using weekly checklists. We reviewed 21 checklists completed in CY 2009, but none 
contained sufficient information to determine whether the contractor performed 
demilitarization in accordance with DRMS guidance. For example, one DRMO official 
was responsible for the daily monitoring and testing of demilitarization operations for the 
week of April 26, 2009, as well as verifying that proper demil codes were recorded on the 
DTIDs. The DRMO official combined the results of both tests and simply reported that 
the tests results were satisfactory. The DRMO official also did not provide sufficient 
information to determine whether the tests performed were adequate with respect to 
sample size or test methodology. Developing and implementing (I) an APL to ensure 
I OO-percent compliance with demilitarization requirements, and (2) quality assurance 
procedures to validate proper demilitarization, would increase assurance that items are 
properly demilitarized. 

Certifier Training Requirements Not Met 
Not all certifiers received the demilitarization training required by the contract. The 
DRMS Instruction states the DRMO chief is responsible for appointing all 
demilitarization certifiers and verifiers and ensuring they are technically qualified. To be 
technically qualified, individuals must complete demil training. However, of the 
12 certifier and verifier training records we reviewed, 3 certifiers had not met the contract 
training requirements, which consisted of an initial demilitarization course and annual 
refresher training. As of February 2010, two certifiers had not completed refresher 
training since May 2008 and one certifier had not completed refresher training since 
November 2008. Of those three personnel, two were personnel that we identified as 
responsible for inappropriately certifying demilitarization. 

Inadequate Number of CORs at Demilitarization 
DRMO officials did not assign adequate personnel to monitor contractor performance of 
demilitarization operations. During our review, a COR was responsible for overseeing 
demilitarization operations in the torch cutting area. Although we were unable to identify 
guidance for determining the proper number of CORs needed to oversee demilitarization 
operations, physically witnessing or inspecting every demil-required item is an onerous, 
ifnot impossible, task for one COR. For example, the Camp Arifjan DRMO received 
approximately 1.8 million items in CY 2009, each of which would require some form of 
demi litarization if not reutilized. 

Conclusion 
Items requiring demil include advanced military technology or equipment which are 
national security resources the United States cannot afford to misplace. To ensure these 
valuable resources are not lost or stolen, it is critical DRMO officials strengthen effective 
oversight of contractor operations and the demilitarization process. Without holding 
certifiers and verifiers accountable for strict compliance with DRMS guidance to account 
for, witness, or inspect all residue as soon as the demilitarization is complete, 000 lacks 
reasonable assurance items are being properly demilitarized. 
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Management Actions to Improve Compliance 
We commend DRMO officials for taking immediate action to correct some deficiencies 
identified during the audit. On February 18, 2010, DRMO officials ensured the certifiers 
deficient in training completed their training requirements. In addition, on 
February 25, 2010, the DRMO chief stated two additional DRMO officials were assigned 
to monitor contractor performance of demilitarization operations. The DRMO chief also 
developed procedures to test demil documentation and intends on inspecting five demil 
certificates weekly for the proper DTID number, the quantity of items on the DTID, 
certification and verification, and the number of items demilitarized. 

On June 30, 2010, the contracting officer terminated the contract for convenience. DLA 
Disposition Services officials awarded a new contract for conducting operations at Camp 
Arifjan on August 6, 2010; however, the award was also terminated for convenience on 
September 20,2010, due to a protest, and is being re-solicited as of December 2010. As 
a result, our recommendations are directed towards improving future management and 
oversight of demilitarization operations at the Camp Arifjan DRMO. 

Recommendations, Management Comments, and Our 
Response 
C.1. We recommend the Director, Defense Logistics Agency Disposition Services, 
direct the chief, Defense Reutilization and Marketing Office at Camp Arifjan, and 
the contracting officer: 

a. Incorporate performance measures into the future contract to ensure the 
contractor is accurately performing, verifying, and certifying demilitarization to 
include validating the quantities of items demilitarized. 

DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the recommendation stating that although government personnel currently perform 
all operations at the DLA Disposition Services Kuwait [Camp Arifjan DRMO], a 
performance measure to ensure the contractor is performing demilitarization in 
accordance with DoD 4160.21-M-I, "Defense Demilitarization Manual," 
February 15, 1995, is incorporated into the solicitation for the follow-on contract. 
Furthermore, only DLA or DoD 'employees will be appointed as demil certifiers and 
verifiers. Appropriate procedures are in place to ensure demil certifiers and verifiers are 
properly trained in demil processes and ensure proper performance. These employees 
must complete the required training prior to deployment. 

Our Response 
DLA Disposition Services' comments are responsive. No additional comments are 
required for this recommendation. 
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b. Develop and implement detailed quality assurance procedures to ensure 
the certifier and verifier witness or inspect the residue, the correct quantity of items 
are verified and annotated, and the demilitarization certificate is properly signed. 
In addition, continuously reevaluate the proper amount of oversight of 
demilitarization personnel. If additional oversight is needed, assign more oversight 
personnel to demilitarization. 

DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the recommendation stating that Government personnel perform all functions at the 
DLA Disposition Services Kuwait [Camp Arifjan DRMO]. As previously stated [in 
response to Recommendation C.l.a], procedures are in place to ensure the certifiers and 
verifiers are properly trained in demil prior to deployment to ensure proper demit 
performance. 

Our Response 
DLA Disposition Services' comments are responsive. Based on our review, the standard 
operating procedures should provide additional assurance that equipment is properly 
demilitarized. No additional comments are required. 

c. Develop and implement procedures to periodically validate certifiers of 
demilitarized items have completed the applicable training requirements. 

DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the recommendation stating that procedures are in place to ensure appointed 
demilitarization certifiers and verifiers are technically competent and their applicable 
training requirements are current. DLA Disposition Services will also ensure that each 
employee has met the applicable training requirements prior to their deployment. 

Our Response 
DLA Disposition Services' comments are responsive. No additional comments are 
required. 

d. Conduct periodic unannounced reviews to verify certifiers and verifiers 
are performing, witnessing, or inspecting residue of the demilitarization process; 
and verify the correct quantity of items are demilitarized. 

DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the recommendation stating that DLA Disposition Services Kuwait [Camp Arifjan 
DRMO] modified their demilitarization procedures in February 2010 and formally 
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incorporated the new procedures into standard operating procedures. Those procedures 
require the verifier to annotate the demillocation on the demilitarization certificate, 
verify the count, and initial the certificate prior to the items being demilitarized. Once 
demilitarization is completed, the verifier then refers to the demilitarization certificate 
previously annotated while conducting the inspection of the residue to ensure the 
certificate being signed is true and correct for the property that was demilitarized. 
Additionally, the faci lity chief is required to conduct periodic inspections of the 
procedures while maintaining a log of the inspections and initialing the demilitarization 
certificates checked, as appropriate. 

Our Response 
DLA Disposition Services' comments are responsive. Although DLA Disposition 
Services did not state whether periodic inspections would be unannounced, actions taken 
meet the intent of the recommendations. We commend DLA Disposition Services for 
taking prompt action to implement these procedures. No additional comments are 
required. 

C.2. We recommend the Director, Defense Logistics Agency Disposition Services, 
determine the accountability of verifiers and certifiers who inappropriately certified 
and/or verified that items were destroyed and initiate administrative action 
regarding these personnel as deemed appropriate by the Director. 

DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the recommendation stating that personnel responsible for inappropriately verifying 
demilitarization were counseled, in writing and verbaIly, by their supervisor and senior 
management. The Director, DLA Disposition Services and Disposition Services 
Director-Central reviewed the issue and agreed that actions taken by the supervisors and 
management were sufficient and appropriate. In addition, implementation of the 
procedures identified in response to Recommendation C.I will mitigate the risk of future 
occurrences. 

Our Response 
DLA Disposition Services' comments are responsive and no additional comments are 
required. 
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Finding D. Physical Security Requirements 
Not Fully Implemented 
(FOUO) DRMO and contractor officials did not provide adequate physical security at the 
Camp Arifjan DRMO. 

 
 

 As a result, DoD is at 
an increased risk for pilferage of Government property. 

PhYSical Security Plan 
DRMS Instruction 4160.14 Section I, Chapter 4, "Security and Force Protection," 
provides the physical security plan for DLA Disposition Services field activities and 
assigns responsibility to the DRMS field activity leader or DRMO chief to implement 
minimum security procedures. Among those security procedures is the responsibility for 
controlling visitors. The Instruction states that any visitor entering the DRMO yard 
unchallenged and uncontrolled constitutes a serious breach of security, which could 
increase pilferage and fraud. 

(FOUO)  
(FOUO)  

 
(FOUO)  
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 (Figures 11- 13). 

(FOUO) Figures 11-13. 
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Conclusion 
Throughout the audit we identified vulnerabilities that increased the risk for the theft of 
Government property, as discussed in Findings A and C of this report. These theft 
vulnerabilities are intensified by DRMO and contractor officials 

; these 
procedures are essential for safeguarding the millions of excess items processed for 
disposition at the DRMO. 
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Recommendation, Management Comments, and Our 
Response 
D. We recommend the Director, Defense Logistics Agency Disposition Services, 
require the chief, Defense Reutilization and Marketing Office, Camp Arifjan, to 
implement physical security procedures which include

 

DLA Disposition Services 1 Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the intent of the recommendation. 

(FOUO)  
 
 
 

 
 

 

 

Our Response 
(FOUO) DLA Disposition Services' comments are partially responsive. To provide 
additional assurance that thorough security inspections are occurring, we requested the 

 
 Based on our review, the standard operating 

procedures should ensure thorough security inspections of  
 

(FOUO) Although DLA Disposition Services agreed with the recommendation, the 
procedures  does not fully 
implement the recommendation or comply with DRMS Instruction 4160.14, which 
requires . We request that 
DLA Disposition Services reconsider their position on Recommendation D and provide 
additional comments to the final report. 
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Finding E. Preventing Transfer of Export
Controlled Items and Technology 
DRMO officials did not ensure the contractor had adequate controls in place to prevent 
unauthorized access to export-controlled items and technology such as laser optics and 
weapon sights during the receiving, reutilization, and demilitarization process. This 
occurred because (1) DLA Disposition Services officials did not direct the contracting 
officer to incorporate into the contract the applicable Defense Federal Acquisition 
Regulation Supplement clause, and (2) DLA Disposition Services and DRMO officials 
believed other controls, such as required background checks, supervision by u.S. 
personnel, and physical security procedures, were in place and sufficient to prevent 
unauthorized personnel from obtaining access to export-controlled items and technology. 
DRMO officials also stated foreign national access to export-controlled items and 
technology is an acceptable practice in overseas operations. As a result, foreign nationals 
were physically and visually inspecting sensitive items during the receiving and 
demilitarization process, and had physical access to containers which stored sensitive 
items. Unless adequate controls are implemented, DoD is at an increased risk that 
foreign national access to export-controlled items could result in disclosures of controlled 
technologies, which could have military or economic ramifications. 

Export Regulations, Guidance, and Targeted Technology 
Export regulations restrict the transfer, by any means, of certain items to unauthorized 
persons. The Department of State controls the transfer of defense-related items and 
technology through the International Traffic in Arms Regulations, and the Department of 
Commerce controls the transfer of dual-use commodities20 through the Export 
Administration Regulations. 

Under the direction and control of the Under Secretary of Defense for Policy, the Defense 
Technology Security Administration develops and implements DoD technology security 
policies for export-controls consistent with national security objectives and Federal laws 
and regulations. In addition, to ensure DoD Components are aware of Federal regulations, 
the Under Secretary of Defense for Policy issued DoD Instruction 2040.02, "International 
Transfers of Technology, Articles, and Services," July 10,2008. The guidance states any 
means of transferring export-controlled technology or technical datil to foreign persons, 
including visual inspection, requires an export-control license or authorization for 
disclosure. The Instruction also provides guidance to DoD Components stating all 

20 Dual-use commodities are those goods or technologies that have both commercial and military use. 
2 1 DoD Instruction 2040.02 defines technical data as information of any kind that can be used, or adapted 
for use, in the design, production, manufacture, assembly, repair, overhaul, processing, engineering, 
development, operation, maintenance, adapting, testing, or reconstruction of goods or munitions. 
Technology is defined as the application of scientific and technical information and know-how to design, 
produce, manufacture, use, adapt, reconstruct, or reverse-engineer goods. We use the terms technical data 
and technology, interchangeably in the report. 
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solicitations and contracts which anticipate the contractor will need access to export
controlled items for contract performance should include a clause requiring compliance 
with export-control regulations. Although not specific to contractor operations, DoD 
Instruction 2040.02, states that DoD Components are required to implement and maintain 
internal controls within their facilities to prevent unauthorized access by foreign 
nationals. Such controls can include unique badging for foreign nationals, separate work 
areas for export-controlled items, and providing export-control training. Depending on 
the type of technology, the International Traffic in Arms Regulations and the Export 
Administration Regulations may also require the contractor to develop a technology 
transfer or internal control plan to provide assurance that sufficient procedures and 
oversight are in place to protect the technology. These plans can include controls such 
as: 

• export-control training, 

• security procedures for preventing access to controlled technology by 
unauthorized personnel, and 

• procedures to ensure employees do not receive controlled technology until an 
export-control license or authorization is issued. 

To ensure contractor compliance with Federal regulations, DoD published Defense 
Federal Acquisition Regulation Supplement subpart 204.73, "Export-controlled Items," 
revised on April 8,2010.22 The regulation requires the Defense Federal Acquisition 
Regulation Supplement clause 252.204-7008, "Export-Controlled Items (April 2010)," be 
used in all solicitations and contracts. 

We reviewed the Defense Security Service report, "Targeting U.S. Technologies: A 
Trend Analysis of Reporting from Defense Industry," from 2008, to identify the most 
frequently targeted U.S. technologies in Southwest Asia. The report identifies the most 
common collection methods utilized, entities attempting the collection of the targeted 
technologies, and the regions where these collection efforts originated. Where feasible, 
we focused our audit fieldwork on reviewing whether adequate controls were in place to 
ensure the proper disposition and protection of items for two of the ten most targeted 
technologies in Southwest Asia, (1) sensors, and (2) lasers and optics. 

Controls Needed to Prevent Unauthorized Access 
DRMO officials did not ensure the contractor had adequate controls in place to prevent 
unauthorized access to export-controlled items and technology. Specifically, foreign 
nationals were physically and visually inspecting sensitive items during the receiving and 
demilitarization process and had physical access to containers which stored sensitive 
items in the reutilization yard. 

22 Defense Federal Acquisition Regulation Supplement subpart 204.73, "Export-controlled Items," revised 
April 8, 2010, implements Section 890(a) of the National Defense Authorization Act for Fiscal Year 2008 
(Public Law 110-181). 
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Initial Inspection 
(FOUO) During the initial inspection process at receiving, foreign nationals had access to 
potential export-controlled items and technology, such as laser optics and weapon sights. 
The purpose of the initial inspection is to verify the condition and quantity of items 
received. For example, we observed foreign nationals handling and inspecting sensitive 
items, such as body armor components (Figure 14). 

Figure 14. Foreign Nationals 
I Armor 

(FOUO) Some of the body armor components were damaged, exposing the inner 
materials. Knowledge of the inner materials could be used to re-manufacture or assemble 
body armor components. Based on our review of the U.S. Munitions List (included in the 
International Traffic in Arms 
Regulations), the physical and visual ... we observedjoreign nationals 
inspection of body armor components23 handling and inspecting sensitive 
by foreign nationals could be deemed an items, such as body armor components. 

export in accordance with 000 Instruction 2040.02. The Instruction states any means of 
transferring export-controlled technology or data to foreign persons, to include visual 
inspection, requires an export-control license or other authorization for disclosure. 

Reutilization Yard 
(FOUO) Once contractor officials inspect and account for the items received, serviceable 
items are stored in the reutilization yard and made available for potential reuse. Foreign 
nationals also had access to potentially export-controlled items and technology in the 
reutilization yard, which includes containers for storing sensitive items. According to 
DLA Disposition Services officials, foreign nationals are not permitted to have 
unescorted access to sensitive-item storage containers. However, we observed foreign 
nationals obtain the keys to open, enter, and handle items in sensitive storage containers 
that stored items such as infrared illuminators, night vision goggles, and communication 
equipment, without U.S. Government or contractor supervision.24 Regardless of whether 
the foreign nationals had a supervisory escort, based on our review of the u.s. Munitions 

23 Body annor components are included in Category X of the U.S. Munitions List. 
24 Infrared illuminators and night vision goggles are included in Category XII, and communications 
equipment is included in Category XI of the U.S. Munitions List. 
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List, the physical and visual inspection of these sensitive items by foreign nationals could 
be deemed an export?5 

Demilitarization 
(FOUO) Export-controlled items that will not be reutilized must be demilitarized so the 
items cannot be used for their originally intended purpose. While reviewing the 
demilitarization process, we observed foreign nationals sorting through ammunition 
casings to find live rounds while operating the ammunition shell casing deformer. Prior 
to deforming the ammunition casings, the foreign nationals visually inspected and 
physically separated casings to ensure no live rounds entered the machine (Figure 15). A 

We also observed that u.s. 
contractor officials were not 

supervising foreign nationals at 
the deformer to preclude the 

theft of live rounds. 

contractor official stated when an employee finds a 
live round, they should tum them into a 
Government official who then deposits the rounds 
into an amnesty box. Although we did not visually 
observe a foreign national discover a live round, we 
did observe at the deformer live rounds that 

contractor employees had previously identified and segregated. We also observed that 
U.S. contractor officials were not supervising foreign nationals at the deformer to 
preclude the theft of live rounds (Figure 16). 

Figure 15. Foreign Nationals 
Operating Deforming Equipment 

Figure 16. Closest U.S. Contractor 
to the Foreign Nationals Operating 

the Deforming Equipment 

Based on our review of the U.S. Munitions List, ammunition and shell casings are 
classified as category III export-controlled items. As such, we believe the handling and 
visual inspection of these items by foreign nationals could be deemed an export. 

(FOUO) The International Trade in Arms Regulations also states instruction manuals for 
items listed on the U.S. Munitions List are considered technical data and should be 
controlled; however, a DRMO official stated foreign nationals are not prohibited from 
viewing manuals, which are received with some demil-required items. We observed 

25 We did not verify with Department of State officials as to whether each item we observed in the storage 
containers was export-controlled. 
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foreign nationals with access to aviation components26 and a corresponding manual, 
which according to a DRMO official was obsolete and required demilitarization 
(Figure 17). 

Figure 17. Manual Received With 
Demilitarization uired Items 

Foreign national access to potentially export-controlled items and technology during the 
receiving, reutilization, and demilitarization process, could result in disclosures of 
controlled technologies which could have military or economic ramifications. 

Export Clause Not Incorporated into the Contract 
DLA Disposition Services officials did not direct the contracting officer to incorporate 
Defense Federal Acquisition Regulation Supplement clause, 252.204-7008, "Export
Controlled Items," into the contract. The clause states the contractor is required to 
comply with all applicable export-control laws and regulations. DoD's responsibility is 
reiterated in Defense Federal Acquisition Regulation Supplement section 204.73, which 
states DoD Components should include the export-control clause in all solicitations and 
contracts. The applicable sections of the clause state: 

(b) The Contractor shall comply with all applicable laws and 
regulations regarding export-controlled items, including, but not limited 
to, the requirement for Contractors to register with the Department of 
State in accordance with the IT AR. The Contractor shall consult with 
the Department of State regarding any questions relating to compliance 
with the IT AR and shall consult with the Department of Commerce 
regarding any questions relating to compliance with the EAR. 

(c) The Contractor's responsibility to comply with all applicable laws 
and regulations regarding export-controlled items exists independent 
of, and is not established or limited by, the information provided by this 
clause. 

(d) Nothing in the terms of this contract adds to, changes, supersedes, 
or waives any of the requirements of applicable Federal laws, 
Executive orders, and regulations ... 

26 Aviation items are included in Category VIII of the U.S. Munitions List. 
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(e) The Contractor shall include the substance of this clause, including 
this paragraph (e), in all subcontracts. 

Although the contractor is ultimately responsible for ensuring compliance with Federal 
export regulations, it is in the interest of both the Government and contractor to have a 
common understanding of the use and handling of export-controlled items and 
technology expected to be involved in contract performance. Therefore, the clause 
should be incorporated in any DRMO contract to inform the contractor of the legal 
obligations to safeguard export-controlled items and prevent disclosures of controlled 
technologies. 

Officials Consider Other Controls to be Sufficient 
(FOUO) DLA Disposition Services officials disagreed with our conclusion that potential 
violations of Federal export regulations may have occurred. DLA Disposition Services 
officials stated that mitigating controls, such as background checks, physical security 
procedures, and oversight of foreign nationals by U.S. persons are sufficient to prevent 
unauthorized personnel from obtaining access to export-controlled technology. DRMO 
officials also stated that foreign national access to export-controlled items and technology 
is a common practice in overseas operations. DLA Disposition Services officials stated 
that in the majority of situations we cited, foreign nationals could gamer no information 
relating to the technology of the export-controlled items other than what is already 
publically available merely by viewing or handling it while under supervision of a U.S. 
person. In addition, DLA Disposition Services officials stated foreign nationals are not 
permitted to have unescorted access to sensitive item storage containers, and foreign 
nationals are searched by U.S. Army base security officials before exiting the installation 
(see Finding D). 

DLA Disposition Services officials stated that the viewing and handling of an 
export-controlled item could be deemed an export only in situations when information on 
the construction, content, or technology of the export-controlled item can be obtained. 
DLA Disposition Services officials reiterated the definition of technical data, 
"information which is required for the design, development, production, manufacture, 
assembly, operation, repair, testing, maintenance or modification of defense articles ... " 
and stated that the foreign national access to the majority of items we cited did not meet 
the definition of technical data. For example, DLA Disposition Services officials stated 
the viewing or handling of body armor or shell casings by a foreign national with U.S. 
citizen oversight would not result in a release of information required for the design, 
development, production, manufacture, assembly, operations, repair, testing maintenance, 
or modification of these items. 

(FOUO) We disagree with the DLA Disposition Services official's position on what may 
constitute a deemed export. As stated previously, we believe foreign nationals can gamer 
information on the operation, assembly, and maintenance of export-controlled items by 
viewing and handling items such as weapon sites and body armor. Further, the controls 
that DLA Disposition Services cite as being sufficient to mitigate unauthorized access are 
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not in place or operating as intended. For example, the physical security controls DLA 
Disposition Services officials cited as being in place at the reutilization area-non-U.S. 
persons not being allowed to enter the area unescorted- were not in place. Specifically, 
we observed unsupervised foreign nationals obtain the keys to open, enter, and handle 
items in the sensitive storage containers which store items such as infrared illuminators, 
night vision goggles, and communication equipment. We also observed unsupervised 
foreign nationals at the deformer with access to live ammunition. Lastly, we met with 
U.S. Army base security officials who stated they only conduct random searches of 
foreign nationals exiting the base. 

Conclusion 
DRMO officials may have allowed foreign nationals to access export-controlled items 
and technology, which could result in the unauthorized disclosure of that technology. 
Therefore, it is critical that DLA Disposition Services and DRMO, in coordination with 
the Defense Technology Security Administration, develop a control plan which includes 
procedures to prevent unauthorized access to controlled items and technology; requires 
export-control training; and requires periodic assessments of contractor operations to 
ensure the control plan is properly implemented. 

Although we focused our review of contractor operations al the Camp Arifjan DRMO, 
DLA Disposition Services should review all contracts and solicitations to determine if 
appropriate export-control clauses have been considered when DLA Disposition Services 
anticipates that the contractor will need access to export-controlled items and technology. 

Management Comments on the Finding and Our 
Response 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments on the finding from DLA Disposition Services. Although DLA 
Disposition Services agreed with the intent of the recommendations, they disagreed with 
the finding's conclusions and assumptions with regard to export-control laws, 
regulations, and guidance. The full text of management comments and our response can 
be found in Appendix F on page 60. 

Recommendations, Management Comments, and Our 
Response 
E. We recommend the Director, Defense Logistics Agency Disposition Services: 

1. Direct the contracting officer to incorporate Defense Federal Acquisition 
Regulation Supplement, clause 252.204-7008, into any follow on Camp Arifjan 
DRMO contract. 

DLA Disposition Services 1 Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 

FOR OFFICIAL USE ONLY 
38 



FOR OFFICIAL USE ONLY 

with the recommendation stating that the Defense Federal Acquisition Regulation 
Supplement, clause 252.204-7008, has been incorporated into its solicitations for Kuwait 
and Iraq follow-on contracts. 

Our Response 
DLA Disposition Services' comments are responsive. No additional comments are 
required. 

2. Direct the chief, Defense Reutilization and Marketing Office at Camp 
Arifjan, in coordination with the Defense Technology Security Administration, 
develop and implement a control plan which includes procedures to prevent 
unauthorized access to controlled items and technology; a requirement for export
control training for those officials responsible for ensuring compliance with Federal 
export regulations; and a requirement to conduct periodic assessments of contractor 
operations to validate compliance with the Federal export regulations. 

DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services 
partially agreed with the recommendation as it relates to increasing oversight, training, 
and security as well as performing periodic assessments of compliance with Federal 
export-control requirements. 

Our Response 
Although DLA Disposition Services partially agreed with the recommendation, 
management did not state whether a control plan would be developed, implemented, and 
coordinated with the Defense Technology Security Administration to include procedures 
for preventing unauthorized access to export-controlled items and technology and a 
requirement for conducting export-control training and periodic assessments. Therefore, 
we request additional comments in response to the final report identifying specific actions 
to prevent the transfer of export-controlled items and technology. 
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Finding F. Contractor Had Minimal Incentive 
to Challenge the Condition and Price of 
Items 
(FOUO) DLA Disposition Services officials provided the contractor with minimal 
incentive to challenge or change questionable supply condition codes assigned by the 
generating activity or challenge the unit price of undervalued items. The contractor also 
had minimal incentive to turn away generating activities from improperly turning in 
serviceable items. This occurred because of deficiencies in the DLA Disposition 
Services acquisition strategy and contract terms and conditions, which allowed the 
contractor to retain all proceeds from the sale of scrap and useable property.27 
Specifically, the acquisition strategy entitled the contractor to retain 100 percent of the 
proceeds28 from the sale of scrap or usable property and did not consider a profit sharing 
arrangement over the estimated cost offset to the contract price. Furthermore, the 
contract terms and conditions did not require the contractor to provide the dollar value of 
sales, which could have been used to negotiate a lower cost to the Government when 
exercising option periods. As a result, the Government did not equitably benefit from an 
estimated  in CY 2009 contractor sales of scrap and useable items from 
DRMO operations in Iraq, Afghanistan, and Kuwait. Of that amount, approximately 

 was revenue from the sale of scrap and usable property at the Camp Arifjan 
DRMO. 

DLA Disposition Services officials took action to address some of the acquisition and 
contracting deficiencies identified during the audit. DLA Disposition Services officials 
stated they intended to take into account increased scrap sales related to the contractor's 
request for an equitable adjustment and requested the contractor provide actual sales data 
as part of its determination. On June 30, 2010, the contracting officer terminated the 
contract for convenience effective July 1, 2010. DLA Disposition Services also awarded 
multiple 2-year scrap removal contracts in July 2010, which require the contractors to pay 
the Government for the removal of scrap. See Management Actions on page 46 for a list 
of actions taken. 

Cost Offset 
In response to the solicitation, the offerors were required to propose an offset amount to 
the contract based on anticipated proceeds from the sale of scrap and useable property, 
which would reduce the cost incurred in performing the contract. The objectives of this 
strategy were to (1) help offset the cost of the contract with anticipated proceeds from 
scrap sales and useable property and (2) ensure a steady removal of property so that yard 

27 Useable property is property sold for its originally intended purpose. Scrap is property sold for the value 
of its materiel. 
28 Any proceeds would exclude customs duties and fees. 

FOR OFFICIAL USE ONLY 
40 

b(4)



FOR OFFICIAL USE ONLY 

capacity would not be exceeded. DLA Disposition Services officials stated that they 
believed the estimated offset would help achieve the best value to the Government. 

To assist the offerors in developing their offset estimates, DLA Disposition Services 
issued two amendments to the solicitation. Amendment 7 provided a list of existing sales 
contracts to include the quantity and price of the commodity, and Amendment 9 governed 
how the proposals were to be priced and submitted. Amendment 9 Technical Exhibit-5, 
"Sales," paragraph g and j state respectively, 

Proceeds. The Contractor is entitled to all sales proceeds collected 
excluding customs duties and fees. The Government anticipates such 
sales will offset some of the costs incurred in performing this contract. 
Offerors must outline in their proposals how they will conduct and 
enhance the sale of scrap and other property to achieve the highest 
revenue and show how its overall offer for this contract was reduced 
based on these anticipated sales. 

Sales Reports. Quarterly the Contract[or] will provide a spreadsheet 
showing the name, address and contact information of their resale 
buyers, commodity purchased and quantity. 

(FOUO) In response to the solicitation, Taos included in their proposal an estimated 
offset of , to include the base and four option periods as shown in Table 3, 
which they developed based on various cost models and other variables such as the 
volatility of the international scrap market. 

(FOUO) Table 3. Contractor Estimated Offset 

I Period I Offset Amount 

I Base Year I
I Option Year 1 1  

I Option Year 2 I 
I Option Year 3 I
I Option Year 4 I  

I Total Offset I
Note: The offsets applJed to anticIpated sales for all SIX 

DRMO locations in Southwest and Central Asia. 

(FOUO) 
 
 

 

29 DRMS officials stated that since contract inception, the amount of scrap was considerably above what 
was anticipated prior to contract award. 
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On November 29,2007, the contracting officer awarded the contractor an estimated 
$45.2 million three-tier contract: finn-fixed price, time and material, and cost 
reimbursement fixed-fee. The first task order under the base period went from 
March 3, 2008, through June 30, 2009. The task order for the first option period went 
from July 1,2009, through June 30, 2010. 

Minimal Incentive to Comply with Guidance 
By allowing the contractor to retain 100 percent of the proceeds from the sale of scrap 
and usable property, DLA Disposition Services officials provided the contractor with 
minimal incentive to challenge or change questionable supply condition codes in 
accordance with DRMS guidance, or challenge the unit price of undervalued items in 
accordance with DoD guidance. For example, the contractor may not challenge a 
serviceable item improperly coded as unserviceable because the contractor can 
downgrade some items to scrap upon receipt or demilitarize the item and sell as scrap 
without processing the item through the 42-day reutilization period. In addition, the 
contractor also had minimal incentive to tum away generating activities from improperly 
turning in serviceable items. Challenging or changing questionable condition codes and 
unit pricing of undervalued items could increase the opportunity for these items to be 
reutilized, ultimately saving the Government money from not having to repurchase the 
same item. 

Condition Codes Not Challenged or Changed 
DRMS Instruction 4160.14 states the generating activity's assigned supply condition 
code should be reviewed during inspection. If the supply condition code appears 
suspicious, the inspecting official should challenge the condition code with the generating 
activity. However, we observed contractor officials accepting items with unserviceable 
condition codes, which appeared to be serviceable. For example, on January 29,2010, 
we observed a generating activity turning in potentially serviceable medical equipment at 
the DRMO marked condition code H (unserviceable). While we agree it may not be 
feasible for the contractor to assess whether medical equipment is serviceable due to its 
technical nature, officials should have, at minimum, challenged the condition code with 
the generating activity. Subsequent to our inquiry, contractor officials stated they would 
contact the local medical command to inspect the items and detennine their 
serviceability. 

Contractor officials not challenging or changing a questionable supply condition code 
during inspection could also impact the reutilization of an item. For example, a 
generating activity turned in a potentially serviceable crane vehicle valued at $2,100, as 
scrap. Although contractor officials later changed the disposal condition code and made 
the crane vehicle available for reutilization, the assigned Federal condition code was 
"HX" or unserviceable salvage. 3D Therefore, unless a potential user physically observed 

30 The disposal condition code is used to designate the condition of an item assigned by DRMO officials 
after inspection of the item. The Federal condition code is a two-digit combination code comprised of a 
supply condition code and disposal condition code. 
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the crane vehicle at the DRMO, the individual would not know the vehicle could be 
serviceable or repairable (Figures 18 and 19). The crane was never reutilized during the 
reutilization period. Subsequently, the contractor sold the crane vehicle and received 
$40,000 in proceeds. 

Figure 18. Crane Vehicle Figure 19. Additional Crane Parts 

Unit Prices Not Challenged 
The contractor also had minimal incentive to challenge inaccurate unit prices. During our 
review, serviceable items were available for reutilization with inaccurate unit prices, 
which could adversely affect their reutilization rate. While there is no DRMS guidance 
to challenge or change the unit prices of an item with the generating activity, 
DoD 4160.21-M, Chapter 3, "Receipt, Handling and Accounting," states discrepancies in 
item price data disclosed before acceptance should be resolved and corrected during the 
receipt process. However, several items were processed through receiving with 
inaccurate unit prices and were in the reutilization yard as shown in Table 4. 

Table 4. Unit Prices in DAISY Compared to Approximate Acquisition Cost 

I Items I 
DAISY Unit 

I Approx. Acquisition Cost 
Price 

I Shredder I $50.00 I $13,000.00 

I Solar Panel I $50.00 
i 

$250.00 I 
I Water Heater I $70.00 I $700.00 

Although the contractor made these items available for reutilization, the low unit prices 
assigned to these items by the generating activity could impact the likelihood of the items 
being reutilized. For example, without physical observation, an Army official with a 
requirement for a high-capacity shredder would have no way of knowing a shredder with 
a unit price of $50 in DAISY is actually a high-capacity shredder with an acquisition cost 
of approximately $13,000. After a 42-day reutilization period, these items could be 
downgraded to scrap and sold by the contractor or destroyed and sold as scrap without 
monetary benefit to the U.S. Government. Had the contractor questioned the unit price of 
these items with the generating activity, there may have been an increased opportunity for 
these items to be reutilized, ultimately saving the Government additional resources from 
not having to later repurchase the same item. 
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Improper Turn-in of Serviceable Items 
The contractor also had minimal incentive to tum away units from improperly turning in 
serviceable items. According to Headquarters, Department of the Army guidance, 
"Classification and Tum-in of Items to DRMS," October 16,2009, units are required to 
tum-in serviceable military specification items to a supply support activity or central 
issuing facility, not a DRMS facility (now known as a DLA Disposition Services 
facility). The guidance further states all organizational clothing and individual equipment 
should be turned into the central issuing facility for classification and disposition. 
However, we obtained DRMO receipt records from October to December 2009 and 
found that Army units located in Kuwait turned in a total of 727 serviceable (condition 
code A and B) items with a total acquisition value of $19,900,2l3. These items included 
705 vehicle fragmentary up armor kits (Frag Kits), valued at $19,860,363; 12 antennas, 
valued at $39,629; and 10 adaptor assemblies, valued at $221. Of the serviceable items 
improperly turned in by the local Army units, 560 Frag Kits were eventually recovered 
from the DRMO through the Responsible Reset Task Force (R2TF) Disposal Asset 
Recovery Program31 and all 12 antennas were recovered by individuals through the 
DRMO reutilization screening process. The remaining 145 Frag Kits and all 10 adapter 
assemblies were demilitarized and downgraded to scrap after the 42-day reutilization 
screening period. 

Even though DRMO and contractor officials agreed that the contractor should not accept 
serviceable military specification items from units or organizations other than from a 
supply support activity, a DRMO official stated that they cannot enforce or reinforce 
Army supply discipline. DRMO and contracting officials further stated not all supply 
support activities and central issuing facilities will take all items being turned in. 
Therefore, turning a unit away from turning in serviceable equipment and materiel may 
have serious ramifications preventing the unit from clearing their property books and 
being allowed to redeploy. However, DLA Disposition Services officials agreed to 
coordinate with local 000 activities to determine better ways to enforce those 
procedures. 

Acquisition and Contract Management Weaknesses 
The DLA Disposition Services acquisition strategy and contract terms and conditions 
were not developed to allow for the best value to the Government. Instead, the contractor 
was allowed to retain all proceeds from the sale of scrap and useable property. 
Specifically, the acquisition strategy entitled the 
contractor to retain 100 percent of the proceeds 
from the sale of scrap or usable property and did 
not consider profit sharing over the estimated 

... the contractor was allowed to 
retain all proceeds from the sale 
of scrap and useable property. 

offset included in the contractor's proposal. Further, the contract terms and conditions 

31 The Anny Materiel Command established the R2TF to work with U.S. Anny Central and Anny Materiel 
Command components to redistribute excess equipment to locations where the equipment can be properly 
assessed, repaired, and reissued. 
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did not require the contractor to provide the dollar value of scrap sales necessary to 
monitor the contractor's proceeds from the sale of scrap or useable property, which could 
have been used to negotiate a lower cost to the Government when exercising option 
periods. 

Acquisition Strategy Should Consider Profit Sharing 
Although DLA Disposition Services officials requested that the offerers develop an initial 
offset to lower the overall cost ofthe contract, they did not determine how the 
Government would receive further consideration for amounts over the estimated offset in 
their acquisition strategy. For 
example, once the contractor reached DLA Disposition Services officials 
the estimated proceeds used to offset reported they did not believe they had the 
the original cost of the contract, DLA experience or resources to effectively 
Disposition Services officials could monitor a sha~ed profi.t arrangement in a 
have incorporated a profit-sharing ratio foreign environment. 
in the acquisition strategy. We questioned DLA Disposition Services officials on why 
the acquisition strategy did not consider a profit-sharing arrangement, similar to the 
profit-sharing arrangement with their scrap contractor in the United States, in which DLA 
Disposition Services receives 80 percent of the resale proceeds. DLA Disposition 
Services officials reported they did not believe they had the experience or resources to 
effectively monitor a shared profit arrangement in a foreign environment. DLA 
Disposition Services officials also stated that prior to award of this contract, they had 
experienced difficulty arranging agreeable processes for selling property and negotiating 
a customs process satisfactory to both parties. By allowing the contractor to be 
completely responsible for the disposition of items, DLA Disposition Services officials 
stated they could also avoid any costs which may be associated with preparing the items 
for sale. 

Reporting of Proceeds not Required by the Contract 
Since DLA Disposition Services officials believed the Government had already received 
sufficient consideration for the anticipated sales proceeds through the offset, DLA 
Disposition Services did not require the contractor to provide sales dollar values in their 
quarterly sales reports. Instead, DLA 
Disposition Services officials only 
required the contractor to include in 
their reports the commodity and 
quantity of property sold and the 
names of the firms who purchased the 
items. Therefore, DLA Disposition 

... DLA Disposition Services offiCials could 
not monitor contractor sales against the 

estimated offset, which could have been used 
to negotiate a lower cost to the Government 

when exercising the contract options. 

Services officials could not monitor contractor sales against the estimated offset, which 
could have been used to negotiate a lower cost to the Government when exercising the 
contract options. 
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Contractor Retains Sales Proceeds 
(FOUO) Because DLA Disposition Services officials were unable to provide the 
contractor's sales proceeds for CY 2009, we requested and obtained the data directly 
from the contractor. In CY 2009, the contractor received approximately in 
revenue from the sale of scrap and useable property associated with DRMO operations in 
Iraq, Afghanistan, and Kuwait, of which the Government did not equitably benefit. Of 
that amount, approximately  was revenue from the sale of scrap and usable 
property at the Camp Arifjan DRMO. 

The DRMO mission worldwide is to save the U.S. taxpayer money by providing 
opportunities to its customers to reutilize property. However, the DLA Disposition 
Services acquisition strategy and terms and conditions of the contract did not provide the 
best value to the Government. DLA Disposition Services officials did not consider the 
possibility of significant proceeds as well as the potential impact of encouraging the 
contractor to achieve its highest revenue from the sale of scrap and useable property. 
Had DLA Disposition Services officials taken these factors into consideration, DLA 
Disposition Services may have evaluated other strategies such as developing a 
profit-sharing ratio for any proceeds over the annual estimated offset or requiring sales 
dollar amounts to be included in quarterly sales reports, and used those reports to monitor 
and negotiate a lower cost to the Government prior to exercising the first option period. 

Management to Request Contractor Sales Data 
As a result of our audit, DLA Disposition Services officials stated they intended to take 
into account increased scrap sales related to the contractor's request for an equitable 
adjustment. On September 1, 2009, the contractor filed a request for equitable 
adjustment, based on a significant increase in workload. DLA Disposition Services 
officials stated that while the contractor processed additional materiel, the additional 
materiel also increased the amount of potential sales proceeds the contractor could have 
received. Subsequently, DLA Disposition Services officials stated that they would 
request the contractor to provide actual sales data to be used as part of its determination 
on whether the contractor was entitled to additional payment. 

Subsequent to contract termination for convenience effective on July 1, 2010, DLA 
Disposition Services officials stated that multiple 2-year contracts for scrap removal were 
awarded and began in July 2010. Unlike the Taos contract, where the contractor retained 
100 percent of the proceeds, the contractor will pay the Government for the removal of 
scrap. As a result of the new contracts in place for scrap sales, we did not include 
recommendations to correct the acquisition and contract management weaknesses 
discussed in this report. Instead, our recommendations are directed toward the new 
DRMO operations contract. 
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Recommendations, Management Comments, and Our 
Response 
F.1. We recommend the Director, Defense Logistics Agency Disposition Services, 
require the chief, Defense Reutilization and Marketing Office at Camp Arifjan, and 
contracting officer, as appropriate, implement procedures at the DRMO and in 
future contracts to verify that the receiving officials are challenging and changing 
questionable condition codes and challenging inaccurate unit prices with the 
generating activity. 

DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the intent of the recommendation. DoD 4160.21-M provides that personnel may 
change and assign the appropriate supply condition code for non-technical items and 
when appropriate, will re-assign the supply condition code and acquisition costs for 
suspect property. It is not feasible, however, for Disposition Services employees to have 
the technical expertise and testing capability to adequately assess the serviceability of 
technical property, or to easily challenge the acquisition value of all items received at this 
site. However, DRMO officials will re-assign supply condition codes and acquisition 
costs for suspect property, when appropriate. If the generating activity point of contact is 
not available to challenge the condition code initially assigned to the property, the 
Defense Reutilization and Marketing Office will continue to coordinate with local DoD 
resources to maximize the reutilization of property. On site Government personnel will 
also continue to challenge questionable condition codes and acquisition values as they are 
discovered. 

Our Response 
DLA Disposition Services' comments are responsive. No additional comments are 
required. 

F.2. We recommend the Director, Defense Logistics Agency Disposition Services, in 
coordination with U.S. Army Central, implement procedures that reinforce the 
Headquarters, Department of the Army guidance, titled "Classification and Turn-in 
of Items to DRMS," October 16,2009. 

DLA Disposition Services' Comments 
The DLA Executive Director for Materiel Policy, Process, and Assessment endorsed and 
forwarded comments from DLA Disposition Services. DLA Disposition Services agreed 
with the intent of the recommendation stating that DLA Disposition Services personnel 
will continue to train customers in Iraq and Kuwait on proper tum-in procedures. For 
example, Expeditionary Disposal Remediation Teams are utilized to assist Army 
personnel at forward operating bases, where some property is shipped directly to Camp 
Arifjan, Kuwait. These teams educate units on property tum-in requirements to reduce 
the number of improper equipment tum-ins for disposal. 
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Our Response 
DLA Disposition Services' comments are responsive. The intent of the recommendation 
was to ensure increased coordination between DLA Disposition Services and U.S. Army 
Central to reinforce implementation of the Department of Army guidance. We contacted 
DLA Disposition Services officials to request additional assurance that DLA Disposition 
Services continues to coordinate with U.S. Army Central. DLA Disposition Services 
responded that DLA officials are in frequent contact with the Army regarding proper 
tum-in of usable property to Camp Arifjan. In addition, proper tum in procedures was a 
topic of discussion at the most recent DLAIArmy Day at Fort Belvoir, Virginia. No 
additional comments are required. 
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Appendix A. Scope and Methodology 
We conducted this performance audit from October 2009 through October 2010, in 
accordance with generally accepted government auditing standards. Those standards 
require that we plan and perform the audit to obtain sufficient, appropriate evidence to 
provide a reasonable basis for our findings and conclusions based on our audit objectives. 
We believe the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

To accomplish our objective, we coordinated with or interviewed officials from: 

• Army Deputy Chief of Staff for Logistics (G-4) 
• U.S. Central Command 
• U.S. Army Central 
• 1st Theater Sustainment Command 
• 593rd Sustainment Brigade 
• U.S. Army Area Support Group-Kuwait 
• U.S. Army Materiel Command 
• U.S. Army Sustainment Command 
• 402nd Army Field Support Brigade 
• Responsible Reset Task Force (R2TF) 
• U.S. Army TACOM Life Cycle Management Command 
• Communications-Electronics Command 
• U.S. Army Program Executive Office Soldier 
• Defense Logistics Agency 
• DLA Logistics Information Service 
• DLA Disposition Services 
• Camp Arifjan DRMO 
• Taos Industries, Inc./Agility 

We obtained and reviewed relevant sections of the Federal Acquisition Regulation; the 
U.S. Code of Federal Regulations; the International Trade in Arms Regulations; Export 
Administration Regulations; Defense Federal Acquisition Regulation Supplement; 
specific DoD and DRMS instructions, manuals, and handbooks; and specific Department 
of the Army Regulations and Messages. 

Using judgment samples, we observed, analyzed, and tested CY 2009 and CY 2010 
receiving, inspection, reutilization, demilitarization, and scrap removal procedures at the 
Camp Arifjan DRMO. As a result of concerns identified from our judgment sampling, 
we conducted a census review of all demil code F infrared equipment, infrared 
illuminators, and borelight systems turned into the DRMO between July 2009 and 
March 2010 (see Finding B). Upon our initial findings, we coordinated multiple 
briefings with DLA Disposition Services and Camp Arifjan DRMO officials to address 
concerns observed throughout the audit, provided recommendations, and verified actions 
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taken, where appropriate. We also coordinated with the Defense Criminal Investigative 
Service, Army Criminal Investigations Division, and I sl Theater Sustainment Command 
15-6 investigation officials, who were conducting concurrent investigations that directly 
or indirectly related to the Camp Arifjan DRMO. 

We conducted a review of the DLA Disposition Services acquisition strategy, contract 
management, and contract award to Taos Industries, Inc., as it applied to the audit 
objective. We focused our review on contractor performance of the fixed price portion of 
the contract at Camp Arifjan, during CY 2009. We also obtained and reviewed CY 2009 
sales documentation and invoices from the contractor. 

Use of Computer-Processed Data 
To perform this audit, we obtained DAISY and the Management Information Distribution 
and Access System computer-processed data from DLA Disposition Services and DRMO 
officials. We obtained systems information from the DLA Logistics Information Service, 
DLA Disposition Services, and DRMO officials to assist in identifying the potential for 
errors in accuracy and completeness of the computer processed data used for this audit. 
Since neither the Management Information Distribution and Access System or WebDocs 
were considered by the DLA to be definable units, we did not perform further work on 
these systems. We evaluated a selection of DAISY general and application controls used 
to maintain accountability for the disposition of equipment at the Camp Arifjan DRMO. 
We observed system controls in place for data entry and processing and determined the 
majority of the controls we reviewed were working as intended. As a result, we believe 
the computer-processed data we used to support the findings and conclusions presented in 
this report can be relied upon. 

We also used computer-processed data to reconcile whether the contractor quarterly sales 
data for the Camp Arifjan DRMO reconciled to contractor monthly invoices. 
Specifically, we obtained and reviewed monthly and quarterly reports and monthly 
invoices from January 1,2009, through December 31,2009, provided by contractor 
officials and calculated the differences. We also conducted testing to determine whether 
December 2009 weight ticket totals reconciled to the totals reported on the contractor 
monthly invoices to DLA Disposition Services. We did not conduct analysis on the 
reliability of the CY 2009 sales data provided by the contractor. 
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Appendix B. Prior Audit Coverage 
During the last 5 years, the GAO and DoD IG have issued 11 reports on the proper 
disposition of excess equipment or the drawdown of U.S. forces and equipment from 
Iraq. Unrestricted GAO reports can be accessed over the Internet at http://www.gao.gov. 
Unrestricted DoD IG reports can be accessed at http://www.dodig.millaudit/reports. 

In addition to the GAO and DoD IG audit reports listed below, in January 2010, the 
1 sl Theater Sustainment Command initiated an investigation on materiel processing and 
disposition procedures in Iraq and Kuwait. The investigation found the Theater 
Retrograde employees were sending new, unused, and serviceable materiel to the Camp 
Arifjan DRMO for reutilization, destruction, or sale without direct monetary benefit to 
the Government. After we completed audit fieldwork in Kuwait, we briefed senior Army 
Materiel Command, U.S. Army Central, and 151 Theater Sustainment Command officials 
on the issues identified, some of which they included in their investigation report issued 
April 19, 2010. 

GAO 
GAO Report No. GAO-l 0-376, "Operation Iraqi Freedom, Actions Needed to Facilitate 
the Efficient Drawdown of U.S. Forces and Equipment from Iraq," April 19, 2010 

GAO Report No. GAO-I0-55IT, "Warfighter Support: Continued Actions Needed by 
DoD to Improve and Institutionalize Contractor Support in Contingency Operations," 
March 17,2010 

GAO Report No. GAO-l 0-179, "Operation Iraqi Freedom, Preliminary Observations on 
DoD Planning for the Drawdown of U.S. Forces from Iraq," November 2,2009 

GAO Report No. GAO-08-930, "Operation Iraqi Freedom: Actions Needed to Enhance 
DoD Planning for Reposturing of U.S. Forces from Iraq," September 10,2008 

GAO Report No. GAO-07-929R, "Sales of Sensitive Military Property to the Public," 
July 6, 2007 

GAO Report No. GAO-06-981 T, "DoD Excess Property: Control Breakdowns Present 
Significant Security Risk and Continuing Waste and Inefficiency," July 25, 2006 

GAO Report No. GAO-06-604T, "Defense Logistics: Preliminary Observations on 
Equipment Reset Challenges and Issues for the Army and Marine Corps," 
March 30, 2006 

DoDIG 
DoD IG Report No. D-2010-091, "DOD Needs to Improve Management and Oversight 
of Operations at the Theater Retrograde-Camp Arifjan, Kuwait," September 30,2010 
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00010 Report No. 0-2010-60, "Drawdown and Reset of Equipment in Iraq-Operation 
Clean Sweep," June 11, 20 10 

00010 Report No. 0-2010-027, "Army's Management of the Operations and Support 
Phase of the Acquisition Process for Body Armor," December 8, 2009 

00010 Report No. 0-2008-114, "Accountability for Defense Security Service Assets 
with Personally Identifiable Information," July 24, 2008 
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Appendix C. DRMO Flow of Equipment 
and Materiel 
The following flowchart defines the general flow of equipment and materiel through 
DRMO receiving, reutilization, demilitarization, and disposition processes. The 
flowchart is based on our interpretation of the DRMS Instruction 4160.14, "Operating 
Instructions for Disposition Management," May 12, 2008. The process begins when a 
generating activity turns an item into the receiving area. The receiving official 
determines if the documentation is correct and whether the item should be processed as 
unserviceable or serviceable. The unserviceable items are processed as scrap or 
demilitarized, and serviceable items are processed for reutilization, where they are made 
available to customers for a 42-day period. If the serviceable items are not reutilized 
within the 42-day period, the items are downgraded to scrap or demilitarized. Once items 
are demilitarized, these items are also placed in the scrap area of the DRMO. See the 
fold out flowchart on the next page for more detail and a visual illustration of the 
processes. 

FOR OFFICIAL USE ONLY 
53 



FOR OFFICIAL USE ONLY 

This page is intentionally blank. 

FOR OFFICIAL USE ONLY 
54 



FOR OfflClAL USE ONLY 

DRMO Flow of Equipment and Materiel 

Reutilization 
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Appendix D. Reutilization of Items 
through Collaboration 
DoD entities such as the U.S. Anny Materiel Command, U.S. Anny Program Executive 
Office Soldier, the R2TF, and the Camp Arifjan DRMO are working collaboratively to 
increase the reutilization of potentially serviceable items and reduce waste. Although not 
all inclusive, some of their collaborative efforts are noteworthy and highlighted below. 

R2TF officials instituted the DRMO Asset Recovery and Reutilization Program on 
December 9, 2009, to identify and recover potentially serviceable or unserviceable but 
repairable items which may have been improperly turned into the Camp Arifjan DRMO. 
Through February 2010, DRMO officials stated R2TF identified and removed 
approximately $14.9 million of armored doors. Also, on January 30, 2010, a 
R2TF official stated they had identified several vehicles that could be recovered from the 
DRMO. Working with U.S. Army Materiel Command's Integrated Readiness 
Management Teams, these items were in the process of being recovered and shipped out 
for reutilization. As of April 2010, R2TF officials reported recovery of approximately 
$87 million worth of items from the Theater Redistribution Center and the Camp 
Arifjan DRMO?2 

Based on our findings cited in DoD IG Report No. D-2010-027, "Anny's Management of 
the Operations and Support Phase of the Acquisition Process for Body Armor," 
December 8, 2009, both DRMO and U.S. Army Program Executive Office Soldier have 
taken noteworthy action to prevent potentially serviceable body armor plates from being 
destroyed. We observed U.S. Anny Program Executive Office Soldier and DRMO 
officials working collaboratively to identify potentially serviceable materials and ballistic 
plates for interceptor body annor and organizational clothing and individual equipment. 
U.S. Army Program Executive Office Soldier also established a pennanent presence at 
the receiving area of the DRMO to periodically screen for these items upon receipt to 
ensure proper coding and disposition. As of May 2010, DRMO officials stated that U.S. 
Army Program Executive Office Soldier has pulled out potentially serviceable body 
armor and other components valued at approximately $9.7 million, from the DRMO. 

DLA Disposition Services officials took the initiative to find customers for potentially 
serviceable JLIST items. Although the amount of these items impacted yard capacity for 
an extended period of time, DLA Disposition Services officials, in coordination with 
U.S. Army Central, G-4 Multi National Coalition Forces, reported they were able to 
transfer and reutilize JLIST items, valued at $3.9 million, in support of Lebanon. 

Other actions taken included support for the Haiti Earthquake Disaster. Recognizing the 
urgent need, DRMO officials reported they shipped 5 containers of materiel, valued at 

32 R2TF combines their reporting of items recovered from the DRMO and the Theater Redistribution 
Center so we could not differentiate or report only items pulled directly from the DRMO. 
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approximately $2.7 million, to Livorno, Italy, in support of the Haiti Earthquake Disaster. 
Materiel shipped in support of relief efforts included cots, beds, mattresses, chairs, and 
toiletries. 
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Appendix E. Examples of Unaccounted for 
Sensitive Items 
During our review, we conducted judgment samples of reutilized sensitive items. 
Although the contractor ensured the individuals removing the sensitive items from the 
DRMO were authorized to receive equipment, some of these sensitive items were later 
determined to not be properly accounted for by Army personnel, indicating these 
individuals were potentially retaining these items for personal use or resale. We referred 
our concerns to the Defense Criminal Investigative Service. 

Infrared Equipment 
The contractor improperly issued three infrared items to an individual authorized by his 
unit commander to receive equipment from the DRMO (refer to Finding B and C). We 
contacted the unit's accountable officer who stated the individual did not have a valid 
requirement for these items and the equipment would be confiscated by the unit 
commander. We later received confirmation from the unit commander that the 
equipment had been confiscated and returned to the DRMO. The audit team also 
obtained a copy of the DTID, which verified that the items were turned back in to the 
DRMO. 

Infrared Illuminators 
The contractor improperly issued 34 infrared illuminators to an individual authorized by a 
major Army command to receive equipment from the DRMO (refer to Finding B). 
Subsequently, the DRMO chief contacted a command official to inform them the items 
should not have been issued and to have the items returned to the DRMO. We were later 
contacted by a command official who confirmed these items were unaccounted for; 
however, we are unaware of whether the items were confiscated and turned in to a 
DRMO for demilitarization. 

Ballistic Spectacles and Weapon Sites 
The contractor issued four ballistic spectacles and four reflex weapon sights to an 
individual authorized to receive equipment from the DRMO. We contacted the unit's 
accountable officer who stated the individual did not have a valid requirement or account 
for these items. These items were immediately confiscated from the individual and were 
returned to the DRMO. 
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Appendix F. Management Comments on 
Finding E and OUf Response 

DLA Disposition Services' Comments 
DLA Disposition Services officials disagreed with the finding's conclusions and 
assumptions with regard to export-control laws, regulations, and guidance (Finding E). 
Specifically, officials stated that the viewing or handling of the items referred to in the 
finding would almost never qualify as an export. The DLA Disposition Services officials 
also stated that Finding E does not appear to acknowledge that to be considered an export 
violation, a transfer must occur, and that the viewing or handling of an item is not, per se, 
a transfer. For a visual export to occur there must be a transfer of technical data such as 
blueprints, designs, or witnessing a dismantled or dissected piece of technology. 

DLA Disposition Services officials disagreed that handling a damaged body armor plate 
and, specifically, seeing beneath the surface of a body armor plate could be considered an 
export. For example, touching and visually inspecting a body armor plate would reveal 
no more than its color, size, shape, heft, and weight, which officials consider to be 
publically available. Officials also stated that inspecting [combat] "flawed" items should 
not result in the release of information if the inspection does not provide for an 
assessment of the flaw's physical characteristics or involve knowledge of what caused the 
flaw. DLA Disposition Services officials also disagreed that viewing or handling items 
to include shell casings, live rounds, sights, or infrared sights would result in an export, in 
that technical data cannot be extrapolated from those items simply by viewing or 
handling them. DLA Disposition Services stated that gathering a general sense of what 
something looks like (specifically items with information available to the general 
domain) do not result in the transfer of technical data if technical data is not recorded, 
measured, or tested in any way. 

Furthermore, DLA Disposition Services officials stated that the practical implication of 
the audit's concept of what qualifies as an export is far reaching. With overseas U.S. 
military installations and contractors employing thousands of third country nationals 
worldwide, these individuals are an integral part of the U.S. military's transportation and 
logistics processes. As part of those processes, third country nationals view and handle 
millions of export-controlled items. The officials stated that if the audit's concept of 
what constitutes an export is implemented worldwide as written, U.S. military operations 
overseas would be significantly and negatively affected. 

DLA Disposition Services officials agreed with the finding in that third country nationals 
were determined to have unsupervised access to export-controlled items that could be 
easily concealed and removed from the premises. Officials further agreed that steps need 
to be taken to prevent these types of thefts or transfers from occurring. DLA Disposition 
Services officials also agreed that coupled with increased supervision, better 
accountability procedures need to be implemented to prevent the theft of export
controlled items. 
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Our Response 
We disagree with the DLA Dispositions Services' position on what may constitute a 
deemed export. The International Traffic in Arms Regulations state that, unless 
otherwise exempted, an export license is required for the oral, visual or written disclosure 
of technical data to a foreign national. Those exports are commonly referred to as 
deemed exports. The focus of the finding was not to determine whether the viewing or 
handling of an item qualified as a deemed export or whether an export violation or 
transfer actually occurred, but rather to determine whether the DRMO Camp Arifjan had 
adequate controls in place to prevent unauthorized access to export-controlled items and 
technology. We also state that we did not verify with Department of State officials as to 
whether each item we observed was in fact export-controlled because our focus was not 
whether a transfer of technical data or export violation actually occurred. Had the focus 
of the finding been on whether a violation or technology transfer had occurred, we would 
have verified with the Department of State whether an item was export-controlled and 
obtained evidence as to the nationality of each foreign national. We would have also 
further questioned contractor officials whether or not other export authorizations existed, 
such as licenses, waivers, or technical assistance agreements. 

DLA Disposition Services officials stated that for a visual export to occur there must be a 
transfer of technical data such as blueprints, designs, or witnessing a dismantled or 
dissected piece of technology. Yet, we discuss in the finding that foreign nationals had 
access to this type of technical data. Specifically, foreign nationals had access to aviation 
components and the corresponding manual in the demilitarization area. Based on our 
observations, we concluded that foreign nationals had access to potential export
controlled items and technology during the demilitarization process that could result in 
disclosure of controlled technologies. 

With regard to foreign nationals visually inspecting and handling body armor 
components, we observed foreign nationals inspecting body armor components which 
were damaged. The auditors also handled damaged body armor and visually observed 
the inner materials and the exposed composition of the plate. Based on the International 
Traffic in Arms Regulations definition, technical data is information which is required for 
the design, development, production, manufacture, assembly, operation, repair, testing, 
maintenance or modification of defense articles. Based on this definition and as stated in 
the finding, knowledge of the inner materials could be used to remanufacture or assemble 
body armor components and therefore could be deemed an export. Additionally, as 
defined in DoD Instruction 2040.02, the definition of technology includes the know-how 
to design, produce, manufacture, use, adopt, reconstruct, or reverse-engineer goods. 
Using this definition, understanding how to use an item could constitute a transfer of 
technology. Therefore, thorough visual inspections and handling of weapon sights, 
infrared sights and body armor plates provide the opportunity to gain knowledge on their 
use. Furthermore, as stated in the finding, foreign nationals had unsupervised access to 
the sensitive-item storage containers which may provide the opportunity for an individual 
to learn how to "use" the items. As such, DRMO officials should have ensured that the 
contractor had adequate controls in place to prevent unauthorized access to export-
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controlled items and technology, to include controls such as proper physical security 
controls and adequate supervision. 

The focus on preventing the transfer of export-controlled items and technology access by 
ensuring adequate controls are in place is further reflected in the recommendation. 
Specifically, we recommended that DLA Disposition Services develop and implement a 
control plan, in coordination with Defense Technology Security Administration. The 
Defense Technology Security Administration is the entity responsible for administering 
the development and implementation of DoD technology security policies on the 
transfers of defense items and technologies and ensuring consistency with U.S. foreign 
policy and national securjty objectives. 
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Defense Logistics Agency Disposition Services Comments 

• 
DEFENSI:: LOGISTIC& AGENCY 

HI::ADQUARTERS 
87215 JOHN J. KINGMAN ROAD, SUITE 2533 

FORT BELVOIR, VIRGINIA 220S0-822 I 

CEC D 2010 

MEMORANDUM !'OR DIRECTOR, Or-HCll OF INVESTIGATIONS AND 
INTERNAL AUDITS 

SUBJECT: Response 10 Depar1ment of Defense .inspector Genel'lll (DODIG) 
Report: 000 Needs to Improve M!lnogellleni and OVCl:sight of Opera lions nt 
Ihe Defense Relltilization Rnd Marketing Office-Camp Ariljan, Kuwait 
(I'mjccl No. D2010-DOOOJA-0054.000) 

Tile IIttllebcd report is provided in response to DODIG Report D2010-DOOOJA-
0054.000. DLA Disposition Services concur with the findings and recommendations 
identified ill rhe report and arc taking appropriate actions to resolve the identified 
deficiencies, as well as lIIinimizo their rccurrenee. These actiolls will ensure tbat disposal 
management procedures and processes life working properly to ensure emcient 
,reutiliziltion Rnd disposol Qpemlions. 

The point o-.fllieollln.t.ac.t.ro.ri"ili.s.miRt.,e.r.is Mr. Dwayne L. Thomas, J-3312, _ 
_ or e-mail: • 

Attachment 

H 
MICHAELSCOIT 
Exccutive Director 
Materiel Policy, Process and Assessment 

_<01 Ro<ycllng ~rOQlllQ1 0 PrlnlOd on Rer:yoNd Pepo' 
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DLA Disposition Services ResJ)Onses to DOD 10 Draft Report 
Project No. D2010-DOOOJA-0054.000 

Audit of the Controls Over the Disposition of Equipment at the Defense 
Reutlllzation and Office at CIlmP Arifjan, Kuwait 

Reeommendat ion: 

A.l 

Response: 

We recommend that the Director, Defense l..ogistics Agency Disposition Services, 

identify the personnci accountablc for not el'L~uring the contractor corre.:ted 

r~ci\'ing ddici.:ncie~ id.:ntifi.:d by Contracting OlTiccr Rcprcsclltativcs and 

initiato administratiw action regarding th.:~c pcrsonn;~1 lIS deemed appropriate by 

the Director. 

Concur. '111<' DLA Di~position Scn'ices Director and J-7 revi.:wtd the 

eircumstllnccs surrounding this issue and d':'.'lcnllincd administrative nction WIIS 

not warranted. 

ReCOIIl!llendatjon: 

A,2. 

A.2.a. 

We recommend the Director, Do:fens.: Logistics Ag .. -ncy Disposition Services. in 

coordination with the Contracting Officer ensure the following are included in 

subsequent DRMO contracts: 

Performance measures to verify whether the eontnletor entered all items into the 

Deren.'!e. RcutilizlItion wId ~'Iarkcting Service Automated Infonnation System 
within a rC'Iuircd timcframe. 

Concur. ('urrcntly, govcnnncnt personnel pcrfonll all funetiolL~ at DLA 
Disposition S~'FVico)S Camp .'\rifj:m. In addition, thc cummt contract solicitation 

for the Kuwllit rcplaccl11elu contract dO\:s not include II r.:quircment for the 

contractor to p.:rfonll propcrty data entry into our automated IIccolultability 

system ~euuS<l gov.m1ment ~rsonn.:J will continue t'O perfonn this function. 
) )owc\,cr, if inthc lilture, Disposition Scrvices has anothcr contrclct at Camp 

Arifjan that requir.:s the contractor to enter property data into its prop<:rty 

accountability sY5tem, we will inscrt appropriate pcrfonnun.:c nh:asur~-s that 
ensur..: nil property is cntc~-d into thllt s)'lItem within re(luir~-d timcfrnmes, for us.: 
in evaluating I)ontraclor ~'ffornlanc.;. 

Recomm.;ndat iOI), 

A.2.b. 

Rcsponse: 

Dir~lor!Contracting Om.:.:r ensu,..~ the following arc included in subs.:tJuent 

DRMO contracts: Tenns and conditions to hold the contractor accountable for 
continued noncomplianco with contract r~quirell1ent~ to include a reduction in 

payment option. 

Concur. Under thc InSJXX. ... ion ofSer\'icc~ ci:lUse, irany orthe services do not 
conli.mn to contract requiremcnts, thc govcrnment lI1ay require the Contractor 10 

pt.'riOi'm thc services again in confonnity ",ith th.: eontf':lct r.:quir~'Il!ent, at no 

Pap 10'12 
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DLA Disposition Services Responses to DOD IG Draft Report 
Project No. D2010-DOOOJA-0054.000 

Audit of the Controls Over the Disposition of Equipment at the Defense 
Reutillzatlon and Office at Camp Arifjan, Kuwait 

incrlla5e in contract ilIllollnl When the defects in services cannot be corre.:ted by 

"re-p.:rfonl1ance." the go\,erJUlli:nt may r.:duce !he eontruct price to ren~t t~ 
reduced "value" of the services lperfonncd. We will eOI\.~ider including a price 

reduction schedule in ruture· contracts tied to pcrfomtance mctrics. 

R,;commendation: 

A.2.c. 

Response: 

Direclor/Contra':ling OOic.:r ensure Ihe following arc: included in subs'-'quenl 

DRMO eontracL~: Requiremcnl to make certain contractor r~eiving 'personnel 

are properly lrained to proc~"S" and aeconnl for piJferabl.: and sc.n~iti\'e it .. 'IllS. 

C.oneur. 'Ibe prior contNet with Ta()l; did nol ro:qnire monthly training on 

pilfcmble and sensitive items for contractor employees responsible for the 
recei\ing proc.:ss. As soon as Ihe OOD 10 identified this issue. DLA Disposition 

Seryic.es imm.:diatdy b.:gan to train contractors in id.:ntifying, proc.Jssing, and 

handling pilferable and ~nsiti\'c items. 'ntis type of training and additional 

proc..'S.'i improvements will r.:main in place nnd will occur monthly (or mor.: often 

if n.:edcd) once the ncw eonlmcl begins at Camp l\rifjan. Separate and SCCIIfC 

stomg.: arc,'U> and lockabl'e containers were abo provided to segregate scnsiti\'e 

and pili".:rable malo:rial from olher Oil-hand in\'enlory. 'ntis arrangemeOi will 
continue und.:r any Disposition Services follow-up .:ontrllcl at Camp Arifjan. 

Recommendation' 

A.2 .d. 

Responsc: 

Director!Contracting Ollic.:r ensure the following orc included in subs,--qu.:nt 

DRMO contracts: R..=quir~lllel1t for protO:Cling potentially s~rvic~able itclnlS from 
the c":1l\;ronmiml. 

Concur. Although thet.: was no spceifi.: requir.:m':l11 in the prior contract with 

Tao.~ to prot.:;:t pn)~rty from .:uvironlllcntal damage or to co".:r property in 

outdoor stomgc_. the eontrnctor \\1M required to pre\,cnt d.:grad.1tion in rroperty 
condition and \'alu.:. In r.:sponse to th.: OOD 10 id.:ntilied i~suc, OLA 
Disposjlion Services providc:d lockable containers to the .:ont13ctor and purcbased 

protectiv.: lids to cover open tri-wnll boxes. lbis arrilngement will c{)ntinue under 

any Disposition Services follow-up contract at CilIllP Ariljan. 

Recotlllllc":lldatjon: 

A.3. 

A.3.a. 

Dir.:ctor. ))LA Di.~posjtion S.:r\'iccs, in coordination with th.: Contr.l.:ting om.:.:r 

and the Chi.:f 8t Camp Arilj:lI1: 

Incr.:asc the numlNr ofContraeting Onicer Rcpr.:scntatiws at r.:cci\·illg to 

validate contr;lclor compliance with recei\'ing r.:quir.:m.:nts, III includc timely 

Pal·20f12 
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DLA Disposition Services Responses to DOD IG Draft Report 
Project No. D2010-OO00JA·OOM.OOO 

Audit of the Controls Over the Disposition of Equipment at the Defense 
Reutllizatlon and Office at Camp Arifjan, Kuwait 

ResJlon~: 

accounting for all items received. proc.lssing ond accounting for pilferab\c. and 

solnsiti\'c items, QIld protecting potentially sCfviceablol it.ems from the 

environment. 

Concur. CUrr.:llt1y, government personnel perform all flUlction.<; at D1 .. i\ 
Di$positioll Sl'f\'iccs Kuwait. After thc 10110\\"011 contractor is in place. D1.A 
Disposition ServiC\."i\ will appoint $Irflicicllt. trained Contracting OIlicer 

Representntiwli to en<;ure that adequate government oversight of ;)nd reporting on 

conlmctor perfomlllnce occurs. 

Recommendation: 

A.3 .b 

Response: 

Din.'ctoriColltrllcting Offi~-.?r!Chief - Camp Ariljan: Conduct periodic 

IlUmmollnc.:d reviews to wrify contractor compliancc with contfllct n::quirements. 

Concur. The OJ.A AccolUltability Ollice and J)J.A Disposition Services InteO�al 

Audit Statl'will coordinate to conduct w\anoounccd audits to verify contractor 

\.'Olllpliancc with conlfilct rC(luircmCllts OIl any follow-up Disposition Sen' ices 

Ctllllrac\ at Camp Ariljan. 

Recommendation: 

B. 

Response: 

We rccomlllend the Dire,,1or, D.:fens.: Logistics Agcncy Disposition Sccvic.:s, 

direct the Chier. D.:fcns.: Rcutilization and Marketing omce at Camp Ariljan. to 

contact the 000 Compon.:nts that receivcd the ckmil code F items that wer.: 

improperly reissued and ensure those items are retrie\'ed and destroyed. 

Concur: The »LA Disposition Services Kuwnit staffr~atedly contactiJd the 

OOJ) Components that were improperly issued demil code F items. \\' ¢ fctricv.:d 

some of the items, but others afC in possession of Imils that redeployed to CONVS 

or to new missions. When those items arc no longer needed for their mission, in 

accordance with IX)D 4160.21.M-I, "o.:fense D.:militnrizlltioll Mallual" 

(Febnenry 14, 1995) the ownillg IInitll life to .:ither demilitarize th" items or tum 

lIlem into II DLA Disposition Services l()Cation for demijitarization. 

Recommendation 

C.1. 

C.I.a. 

Director/COIltracting OftiocrlChief - Camp Arifjan: 

Diro.'ctor/COIltracting OOic.:r/Chicf - Camp Arifjan: Incorporat.: .p.:rfonnanc.: 
measures into the Imur.: contract to ensure the contractor is accurat~ly 

performing. verifying, and eenifyins demilitarization to include validating the 

quantities of itcnL~ demilitarized. 

P8p30f12 
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DLA Disposition Services Responses to DOD 10 Draft Report 
Project No. D2010-DOOOJA-0064.000 

Audit of the Controls Over the Disposition of Equipment at the Defense 
Reutillzatlon and Omce at Camp Arifjan, Kuwait 

Response: Concur. Curr~lltly, govemnlen. personnel perform all functions at the DLA 

Disposition Services Kuwait fncility. 'lbe solicitation forth.:: follow-on contract 
in I(uwait incorporates performance Illeasure~ to ensure that the contractor 

p..'Tjorms dcm ilil<trilA'ltion in accordance with OOD 4160. 21· ~·I·I , "Def,:nsc 
lkmilitarization Manual" (Fcbruary 14, 1995). Furthennofl!, only DL.;\ or DOD 

stalT will be appointed os dcm iI c\."rtiliers and \'eriliers. Appropriate procedll .... 'S 

are ill place 10 ensure that <ic:mil certifiers and verifiers are p.rop.:rly trained (prior 
to deployment) in dentil e>ertilicntion/vcrilication processes nnd to ensure prop;:r 
demilitarization p..--normance. DLA Disp()!;ition Stlfl'ices management ensures 

that, prior to deployment, each cmployec mlL~t have training c\.'I1ilicates in placc 

IilOtllre valid for his or her cntin: d.:ploymenl 

Recommendation: 

C. l.h. Director/Contracting OffiiXr/Chicf • Camp Ariljan: Develop and in1Plcmcnt 

detail.:d quality a.'!.suranc.: proc.:dures to cnsufI: Ute ccrtifi\.'T and vcriJier witnegs or 

iusp\.'\.1 the residue: thc correct quantity of it~l11s are \'erifie:d and annotated. and 

the demilitarization c.:rtilicate: is properly signed. In addition. continuollsly 

ree\'aluate the: prop;:r amount of o"'ersil:ht of demilitarization personnel. If 
additional oversight i~ needed, as~ign more owrsight p;:rsolUlelto 

demilitarization. 

Concur. Currently, government ,Pcr~onncl pcrfonn all functions at DJ..A 

O~position Si)l'\·ic.:lI Kuwait. In addition, as pr':"iolL~ly stated. only DLA or DoD 

staff will' 'be appoint.:d as demil ~'I1i1iers and vcriliers. Appropriali: procedun'S 

are in phlcc to ensure th;JI demil certiliers and verifiers are properly trained (prior 

to depl0)1nent) in de:mil certilieation/vcrification proccl<.~S and to .. 'l1SlIr.: proper 

dcmilitari7.8tion p..--nonnan.:c. 

Recommend:nion: 

C.I.c. 

Response: 

Dir.:ctor/Contraeting Ofli~'\:r/Chi.:f - Camp Ariljan): D.:\'e\op nnd implcm.:nl 
prol'\:dur.!!! to periodically validate certiliers of dolJnililariz.ed itllnlS have 

cOlllplct.:d the applicable training r.:quirem~'1lts . 

Concur. Proc.:dures arc in place: to ensure: that appointed d.:mil certifiers and 

wrilie:rs ar.: t.:chnically compete·llt and Ihcir truining is currenl. J)lA Disposition 
Scr"i .. '.:s mamlgem.:nl ensures that, prior to deploymcnt , cach employee must havc 
training certificates in pial'\: that arc valid for his or her cntir~ de:p'lo}1l1ent. 

R.:commcndation: 
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DLA Disposition Services Responses to DOD 10 Draft Report 
Project No. 020 1 O-DOOOJA-f 064.000 

Audit of the Controls Over the Disposition of Equipment at the Defense 
Reutillzation and Office at Camp Arifjan, IKuwaH 

C.l.d. 

Responsc: 

Din:ctor/Contrncting anker/Chief - Camp Ariljan: Conduct pcriodic 
unannounced revi.:ws to Hrify certifiers and verifiers are performing, witnllssing., 

or inspecting l'l!Sidu.: of the demilitarization process; and verify the correct 

<Iuantity of itcm~ arc demilitarized. 

COllcur. In respon~e to this [)OD 10 id.:ntified issu.:, DL.I\ Disposition Services 

Kuwait eh,mgcd th.:ir procildur.:s on 2S FcbrUilry 2010. Th.: demil vcrili.:rs 

identify th.: property b.:ing d~'millcd by first requiring that the wriJicr annotutc the 
demil location of tile property 011 the demil plaeard or o.:fellS4! Tum-In J.)ocum.:nt 

(DTm). verifying the COUlit and initialing the document prior to the demil 

pcrfonnance. '111e veri tier th.:ll refers to the amolltled )YI1D and dendl placard 

OIlCO: dcmil has ~'CJI perionncd; and. duri.ng inspection oftllC residue to ensurc 

thottllC d.:mil ccrlitieate being signed is Ime and corr.:ct for th" property that was 

dcmillcd '~inspcct.:d. 'Illcse proc.:dlll'c8 havc b.:.:n adopt.:d at DLA Disposition 
Services Kuwait and fonnally incorporated into standard ~rating proc.:dur.:s. 

The facility chief will conduct periodic inspections orthc above pro.;cd\lrc~, 
maintain a log of lIuch inspcctionll,. and further docum.:nt these check. .. by 

initialing tile DO 1348-1 lind/or placl1.rds as appropriatol. 

Reconlillendation: 

C.2. 

Responsc: 

We rc!conll)l<.'IId the J>ireL'tor, Defense I.ogistics AgC!lIcy Disposition Ser\'ices, 

det.:nninc Ih.: accowltability of verifiers and c~rtifi.:rs who ina,ppropriatdy 
c.:rtificd lind/or \'~rilied that itcms were destroyed and initiate administrative 

action rcg:lfding these pcT'Sonnel as d.:clIlCd appropriat.: by the Oir.:ctor. 

Concur. DLA personnel in\'olwd in making inappropri<ltc dCllIiI .:crtificlItions 

were counseled (in writing and verbally) by their lirst lin.: sup.:n·~~or and senior 

managcment. The DLA Disposition Sen'ices Direclor and tIl\: J)isposition 

Sen'ices Director - Central] revill\\'ed this issue and agree that actions taken by 
S\lpen'i~or$ and management were ~\lflieient and appropriate. Disposilion 

S.:n·ic.:s bdien:s adoplion of the procedlll'cs identified in th.: ro:!lponses to Ihe 

DoD 10's R.:eomlllendation C.I will mitigate tho: risk Ihat these isolated instances 
will oc.:ur ill th.e future . 

Rcconllnclldat iOIl: 

D. W.: r,:cQmmcnd the Dir.:ctor. IRfcns.: Logistks Agency Disposition Ser\'icc~. 

require the Chief, IXfense RClltilization andl Marketing ome.:, Camp Arifjal1, to 

implement physical security procedures which include 
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Respons.:: 

  

Concur with the inl.:nl oflhe recommendation.  
 
 

 

 

 

  

 

 

  

 

Recolllmendation: 

E. 

E.l. 

Response: 

We reconunend the I>irector. DIlf~ns.: Logistics Services Agency Disposition 
Services: 

J)ir~'Ct the Contracting omcer to incorporate D.:f.:n"e Fed.:ra1 A"'qui~ition 

Regulation Supplement, clause 232.204-7008, into any follow 011 Camp Ariljan 

OR/\IO contract. 

Concur. DJ.A Oiflpo!:itioll Scr\'icc~ lUIS already incorporated OFARS clause 

232.204-7008 inlo ils solicitations for the follow-on contracts for bolh Kuwait and 

Iraq. 

RecoPlmendat ion 

1\.2. Direct the Chief. D.:J~ns<l Reutili7.ation nod Mark.:ting Office o1t Camp Arifjan. in 

coordination with the Odcnsc Tc.:hnology Security Administration, develop and 

implemenl a .:ontTol plan which includes procedures to prevent lR13uthllri?~-d 

access to controlled itcms and technology; a requircm.mt for expon.control 

training lOT tho,,", onicials r~ponsibl.: lilr ensuring compliance with Federal 
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R.!sponse: 

eX"port reglliations; lind a reqllirement to conduct p.:riodk assessments of 

eonlractor ope ... .ItioJlS 10 validate compliancil with the fcd~al e""port regu'lations. 

Concur with the int.!nt orthe recommendation. 

'nle 01 ,:\ Di"po~ition S .. 'r ... ices ':Ollell~ with the intent of R"ollllllendation 2, as 
IIdditional ovcn;ight, training ond security, us well as pcriodi.: a.;;SCl;!;mcnts of 

compliance with Fed.:ral e""pon retJuirement, is appropriat.:. DLA Uisposition 

Sen'ice~ 1I0n-COnCllr~ with the rationalc for that conclusion. particularly the 

a!;~umptiong rcgarding export eontrollaws, regulatiolW, and guidance. 

'1l1e Arms l:xpon Control Act (AECA) authorizes the President to excr.:ise 
alnhorily over the export of defense articlo:s and sen'ie'$. 221 [.S.C. 2778 el s~"I. 

'1111: AJ~CA is implemented by the International Truffie in Anns Regulation 
(ITAR) n CI'J{ P8rt~ 120-130·. '111e ·ITAR prohibits the export of defense articles 

or tcchllical data \\ithOln complying with the licensing procedures of the 

regulation!;. TIle ITAR, §120.6, delin~ a dct;:nsc article as "any it .. 'm or tcchnical 

datil designated in § 121 .1." As the drall r.:port points ollt, shell ca.~ings and hody 
8rnlor pllll~s would qualify as liI;tcd Hl1ms. nl~ definition of t~ehllicul data under 

the ITAR ilt Part 120.10, i8 "[i]nfonnatioo, other than software as defined in 

§ 120.1 0( .. )( 4). which is r.:qllired for the d.:sign. de\'':\opment. production. 
manufacture. a.~se11Jhly, operation, repair. testil)g.. maintenance or modification of 

defell.~c articles. This includes infonn:ltion from hlueprints, dra\\'ing.~. 

photogrllph5. plan~i. in~tnlc1ions or ooclUnentation." Technical data also includes 

c1as..~i1i~>d information that relates to dcl~nse artie!.:s or s~'l'\icc!;, The pertinent 

portion of the ddinition of export thllt applies ill this case is found ,in the lTAR at 

§ 120,17(4) which providi:s that export~ under the r.:gll'lation8 includc 

"[d]isclosing (including or.Il or visual di~c1olllD'e) or tran,;.\:ning technical data to 

a foreign person, whether in the llnit..-d SlIltes or abroad .... " 

The Department of Defense provides guidance 01\ Ule export regulatiorn: in DoD 

Instnlclion 2040,02, ~International Tmnsfcrs of Tcehnology, Articles and 

Sen'ices", July 10.2008. '1'110 pertinent portion or that guidancll follows: 

:I . Any release or disclosure or controlled technology or technical data to 
any 'Oreign ll<:I'!IOIl. whether it OCelll'!l in Ihe Fnitcd States or ahroad, is 
decmed to Il<! an I!xport, requiring I!ither an cX"port license (for dU:lI-use 
itl!llIs) or an auUlOril.ation lor dl~lQ!;ure (for munitions list items). 
Foreign p.!rsons incllllk foreign individuals. corporations. go,'ernment 
lIgcncic~, or othcr foreign cntities. 
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b. Controlled a.:clUlology or technical data is ~onsidered to be rdeased or 
disclosed when infonnation i" transfo:rr.:d to foreign persons by means 
of: 

(I) A visual inspection; 

(2) An oral exchange: 

(3) An application of the technology or data; andior 

(4) 111e use of any other mediul11 of communication, including 
but not limitcd to elcctronic. magnetic. intcnlet, or laser 
technology. 

c. Controlled a.:chnology. IL~ ddjncd in part 772 of Reference (r). is 
infonnation ncc~ssary 'Or thc de\'clopment, production. or usc of a 
controlled product. Specific t .. 'Chnology control~ arc identified in cach 
eXport·control dOlssilication ofthc Export Administration Regulutions 
(EAR) and gO\'o:nt exporh'Ontrol requirements. 

d. Tcchnical data, all dclincd in scctiol1 120. 10 of Reference (s), is 
inlormation which is requir.:d for the do:sign, devl!lopt)ll!llI. production, 
manufa.:ture, assembly. op.:ration. r.:pair, tCliting, maina.:nOlnc.:, or 
modification of dcf ...... se articles; clilssilicd iolonl1Oltion n:lilting to 
defl!llse anie!.:;; and def.:nse services; infomlation covcred by an 
invention secrccy ord.:r; or 50ftwarc aJ; d.:lined in section 121.8(/) of 
Rcfer.:nce (s) dirc .. 1ly rdated to a dcf.:nsc article. 

Tho: dclinitiOl1 sJlccificaUy excludcs g<."1leral' seil!lltific. mathematical or 

engine.:ring principi.!s QS wcll as descriptive marketing infonllation and 
infonnation in the public domain. 

'111(~ report eondudi!S that third eounlry nationals or other foreign natiol1.al.s shou.ld 

be prcvcnted from viewing or handling certain ilems, a.~ tbis could be an export 
covered under the ahove laws. 111roughout the ~cction of "Finding E" DoD IG 
rden; to "umlUtllorU,cd" !>uch as "unauthorizcd personnel ~ or "unauthoriz.:d 

pcrsons" lind "unauthorized acce!'. ... " DI.A Disposition Services asswne. .. this 

rcpeated refcrcncc to "unauthori7.ed·· rcf .. 'rS to Ihe lega'lity of foreign nationals 

being near. inthc pr.:scnec of. or having ac.:.:~s to ccrtain def.:n.~o: arti.:lcs or 
t.:cbni.:al d.'1ta and not II refer.:nce for wlreth.:r their prcscl1cc WlIS po:nnissive by 

the contrR.:lor or DLA Disposilion Services. Thc posilion appears 10 be thallhcrll 

could be an automati.: \'iolation of export laws and existing guidMce any time a 

foreign national can \'iew or handle II "defense article" without regard to whether 

such vio:wing or handling actually docs rcsult in, or 113." thc potential 10 rcsult in, 
the tranllfcr ofteehnolog,v or technical data. 
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'111e analysis does nol app.:nr to IlCkJ1o\\'l~dge tlmt for a violation to occur throll&h 

viewing or handling an item under !)oDI 2040.2, a "transfer" must occur. 

Viewing or handling an it~'111 is not per se a transfer of a defel1.~\l article. Viewing 

or handling 8n itl!tll will be cOltlid.:red an export ifby those actions the viewer 

obtains cithcr "inforlllation ncC\.'SSary for the dcvdopml!tlt, pl'oduction, or U"I~" of 

Ihc it .... n or "infonnatioll which is n .'<luircd for th.! desigJ1, d.:velopll1.:nl. 

production, manufll.:ture. assembly. operation, repair. testing. mainlenan.:e, or 

modilication of defense: article"." Simply viewing or handling the ih!mS referred 

10 in lh<= r.:port \\'olild almo~t never quali(y as WI export . 'Ille items nOled in the 

report in.:iuoc infrared sight~, ~h\lll ca.~ings, Illve 1I111111I.Hlitioll rounds, lind body 

Honor phltes. As sliltt-d in prior responses regarding this re\'iew. DLA Disposition 

Services ass~rts lhnt referenees in the law to un export occurring visually r~lIire 

the pOh:ntialto transfer technical data of tile type that would be disclosed by 

seeing blueprint .... designs. \\'itn~'S.~illg a dismantled or dil'llech:d piece of 

le.:llllology. or b.:ing allowed to p..!rtonn te~ts or anal~'sil\ Of! an itclI1. Not all 

upportunities to look or hilndlc dd"'11se articles r~'SlI'It ill it dC~'med e:\'»Ort . 

The ooD IGDr:tn Report. Proj,,'Ct No. 020 I 0-0000J.'\-0054.000 (pag.: 33) also 

slates that hundling" dumagcd body armor platc could be con~idercd an export. 

DLA Disposition Services does not agr.:c that s.:eing beneath the surfa~'e of a 
body annO(' 1,latc! allows for obtaining either "infonnation IIcce~!;8J'y for the 

dcv.:lopn1<:nt, production. or IL~C" of the item, or obtaining "inlormation whieh is 

requir.:d for the design, dc\'clopment, production. manufacture, llliscmbly, 

Q~nllion. repair. testing. mnintcnancc, or modillcalion of d..:fi:nsc :utie]es," 

Likewise, PLA Disposition Servic.:s docs not agree that viewing or hillldling 

spent rOlmds. live rounds, sighls, or infmred sighls results in an export . Such 

vie\\ing WId handling is 1I0t n transfer liS envisioned by the f\'AR or tht! \)00 

Instruction - the technical data involved cannot be c:\1rapolated from those items 

by simply viewing or handling ,them. If property receiwrs IIrc handling lhe 

property in accord with contractual requir.:ments. there should be no transfer of 

technology or technical dala Receivers should n01 hovc opportunity to obtain any 

data rclated to sllch things as the cilcmical coinposilion of any lIIatcrial: x·ray or 

photograph an item or 11I.-:a,,,urc it with l.-:cl1l1i':lll device!' to obtain t.:chnical data 

related to its engiJII:cring or del;ign, or CVcn11le3SUre its precisc weigbt or mass. 

For cX3mpk, \\ith the booy onnor plales, the ract that receiwrs touch and \'isually 

inspe.:.1 all it~m r,weals no mor~ than its color. approximate size, shape, and 

approximate hen or weight. Not only docs thi ... information not meet the 

ddinition ot't.:clUlical dntll, it is publicly available infi)rmation. 'Evell ins"'"'Ction 
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of il~ms for "ony flaw" should nol r"snll in Ih.: ~kase oft.:"hnical datn about the 
ilom iftht inspections do not provide for assessing tht length. d¢pth. pall':"' or 
relal~'(\ physical charach:rislics of II~ tkfl!~'1S in Ihe armor: involve knowledge of 

\\·hat call~ed th.: !law. or pro\·id.: for oIb.:r fonl\.~ of cksign or capabilities t,:sling 

oflh.: it.:m. Whilc tcchnology or Ic.:lmical dal.'l may be tmn.,fcrr.:d by visua.1 

inspu1ion alone. Ihe visual gallM'ing of a g.:n.:ral' sens.: of whal sOIl~thing lools 

lik.: (parti~'\Jlarly whenlltat iufomlalion is u\·ailabk in the public domain) docs 
not result in the transfer of 1.:.:IUlical data when that g~neral appcar.lIlce 
informal ion is not allowed 10 be rl!corul!d (i . ., .. photographed. x-rayed), measllr~>d, 

or lested in any way. 

The practical implh:alions of the drafl report'" asscs.~ment of what qualifics as an 

export arc far-reaching. t .S. oWl'lIeas mililary inslallations and contradol'll 

employ thousands oflhird country n.·1IionnI5. In additioo, Ihe U.S. O1ilila1)' rdies 

011 contractor labor for a siz .. ,blc range of producls lind scn'ic<:!l; lhese contract 

laborers arc moslly fo~igJl and haw acees. .. to Ihe majority ofthe inslallalions 

they work on. Many of t11.:11e individualR vic\\' and handle export controlled 
property on a regular basis. TIlird coulJlry \l(llionals arc on il1legrnl part of the 
U.S. military's Irnnsportation and Iogislics processes worldwid~. A~ part of these 

processes, lhird counlry nalional!; will \'icw and handle millions of export 
controlled ilems. '11lird country nalionals also participatll in, the repair and refit of 

U.S. military equipmenl O\'el'!lea~. which brings them inlo constanl conta.:t with 

similar ilem and IiCn'ic~'S. Finally, in all octive eombol zone, spenll I.S. 

ammunilion cartridges :uld uscc.l id:unaged ~'qllipn)Cnl o/'Ihe same Iype as IIlal 

cited inlhe <lrall rl!port will be abandoneil by military p.~TlKlnnel 00 operations. 

'Ille drnll r~'Port's lindings would consider all of Ihe activilies citcdnoon: 10 be 
poteilliul .:xport violations. 

Viewing or handling ~uch ilcms docs nOI qualify as all el\'JlOrt. because Ih.: tnl': 

prolected intomlalion il; inlhe itc!ll1s' d~'Sign. makeup, or intc!fIIal process..'S, as 

illustrated in Ihe ITAR and as cJ\;plained. per the disclIs~inn aoo\·,:. untkr DoDi 

2040.2. Iftbe draI\ ~flOrt'S concept of what oon8titllle8 an export ill implemented 

world\\ide as wrillclI. U.S. military op.:ralions overseas, parth:ularly Ih05e in Ir;tq. 

Afghanistan and Kuwait would be igTIiJicantIy and negolively affectc<i, and Ihe 

al110unl oflroops and U.S. cilizco,<; l~eesS:l1)'lo suslain tho~c ow~as operalions 
would in~T':asc dramalically. 

Dl.A Disposition S.:!n'iccs coneurs in lhi! draft report 's findings where tllird 

counlry nationals \wre having unsupen1sed aCcess 10 export controlled ilems Ihal 
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~o\lld eosily b.: conc.:uJ.:d lind removed from U.S. Government premis..'S. The 

theft of an ~xport controlled item cl.:arly r,:slIlts in the ··r~lease·· or "transf~·· of 

technology from which tochnical data call he derivcd. Steps need to ~ ta1ento 

';:llSur,;: ~uch thdls iiransfcrs of dd~IL~c arti.:ic5 do 1I0t occur. Specifically, 'ha\·illg 

IIn~lIper .. ised acce~~ to cxport controlled items that arc ~m311 enough to he ca.~ily 

concealed (.'Quld result i.D an expol1 if they are tllken owoy from Camp Arifjon. 

DLA Disposition Services ~oncun; with the wan report that better accountability 

procedures ~ed to be implem.:nted coupled witb better supervision to prevent 

theft of 1111)1;': expon controlled items. 

DL\ Disposition Services concurs with the drall report's r.:commendatioD that 
DFARS cllIIL~C 2S2.204-7008 ne.:ds to II.: implement.:d in eurrent and futurc 

solicitnlions of this nature. DLA Disposition Scr\'ic.:~ also concurs with the intent 

of Rocomm"'lldatilln 2, lIS additional oversight, training 8Ild security, as well as 

periodic ass~sments of compliance with Federal export n:(luirements is 
appropriatc to cnsure that export controlled itL'IlIS or infonnation do not c:\;t the 

yard or po~t. DLA Dillpollition Ser\'i.;c~ non-conelln<, a~ notOO above, with tho: 

rationale for that Recommendation, particularly th.: lL~sumptions regarding export 

controlla\\ s, regulations. and guidance, as the viewing and handling of export 

controlled prop.:rty or infoml.'ltion in a supervised en\'ironm,,'1\1 will not result in 

the export of d.:fensol artides or technical data under .:xisting regnlations and 

guidonc.;. 

R.:comm.:ndation: 

F.L 

R.:sponse: 

We recommend the Director, J)efl!~ Logisti.:s Services Ag.:ncy Disposition 

Serviccs, require th.: Chkf, at Camp Ariljan, a.~ appropriate, implement 

procedur,,-,; allll': [)RMO and in future contrllCts to verify that the recei\·ing 

officials ar ... challenging and ch:U1ging (lu.:stion:Jbl.: condition code~ and 

challenging inaccurate unit prices with th.: g\l~rating activity, 

Concur \\iultb<! int.:nl of the recommendalion. DoD 4160.21-M Chapter 3, 
paragraph D.4.h.(2) (F.:bmary 14. 19(5) provides that Dil'position Servic.:s 

per~onnd may chango! And A"-'lign th.: appropriate Supply Condition Code (SeC) 

lor non-technical items IIllch a.~ general hardwan:, clothing. tools and furniturc . 

When 3p[1r<lpriato:. Ihe Di~pO!:ition Scrvices personnel will rc-a.~sign sec and 

acquisition costs for suspL"'Ct property. It is notli:asiblc for Disposition Scrvic~'S 

clllploye\.-s at this site to h;l\'e the h....:hnical expertise and ksting cap.1bility to 

ad.:quatdy IIS5CS$ the sen·iceability of technic;1I property. or to easily c1mllenge 

th.: acquisition \'alue of all it.:ms r.:ceived. Who:n the g.:neratiug aeth·it)' point of 
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contad is not 8\· .. ilabl" to the: DRIIIO to challenge the: condition cod.: initially 
assigned to the property, the DRMO will continue to coordinate with locally 
available: DOl) re:~ource~ to maximize re:uti I i7,al ion of property ncede:d by DOl). 
Gov.:nllncnt Oll-Sile pe:rsonncl will continue to challenge que!ltionohlc condition 
cocks and acquisition values as they arc discovcr .. -d as appropriate. 

Reco!lunclldat ion: 

F.2. 

Response: 

Wc rcC'Omm':lld th.: Director, J).:fell~ Logislics Scrvic.:s Ag.!ll':Y Disposition 
Scrvkell. in coordinalion wilh l ".S. Army Central. impl.:m"'Il1 proclldur.:s thaI 
rdnfon:.: the l:I.:adquarters, Departmenl orlhe Army guidance. litled 
"Classilicalion and' Tum-in of It':nlS to DRMS, ~ Oclob.:r 16. 2009. 

Concur with the intl:llt or tit.: n:comme:ndalion. DLA llispositioD Sen-;ces 
personnel will continuc to train our customers in Iraq and Kuwait on proper tum
in proc«luJ'e!i. For example:. to the maximum e:-.1ent practicable, \\e utilize 
c:-.pcditionW'y J>ispos.'11 Rcmcdiatioll Tcams (EDRTs) to assist Anny pcl'Sonn.:l at 

forward opcrating baACS in Iraq: and, ~ome of this Army prop.:lr1y is shipped 
dirc.:Uy to Camp Arilj. n. Kuwait. 11le role of the EDRT is to cduciltc and assist 
units on property tum-in requir.:m<l1ts. They are 311 invaluable asset that helps to 
red~ the number or impl'QJlI!r .:quipment tum-ins for dispDS.'1l. 
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