[ nspector ((yeneral

United States
Department o/ Defense

Semiannual Report
to the Congress



.. OFFICE OF THE INSPECTOR GENERAL
5~ DEPARTMENT OF DEFENSE

T OF
.. 'bﬁ

a7,

VISION STATEMENT

One professional team strengthening the integrity, efficiency, and
effectiveness of Department of Defense programs and operations.

MISSION STATEMENT

The Office of the Inspector General promotes integrity, accountability, and
improvement of the Department of Defense personnel, programs, and operations
to support the Department’s mission and to serve the public interest.

CORE VALUES

Accountability  Integrity ® Efficiency

Goal 1 Improve the economy, efliciency,
and effectiveness of Department of
Defense personnel, programs, and
operations.

goa[ 2 Eliminate fraud, waste, and abuse
in the programs and operations of
the Department.

goa[ 3 Improve the efficiency and
effectiveness of Inspector General
products, processes, and operations.



Message from the Inspector General

We are pleased to present the Department of Defense Inspector General Semiannual Report to the Congress for April 1, 2007
to September 30, 2007. Issued in accordance with the Inspector General Act of 1978, as amended, this report summarizes our
significant activities and recommendations.

The Department continues to face many challenges in the Global War on Terror (GWOT). The DoD IG has identified priorities
based on those challenges and established the following goals: sustain the DoD IG presence in Southwest Asia; expand coverage
of GWOT-related programs and operations; and increase efforts to prevent the illegal transfer of strategic technologies and U.S.
munitions list items to proscribed nations, terrorist organizations, and other criminal enterprises.
During this reporting period, the DoD IG opened a field office in Afghanistan as part of the strategic
positioning of an IG forward deployed presence in the Southwest Asia region. The DoD IG also
assembled an interagency, inter-service Assessment Team for Munitions Accountability to assess the
controls over the distribution of conventional military arms, ammunitions, and explosives provided
to the Iraq and Afghanistan Security Forces.

This Semiannual Report also highlights DoD IG activities related to improving financial management,
contract management, and cyber security issues within the Department. The Department has made

progress improving numerous acquisition processes and implementing the Financial Improvement
and Audit Readiness Plan.

Our most notable audit and investigative work are summarized on the statistical highlights page at
the beginning of this report. Over the last six months, the DoD IG has issued 54 audits, as well
as achieved $107 million in monetary benefits and identified $988 million in potential monetary
benefits on funds put to better use. During this reporting period, investigative activities resulted in 223 indictments and 152
convictions, as well as $622 million in recoveries to the U.S. Government. The IG role as a watchdog must be exercised with
independence and objectivity in order to provide the American people with confidence that the Department is a responsible
steward of the taxpayer dollars spent for our Nation’s defense.

This report also includes summaries of work being done by our counterpart Defense oversight organizations, including the
Defense Contract Audit Agency, the Army Audit Agency, the Naval Audit Service, the Air Force Audit Agency, the Army
Criminal Investigation Command, the Naval Criminal Investigative Service, the Marine Corps Criminal Investigation Division,
and the Air Force Office of Special Investigations.

The DoD IG remains focused on accomplishing its goals of improving the economy, efficiency, and effectiveness of Department
of Defense personnel, programs, and operations, as well as eliminating fraud, waste, and abuse in the programs and operations
of the Department. We will maintain this focus in the year ahead; so that the men and women at the forefront of providing
oversight have the training, tools, and infrastructure they need to serve our country successfully in locations around the globe.

In closing, we are proud of the dedication of DoD IG auditors, investigators, inspectors, and support personnel who continue
to pursue our mission with integrity, professionalism, and devoted service to our men and women in uniform, DoD civilians,
and the American people. We will continue to provide independent, objective, and relevant information to the Department
and Congress and work hard to identify and fix issues in the transformation of the Department of Defense. We look forward to
working closely with the Department and Congress to make the Department as efficient as possible in protecting our country
and providing and caring for our Nation’s warfighters.

QKMB\«-
Claude M. Kicklighter

Inspector General




Statistical Highlights

The following statistical data highlights Department of Defense Inspector General activities and
accomplishments during the April 1, 2007 to September 30, 2007 reporting period.

Investigations'

Total returned tO the U.S. GOVEIIIMIEIIT. .u.uueeeeeeeeeeeeee e eeeeeeeeeeeeeeeeeeeeeenenenns $621.9 Million
SEIZUTLES AN RECOVETIES. .. ettt eee e eeeeee e eeeeeeeeeeaeeeeeeeeneeeeeeeeaeeeeeaaeaaee $2.7 Million
Civil Judgments........c.cvviiiiiiiiiiiiiii s $144.7 Million
Criminal Judgments..........coiiiiiiiiiiiiiii $467.3 Million
Administrative Judgments.........coiviiiiiiiiiiiii s $7.2 Million

Investigative Cases

ST FTe 8 TS o L TR TPRRRRR RPN 223
[@76) 1\ (o1 5 o) s L JRU TP TR 152
SUSPEIISIONS. ¢ttt ettt ettt b et h e bt e bt e et et et e e b bt e bt ea e bt et et et et et et e b e e aeene e 43
| D1 ST T3 001y s L TR 87

Audit
Audit REPOrts ISSUE. .....ouveuiiiiiiiiiiiiieieee et sttt s 54

Monetary Benefits

Recommendations Made on Funds Put to Better USse.......coouiiieeeieoeeieeeiieeeeeeeeeeeeeeeeeeeeeereeeeeeeen $988 Million
Achieved Monetary Benefits (Funds Put to Better Use).......coueirinieininenininiieeeneeceee $107.4 Million

Policy and Oversight

Existing and Proposed Regulations Reviewed...........cccouiiiiiiiiiiiniiiiiiiiiiiciceeeeesee e 137
Evaluation Reports ISSUE. .......c..ciiiiiiiiiiiiiiiiicc et 13
Inspector General Subpoenas ISSUC..........coouiviiiiiiiiiiiiiiiiii e 134
Voluntary Disclosure Program RecoVEries...........ccuiiriiiiiiiiiiiiiiiiiiiiiciceeceeeeeee e $8 Million
Hotline Activities
O AT et ettt e et e et e e et e e et e e et e e e e e e e e e e et e e e e e e e e e e e a e e e e e e et e e e e e aaeeaa e aa e et e eanaaanaanaaaneaataaaaaeanneaaraaeanaaaanans 7,357
CaSES OPENEM. .. ittt ettt ettt et a ettt et e a e e b bt e bt e bt e st st et et e b eb e bbbttt e e nee 995
CaSES CLOSEA. ettt ettt ettt ettt e e eeeaeeeeeeennannee 1,148
DIOILAr RECOVEIIES. ...c.veuveniiiitiieiiet ettt bbb bt b et b et e bbbt et ebesb et enene $2.1 Million

1 Includes investigations conducted jointly with other federal and Defense Criminal Investigative Organizations.
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DoD IG Reporting Requirements

Section 4 (a)(2)
Section 5 (a)(1)
Section 5 (a)(2)
Section 5 (a)(3)
Section 5 (a)(4)
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P> “review existing and proposed legislation and regulations...make recommendations...”

P “description of significant problems, abuses, and deficiencies...”

» “description of recommendations for corrective action...with respect to significant
problems, abuses, and deficiencies...”

» “identification of each significant recommendation described in previous semiannual
reports on which corrective action has not been completed...”

P “a summary of matters referred to prosecutive authorities and the prosecution and
convictions which have resulted...”

P “a summary of each report made to the [Secretary of Defense] under section 6(b)(2)...”
(instances where information requested was refused or not provided,)
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dollar value of questioned costs and recommendations that funds be put to better use.

P “a summary of each particularly significant report...”

P “statistical tables showing the total number of audit reports and the total dollar value of
questioned costs...”

P “statistical tables showing the total number of audit reports and the dollar value of
recommendations that funds be put to better use by management...”

» “a summary of each audit report issued before the commencement of the reporting period
for which no management decision has been made by the end of reporting period...”

P “a description and explanation of the reasons for any significant revised management
decision...”

» “information concerning any significant management decision with which the Inspector
General is in disagreement...”

» “information described under Section 804 [sic] of the Federal Financial Management
Improvement Act of 1996...” (instances and reasons when an agency has not met target
dates established in a remediation plan)

P “statistical tables showing the total number of audit reports and the dollar value of
disallowed costs...”

P “statistical tables showing the total number of audit reports and the dollar value of
recommendations that funds be put to better use by management agreed to in a management
decision...”

P “a statement with respect to audit reports on which management decisions have been
made but final action has not been taken, other than audit reports on which a management
decision was made within the preceding year...”

» “information concerning the number and types of contract audits...”

N/A
43-80
43-80
94-95
43-80
N/A
106-
117
43-80
118
118
118

N/A

N/A

N/A

119

119

122-
159

120






INSPECTOR GENERAL

These are the people we work for....

and they deserve the Best!




GLOBAL WAR ON
TERROR GOALS

A look at the Global War on Terror goals of the

Department of Defense Inspector General

The DoD IG is committed to supporting the GWOT and the needs of the men and women fighting this war. Overall,
the DoD IG is responsible for providing oversight to more than $550 billion in funds dedicated for the GWOT. The
responsibility of the DoD IG is to identify and help fix critical mission support problems that impact Operations
The DoD IG has established the following GWOT-related goals:

Enduring Freedom and Iraqi Freedom.

GOAL 1

GOAL 2

GOAL 3

Sustain the DoD IG presence in
Southwest Asia (SWA) to work on
priority issues directly supporting
efforts for Operation Enduring
Freedom (OEF) and Operation Iraqi
Freedom (OIF).

Expand coverage of DoD GWOT-
related programs and operations by
providing oversight in fundamental
areas, including contract surveillance,
funds management, accountability
of resources, health care for the
warfighter and training and equipping
of personnel.

Increase efforts to prevent the illegal
transfer of strategic technologies and
U.S. munitionslistitems to proscribed
nations, terrorist organizations, and
other criminal enterprises.



GOAL 1: SUSTAINING THE DOD IG PRESENCE

To provide a more effective and efficient oversight role, the DoD IG has established field offices in strategic Southwest
Asia locations. The placement of DoD IG personnel in Southwest Asia facilitates more timely reviews and reporting
of results in-theater and minimizes disruption to the warfighter.

The DoD IG has a field office in Qatar as an in-theater base of operations. The DoD IG also has a field office in
Kuwait and in Iraq at Camp Victory and the International Zone. During June 2007, the DoD IG established a field
office at Bagram Air Base in Afghanistan.

AFGHANISTAN FIELD OFFICE

The DoD IG opened an office at the Bagram Air Base in Afghanistan with the
support and endorsement of the U.S. Central Command and the Combined
Joint Task Force-82. The Afghanistan office is staffed with up to three
auditors at a time, on a rotational basis, serving tours of 6 to 12 months.
Auditors from the Afghanistan office and DoD IG staff on temporary duty
travel in Afghanistan are currently supporting the assessment on Munitions
Accountability and are performing the audit on Contingency Construction
Contracting Procedures Implemented by the Joint Contracting Command-
Iraq/Afghanistan. In addition, the auditors in Afghanistan are providing
support to DoD IG teams based in the continental United States looking at
contractor issues within Southwest Asia. As of September 30, 2007, three DoD IG staff was deployed to Afghanistan
performing research, initiating audits, and supporting the munitions assessment team.

QATAR FIELD OFFICE

The DoD IG established a field office in Qatar collocated with U.S. Central Command Air Forces (CENTAF) on Al
Udeid Air Base, Qatar. The Qatar office is staffed with up to nine auditors at a time, on a rotational basis, serving
tours of 4, 6, or 12 months. The Qatar office conducts audits as required in Iraq, Afghanistan, or throughout the
U.S. Central Command (CENTCOM) area of responsibility. Auditors from the Qatar field office have traveled to
Iraq and Afghanistan to perform specific reviews, such as the audits of “Potable and Non-Potable Water in Iraq” and
“Contractor Support to the Joint Improvised Explosive Device Defeat Organization in Afghanistan.” Additionally, the
Qatar office staff facilitates and may augment other teams that require temporary travel in-theater to conduct specific
reviews. Also, the auditors in Qatar are providing support to DoD IG teams based in the continental United States
looking at the management of contractor issues within Southwest Asia. As of September 30, 2007, five DoD IG staff
were forward deployed in Qatar performing audits.

. _,}‘\ Semiannual Report to Congress



The DoD IG field office in Kuwait is staffed by two Defense Criminal Investigative Service special agents who are
focused on contract fraud and other potential criminal activities in Southwest Asia that impact GWOT efforts.

IRAQ_FIELD OFFICES

In coordination with the Commanding General, Multi-National Force-Iraq, the DoD IG established field offices in
Iraq at Camp Victory and the International Zone. The Iraq offices are staffed with up to five auditors at a time, on a
rotational basis, serving tours of 6 to 12 months. Auditors from the Iraq offices and DoD IG staff on temporary duty
travel in Iraq performed Phase III of the Iraq Security Forces Fund audit and are currently supporting the assessment
on Munitions Accountability. In addition, the DoD IG has assigned auditors in Iraq to provide the Defense Criminal
Investigative Service support for ongoing criminal investigations pertaining to contract fraud. The auditors in Iraq
also provide support to DoD IG teams based in the continental United States performing oversight related to Iraq
such as the management of contractor issues within Southwest Asia and the Army Reset program. As of September
30, 2007, eight DoD IG staff were deployed to Iraq performing audits, inspections, and investigations.

DoD IG auditors at the Afghanistan Field Office, with General Petraeus in Iraq and at the Qatar Field Office.

5
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GOAL 2: EXPANDING DOD IG OVERSIGHT

The GWOT, especially operations in Southwest Asia, continues to be a top priority of the DoD IG and its four
operational components. Auditing, Investigations, Policy and Oversight, and Intelligence have 138 ongoing or
completed projects.

Those 138 projects provide oversight of various functions and activities such as contracts, readiness, logistics, funds
management, contract fraud, accountability, theft, corruption, and intelligence efforts. DoD IG has completed or is
conducting oversight efforts that cover approximately $88 billion related to DoD GWOT efforts.

AUDITS INVESTIGATIONS EVALUATIONS INTELLIGENCE
36 90 8 4

The DoD IG is actively engaged in OEF and OIF to
prevent fraud, waste, and abuse from occurring. The
DoD IG is expanding its GWOT oversight efforts
by covering a wide range of GWOT issue areas to
best serve the warfighter and the American people.
Specific examples of GWOT oversight coverage

include:

¢ Use and controls over the Iraqi and Afghanistan
Security Forces Funds;

¢ The effectiveness of practices related to solicitation,
award, quality assurance, oversight, and final
acceptance of construction projects;

¢ Armoring of Army Medium Tactical Vehicles;

¢ Procurement of Body Armor to include the
adequacy of first article testing prior to award of contracts; and DoD IG auditors in Iraq.

4 The controls over the issuance and use of the DoD common access card in Southwest Asia.

DCIS is engaged in investigating DoD-related matters pertaining to the Iraqi theater, to include Kuwait. DCIS has
90 ongoing investigations related to the war effort, which include:

¢ War Profiteering
4 Contract Fraud
4 Contract Corruption
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GOAL 3: INCREASE TECHNOLOGY PROTECTION

The Defense Criminal Investigative Service (DCIS) Technology Protection Program is DCIS’s fastest growing program.
Investigations under this program involve the illegal theft or transfer of technologies and U.S. Munitions List items to
proscribed nations, criminal enterprises, and terrorist organizations that pose a threat to U.S. national security.

The illicit trans-national trafficking of critical military technology and weapons of mass destruction (WMD)
components presents a danger to the United States, its allies and threatens America’s Warfighters deployed around the
world. The illegal exportation of Department of Defense technology to other countries has been and remains a high
investigative priority for DCIS.

DCIS has investigated cases involving the illegal export of missile
technology, military night vision data, fighter jet components,
and helicopter technical data. Fostering a multi-agency approach
has been and continues to be critical to the success of these
investigations and prosecutions. DCIS conducts proliferation
and technology transfer investigations with Immigration and
Customs Enforcement (ICE), Military Criminal Investigative
Organizations (MCIOs) and other law enforcement mission
partners. As a result of these joint investigations, numerous cases

have been successfully prosecuted.

Following a joint investigation by DCIS and ICE involving the attempted purchase of night vision devices, holographic
sights, sniper rifles, sub-machine guns, stinger missiles, grenade launchers, six subjects associated with the Liberation
Tamil Tigers Elam (LTTE) pled guilty to charges of conspiracy to violate the Arms Export Control Act and the
International Traffic in Arms Regulations, laundering of monetary instruments and conspiracy to provide material
support to a foreign terrorist organization. Thus far, two subjects have been sentenced to a period of one year and one
day of incarceration. A total of $701,925 has been recovered.

Military technologies involved in illegal export cases investigated by DCIS.

Department of Defense Inspector General f’ .



DCIS also recently teamed up with its ICE mission partners and participated in a conference regarding: new counter-
proliferation task forces and training; improved coordination with export licensing agencies; foreign efforts to obtain
controlled U.S. technology; and an enhanced U.S. law enforcement response.

DCIS actively participates in a variety of research and technology protection working groups. This participation
includes regular meetings with the Intelligence Community (IC) and allows DCIS to provide and receive technology
protection information developed during the course of DCIS and other agencies investigations.

Although DCIS does not use counter-intelligence investigative
techniques, working with the IC regarding intelligence developed
in support of technology transfer and proliferation has proven to be
valuable. Any intelligence, gleaned from DCIS investigative efforts,
provides additional support to analytical products produced by the IC
for national security policy makers.

The Department of Justice (DoJ) recently launched an export
enforcement initiative to harness the various export control/
proliferation related assets in the law enforcement and intelligence
communities and fuse them together with a focus on the detection,
investigation, and prosecution of illicit attempts to acquire controlled

U.S. technology.

DCIS Director Charles W. Beardall discusses the National DCIS is a partner in this initiative and continues to play a

Lot lek s a0 ) v Gorg i significant role in providing the U.S. Attorney’s Office with the
necessary assistance needed to undertake these complex and
specialized prosecutions.

DCIS Director Charles W. Beardall recently participated in a Do] press conference announcing the formation of this
National Counter-Proliferation Initiative. The purpose of the initiative is to prevent critical, sensitive technology from
being obtained by terrorists and countries hostile to the United States.

DCIS realizes the most effective way to combat the illegal transfer of technology is through a collaborative effort
of investigative activities. Our national security can not afford to have agencies pulling in opposite directions. This
collaborative effort thwarts illegal transfers of DoD technology.

A DCIS special agent displays night vision goggles and other military
parts involved in technology protection investigations at the Dof press
conference.
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GWOT
HIGHLIGHTS

A look at Department of Defense Inspector General
efforts in the Global War on Terror

The worldwide campaign against terrorism is the top priority of the DoD IG. Meeting the challenges of combating
terror and upholding our commitment to support the warfighter will continue to place stress on budgetary, manpower,
and materiel resources for both the IG and the Department.

Through FY 2007, Congress has appropriated more than $550 billion to DoD for the GWOT. Each dollar not
prudently spent results in a dollar unavailable for GWOT priorities.

This report focuses on the following efforts made by the DoD IG during this reporting period to support the
GWOT:

» SOUTHWEST ASIA LEADERSHIP VISITS
» G ASSESSMENT OF MUNITIONS

» JOINT TERRORISM TASK FORCES

* INTERAGENCY GWOT OVERSIGHT



In September 2007, Inspector General Kicklighter traveled to Kuwait, Afghanistan, Qatar, Turkey, and Iraq, where he
led the DoD IG assessment on munitions accountability, discussed accountability concerns with senior military leaders
and met with deployed DoD IG personnel, as well as with deployed auditors from other DoD oversight organizations.
Senior officials Inspector General Kicklighter visited while in Southwest Asia included:

Amb. William Wood, Chief of Mission, U.S. Em-
bassy Afghanistan

Amb. Ryan Crocker, Chief of Mission, U.S. Em-
bassy, Baghdad

Charge d’Affaires Alan Misenheimer, Deputy Chief
of Mission, U.S. Embassy, Kuwait

Amb. Chase Untermeyer, U.S. Embassy, Qatar

Amb. Ross Wilson, Chief of Mission, and Country
Team, U.S. Embassy, Turkey

General Dan McNeill, USA, Commander, NATO
International Security Assistance Force in Afghani-
stan

General Gen. David H. Petracus, USA, Command-
ing General, Multi-National Force — Iraq

Lt. Gen. James M. Dubik, USA, Commander,
Multi-National Security Transition Command-Iraq

(MNSTC-I)

Lt. Gen. R. Steven Whitcomb, USA, Commanding
General, Third Army, U.S. Army Central (AR-
CENT) and Coalition Forces Land Component
Command (CFLCC)

Lt. Gen. Raymond Odierno, USA, Commanding
General, Multi-National Corps-Iraq (MNC-I)

Maj. Gen. Robert Cone, USA, Commanding
General, Combined Security Transition Command
— Afghanistan (CSTC-A)

Maj. Gen Michael Jones, USA, Commanding

General, Civilian Police Assistance Training Team
(CPATT) in Iraq

Brig. Gen. Robert Livingston, USA, Commanding
General, Combined Joint Task Force Phoenix VI in
Afghanistan

Brig. Gen. Robin Swan, USA, Commanding Gen-
eral, Coalition Military Assistance Training Team
(CMATT) in Iraq

Brig. Gen Andrew Twomey, USA, Deputy Com-
manding General, Combined Security Transition

Command — Afghanistan (CSTC-A)

Brig. Gen Michael Walsh, USA, Commander, Gulf
Region Division, U.S. Army Corps of Engineers in
Iraq

Afghan Minister of Defense and Minister of Interior

Afghan Inspectors General for the Ministry of De-
fense and the Ministry of Interior

Iraq Minister of Interior

Iraq Chief of Joint Staff and Iraq Ground Force
Commander, Ministry of Defense

Iraq Inspectors General for Ministry of Defense and
Ministry of Interior

Turkish National Police Senior Operations Officer
for Anti-Smuggling and Organized Crime

Turkish General Staff Senior Intelligence Officer

Brig. Gen. Charles W. Lyon, Commander, 379th
Air Expeditionary Wing, Udeid Air Base, Qatar

Semiannual Report to Congress



Inspector General Claude M. Kicklighter recently concluded a trip to Southwest Asia,
where he led an interagency, inter-service Assessment Team for Munitions Accountability
in response to accountability and control problems involving weapons and munitions
that were purchased by the U.S. Government and intended for use by Iraq security
forces.

The Assessment Team, which deployed in early September 2007, is comprised of
representatives from the DoD IG, Department of State Office of Inspector General, the U.S. Army, Navy, and Air
Force, Army Audit Agency, Army Criminal Investigation Command, U.S. Army Corps of Engineers, as well as other
agencies. The teams’ overall objective is to determine whether the controls over the distribution of conventional
military arms, ammunition, and explosives provided to the security forces in Iraq and Afghanistan are adequate.
This assessment will enable the DoD IG to identify any systemic problems related to the equipping of the Iraqi and
Afghanistan security forces, especially regarding munitions, and recommend corrective actions that can be initiated to
address these issues.

The issue of weapons and munitions accountability has been under increasing scrutiny by Congress. On September
21, 2007, DoD Principal Deputy Inspector General Thomas E Gimble testified before the House Armed Service
Committee regarding, “Accountability During Contingency Operations: Preventing and Fighting Corruption
in Contracting and Establishing and Maintaining Appropriate Controls on Materiel.” In addition, the Defense
Criminal Investigative Service is working with the U.S. Army Criminal Investigation Command, the Federal Bureau
of Investigation, the U.S. Department of Justice, the Special Inspector General for Iraq Reconstruction, and other
government agencies on related investigations involving missing weapons, fraud, bribery, and corruption.

Inspector General Kicklighter and the Assessment Team for Munitions Accountability in Iraq.

11 )
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The Defense Criminal Investigative Service (DCIS) is an ardent and active supporter of the FBI’s Joint Terrorism
Task Forces (JTTFs). DCIS currently staffs approximately 42 JTTFs on a full-time or part-time basis. A full-time
DCIS program manager is also assigned to the National Joint Terrorism Task Force (NJTTF) located at the National
Counterterrorism Center (NCTC), Mclean, VA.

The JTTF concept is based on the premise that success against terrorism is best
achieved through cooperation among federal, state and local agencies. This has
proven to be a highly effective model for combating terrorism. Cooperation
blends the skills and resources of several agencies enhancing the capabilities of all
involved.

The first JTTF was established in New York City in 1980 asa result of the increasing
number of terrorist bombings in the late 1970s and early 1980s. There are now
103 JTTFs nationwide, including at least one at each of the FBI’s 56 field offices.
Additionally, the NJTTF in McLean, VA, brings together senior personnel from
45 different agencies representing the intelligence, law enforcement (state, local
and other federal), and public safety communities. The NJTTF serves as a multi-
agency information collaboration and fusion center.

DCIS special agent working with the FBIs JTTE DCIS JTTF agents are currently playing key roles in many terrorism
investigations. One recent example is the investigation and arrest of

seven homegrown terrorists in Miami for plotting to bomb the Sears
Tower in Chicago. The group had sworn an oath of allegiance to an FBI Informant who they believed was an Al Qaeda
operative. The leader of the group met with the informant on several occasions and professed an interest in destroying
FBI buildings around the country and the Sears Tower in Chicago. He asked for money, boots, uniforms, weapons
and vehicles to carry out the plots. This group had conducted video surveillance of Federal facilities as well as the Sears
Tower and was actively recruiting members for the group.

Another example is the investigation of the “Fort Dix Six” in New Jersey. Six men, all immigrants, were arrested for
plotting to attack Fort Dix, New Jersey and other Department of Defense installations in the Philadelphia/New Jersey
area. A video store clerk came to law enforcement authorities with information that one of the men had asked him
to copy a DVD of a disturbing video that showed, among other things, the group taking target practice while yelling
“Allah Akbar.” The FBI infiltrated the group with an informant who arranged to meet with five of the “Six” to conduct
a sale of weapons. The FBI New Jersey Resident Agency JTTF then arrested the “Six” and executed several search
warrants. A DCIS agent assigned to the Philadelphia JTTF was involved in this investigation.

Creation of JTTFs involves a costly investment of personnel and equipment, however, this initiative realizes qualitative
benefits in the form of improvements to interagency coordination and cooperation, sharing of intelligence and in
obtaining arrests and convictions in counterterrorism investigations. DCIS will continue to support JTTFs in an
effort to reduce the threat of terrorist acts against Department of Defense interests.
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The DoD IG is the lead oversight agency for accountability in DoD, and as such, is committed to maintaining an

effective working relationship with other oversight organizations to minimize duplication of efforts and to provide
more comprehensive coverage.

Effective interagency coordination, collaboration, and partnerships within the oversight community are essential
to providing comprehensive reviews of wartime expenditures to identify whether critical gaps exist, and then to
recommend actions to fix those gaps.

Internally, the Defense oversight community is increasing its partnerships and providing support within the Defense
community for oversight efforts. For example, the DoD IG and Army Audit Agency are conducting a joint review of
the Joint Contracting Command Iraq/Afghanistan.

In addition, the U.S. Army Corps of Engineers and the Army Audit Agency have provided personnel to support DoD
IG oversight efforts. The Naval Audit Service and Air Force Audit Agency have provided support to the DoD IG

munitions accountability assessment effort. Below is a list of GWOT-related collaborative working groups in DoD:

AFGHANISTAN WORKING GROUP

To minimize the impact on forward command operations, avoid overlapping and duplicate oversight requests, and
facilitate the exchange of oversight information, the DoD IG along with the Government Accountability Office,
the Department of State Inspector General, and the U.S. Agency for International Development Inspector General
established a working group on oversight activities in Afghanistan. The DoD IG, as the Department of Defense
representative of the group, also incorporates the ongoing and planned Afghanistan related oversight efforts of the
service auditors general into the working group. The Afghanistan Working Group has convened twice this reporting
period to discuss ongoing, planned, and completed projects that address issues related to Afghanistan operations.
This group has briefed congressional committees and members of Congress on the ongoing, planned, and completed
Afghanistan oversight projects.

GWOT COST OF WAR SENIOR STEERING GROUP

The DoD IG is an invited observer to the GWOT Cost of War Senior Steering Group that the Deputy Secretary of
Defense established on February 26, 2007, to improve and standardize cost of war reporting. Attending the Senior
Steering Group meetings, such as the one in September 2007 helps the DoD IG remain apprised of DoD efforts for
cost of war reporting and furthers its oversight regarding financial aspects of GWOT to ensure timeliness and value

to the DoD.

(13 )
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To minimize the impact on forward command operations, de-conflict overlapping and duplicate oversight requests,
and facilitate the exchange of oversight information in Iraq, the DoD IG also participates in the Iraq Inspectors
General Council chaired by the Special Inspector General for Iraq Reconstruction.

Inspector General Kicklighter meets with the
Iraq Inspectors General Council.

SOUTHWEST ASIA JOINT PLANNING GROUP

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

The DoD IG established a Joint Planning Group on oversight activities in the Southwest Asia region that includes
the military service inspectors general and auditors general, the Inspectors General of the Department of State and
the Agency for International Development, the Special Inspector General for Iraq Reconstruction, and the combatant
commands inspectors general. Through the Southwest Asia Joint Planning Group, the DoD IG is leading the
coordination of oversight required to identify and fix critical mission support problems so military operations can
better focus on “the fight.” Since April 2007, the DoD IG has conducted two quarterly Southwest Asia Joint Planning
Group meetings to leverage and focus critical joint and interagency efforts on key high-risk areas affecting military
operations.

PANEL ON CONTRACTING INTEGRITY

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

The DoD IG participates in the Panel on Contracting Integrity. Established under Section 813 of the National
Defense Authorization Act for FY 2007, the panel is chaired by the Deputy Under Secretary of Defense for Acquisition,
Technology, and Logistics to conduct reviews of DoD progress made in eliminating areas of vulnerability in the
Defense contracting system that allow fraud, waste, and abuse and affect Operations Iragi Freedom and Enduring
Freedom in Afghanistan.
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To date, over $550 billion has been appropriated to the Department of Defense
in support of the men and women of our Armed Forces fighting against terrorism.
As of September 2007, the DoD IG had approximately 225 personnel supporting
GWOT projects that address a wide variety of matters to include contracting,
accountability, theft, and corruption. During this reporting period, Auditing,
Investigations, Policy and Oversight, and Intelligence have 138 ongoing or

completed GWOT projects.

The DoD IG is working with other members of the Defense oversight community,
such as the Services audit and investigative organizations, to evaluate and provide
recommendations for actions to the Department in addressing critical mission
support areas.

The DoD IG is committed to supporting the GWOT efforts and ensuring the effective use of resources to support
U.S. Forces in Southwest Asia. To uphold its commitment to support the warfighter, the DoD IG has field offices
in Qatar, Iraq, and Afghanistan to conduct and facilitate necessary oversight functions. The DoD IG leverages its
deployed personnel to support GWOT-related projects that require presence within the region. The DoD IG works
with other oversight organizations within the Department to coordinate oversight and to avoid duplicate efforts.

To maintain a forward presence, the deployment and redeployment of DoD IG personnel will continue to be a critical
issue warranting additional management attention and efforts.

AUDIT

The DoD IG completed 5 GWOT-related projects since April 1, 2007, and has 31 ongoing GWOT-related projects
as of September 30, 2007. The projects address issues related to acquisition and contracting, funds management,
readiness, logistics, equipping the warfighter, and management of contractor common access cards.

DoD GWOT programs covered by ongoing projects is about $88 billion. As of September 30, 2007, the DoD IG
had 14 auditors assigned to the Qatar, Iraq, and Afghanistan field offices.

The DoD IG is taking proactive measures to address critical gaps in the oversight of GWOT operations. For example,
the Deputy Inspector General for Auditing contacted the Director, Defense Finance and Accounting Service (DFAS)
to immediately address accountability issues germane to funds management in a wartime environment.

Lacking adequate supporting documentation for expenditures increases the risks for fraud, waste, and abuse by military,
civilian, and contractor to occur and not be detected by traditional control mechanisms. As a result of the Deputy
Inspector General for Auditing actions, the Director, Defense Finance and Accounting Service deployed personnel to
Southwest Asia to determine where DFAS could assist the deployed DoD forces in accountability issues.

15
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The DoD IG audit oversight is focused in several fundamental
areas—accountability, funds management, contract surveillance,
and training and equipping personnel. The 31 ongoing GWOT-
related projects address critical readiness issues that directly impact
the warfighter, such as munitions accountability, the procurement
of armor protected vehicles, potable and nonpotable water quality
concerns, the acquisition of medium tactical vehicles, and resetting
ground vehicles within the U.S. Army commands. The ongoing
projects include a number of audits initiated at the request of
Congress, such as concerns with the water quality for U.S. forces.

DoD IG Afghanistan Field Office Team.

Payments for Transportation
Using PowerTrack

The objective will be to determine whether DoD established adequate control
procedures over transportation payments made using PowerTrack” and payments
made to US Bank for PowerTrack® services. This includes Global War on Terror
transportation payments.

Internal Controls and Data
Reliability of the Deployable
Disbursing System

The DoD IG is reviewing whether controls over transactions processed through
the Deployable Disbursing System are adequate to ensure the reliability of the

data processed, to include financial information processed by disbursing stations
supporting GWOT.

Contingency Construction
Contracting Procedures
Implemented by the Joint
Contracting Command—

Iraq/Afghanistan

The DoD IG Forward Operating Activity in Afghanistan is reviewing the efficiency
of contingency construction contracting procedures implemented in the Afghanistan
area of operations. Specifically, the DoD IG will review the effectiveness of practices
related to contractssolicitation, award, quality assurance, oversight, and final acceptance
of construction projects.

Summary of Issues
Impacting Operations Iraqi
Freedom and Enduring
Freedom Reported by Major
Opversight Organizations
Beginning FY 2003 through
FY 2007

The DoD IG is summarizing contract, funds management, and other accountability
issues identified in audit reports and testimony that discuss mission-critical support

to OIF and OEE

Defense Hotline Allegations
Concerning Contracts Issued
by U.S. Army TACOM

Life Cycle Management
Command to BAE Systems
Land and Armaments,
Ground Systems Division

The DoD IG initiated the audit in response to Defense Hotline allegations concerning
contracts issued by U.S. Army Tank Automotive Command (TACOM) Life Cycle
Management Command to BAE Systems Land and Armaments, Ground Systems
Division. The DoD IG will evaluate whether contract award and administrative

procedures complied with Federal and DoD policy.

(16}
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Controls Over the
Contractor Command

Access Card Life Cycle

The DoD IG is reviewing whether controls over Common Access Cards (CACs)
provided to contractors are in place and work as intended. Specifically, within
Southwest Asia, the DoD IG will evaluate whether DoD officials issue CACs to
contractors, verify the continued need for contractors to possess CACs, and revoke or
recover CACs from contractors in accordance with DoD policies and procedures.

End-Use Monitoring of
Defense Articles And
Services Transferred To
Foreign Customers

The DoD IG is reviewing the Golden Sentry Program, which monitors how foreign
governments use U.S. defense articles and services, to evaluate whether the program
records and controls transfers of sensitive arms effectively.

Procurement And Delivery
of Joint Service Armor
Protected Vehicles

The DoD IG is reviewing whether the Mine Resistant Ambush Protected (MRAP)
vehicle program office is effectively procuring armored vehicles in accordance with
the Federal Acquisition Regulation and DoD requirements. Specifically, the DoD
IG is reviewing MRAP program administration to evaluate whether the program
office is taking appropriate actions to accelerate vehicle delivery to users. In addition,
the DoD IG is evaluating the Services’ requirements for MRAP and High Mobility
Multipurpose Wheeled Vehicles.

Operations and
Maintenance Funds Used
for Global War on Terror
Military Construction
Contracts

The DoD IG is reviewing whether DoD Components followed requirements for using
operation and maintenance funds for GWOT military construction. Specifically, the
DoD IG is evaluating whether DoD followed proper procedures for administering,
executing, and reporting the use of Operation and Maintenance funds on GWOT
military construction contracts.

Funds Appropriated for
Afghanistan and Iraq
Processed Through the
Foreign Military Sales Trust
Fund

The DoD IG is evaluating whether funds appropriated for the security, reconstruction,
and assistance of Afghanistan and Iraq and processed through the Foreign Military
Sales Trust Fund are properly managed. Specifically, the DoD IG is reviewing whether
the transfer of appropriated funds from the Army’s accounts into the Foreign Military
Sales Trust Fund was properly authorized, accounted for, and used for the intended
purpose. The DoD IG is also reviewing whether Foreign Military Financing funds
granted to Afghanistan and Iraq are properly accounted for and used for their intended
purpose. In addition, the DoD IG is verifying whether the appropriated funds are
propetly reported in DoD financial reports.

Marine Corps’ Management
of the Recovery and Reset
Programs

The DoD IG is evaluating the effectiveness of the Marine Corps’ Recovery and Reset
Programs for selected equipment. Specifically, the DoD IG is reviewing how the
Marine Corps met its equipment requirements through the Reset and Recovery
Programs, whether it effectively repaired or replaced selected equipment, and whether
the Marine Corps used funds for their intended purpose.

Contractor Support to the
Joint Improvised Explosive
Device Defeat Organization
In Afghanistan

The DoD IG is conducting the audit in response to a congressional request. The
DoD IG Qatar Field Office is evaluating whether Wexford Group International and
any other contractor performed services outside the scope of the contract relating
to improvised explosive devices and asymmetric warfare in support of the Joint
Improvised Explosive Device Defeat Organization. In addition, the DoD IG is
evaluating whether contractors operated within applicable laws and regulations.

Department of Defense Inspector General
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Distribution of Funds and
the Validity of Obligations
for the Management of the
Afghanistan Security Forces
Fund

This is the first part of a three-phase review of the nearly $4.7 billion appropriated to
the Afghanistan Security Forces Fund in Public Laws 109-13, 109-234, and 109-289.
The DoD IG is reviewing the distribution of funds from the Office of Management
and Budget through the Under Secretary of Defense (Comptroller)/Chief Financial
Officer and the Assistant Secretary of the Army (Financial Management and
Comptroller) to the Defense Security Cooperation Agency. In Phase II, the DoD IG
is evaluating whether obligations recorded for the Afghanistan Security Forces Fund
were made in accordance with legislative intent and applicable appropriations law.
In Phase III, the DoD IG will evaluate whether the goods and services purchased for
Afghanistan security forces were properly accounted for and whether the delivery of
goods and services were properly made to the Afghanistan security forces.

Defense Hotline Allegations
Concerning the Biometric
Identification System for
Access Omnibus Contract

The DoD IG initiated the audit in response to Defense Hotline allegations concerning
the acquisition of the Biometric Identification System for Access Omnibus contract
under the Army’s Strategic Services Sourcing contract vehicle. Specifically, the DoD
IG is evaluating whether source selection procedures were conducted in compliance

with Federal and DoD policy.

Internal Controls Over Air
Force General Funds Cash
and Other Monetary Assets

The DoD 1G is evaluating whether internal controls for Air Force General Funds,
Cash, and Other Monetary Assets are effectively designed and operating to adequately
safeguard, account for, and report cash and other monetary assets.

Export Controls Over Excess
Defense Articles

The objective is to assess the adequacy of controls over the transfer of excess Defense
articles to foreign persons. Specifically, the DoD IG will determine whether
transferred property was adequately demilitarized and controlled in accordance
with the requirements of the Foreign Assistance Act of 1961 (Public Law 87 195),
as amended, and the Arms Export Control Act of 1976 (Public Law 90 269), as
amended.

Internal Controls Over Navy
General Fund, Cash and
Other Monetary Assets Held
Outside the Continental
United States

The DoD IG is evaluating whether internal controls for Navy General Fund, Cash,
and Other Monetary Assets held outside of the continental United States are effectively
designed and operating to adequately safeguard, record, account, and report Cash
and Other Monetary Assets.

Management of the Iraq
Security Forces Fund in
Southwest Asia—Phase 111

This is the final part of a three-phase review. The DoD IG addressed the distribution
of Iraq Security Forces funds in Phase I and the obligation of funds in Phase II. In
Phase III, the DoD IG is evaluating whether the goods and services purchased for
Iraq security forces were properly accounted for and whether the delivery of goods
and services was properly made to the Iraq security forces.

Internal Controls Over
Army General Fund, Cash
and Other Monetary

Assets Held Outside of the
Continental United States

The DoD IG is reviewing whether internal controls for Army General Fund, Cash, and
Other Monetary Assets held outside of the continental United States are effectively
designed and operating to adequately safeguard, account, and report Cash and Other
Monetary Assets.
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DoD Training for U.S.
Ground Forces Supporting
Operation Iraqi Freedom

The DoD IG plans a series of reviews related to this issue. The DoD IG is reviewing
whether U.S. ground forces supporting OIF are receiving training necessary to meet
operational requirements. The DoD IG will also evaluate whether requirements
reflect the training necessary in the area of operation and verify whether ground forces
receive required training. In addition, the DoD IG will evaluate whether training
meets the needs of ground forces supporting Operation Iragi Freedom. Specifically,
the DoD IG is reviewing the use of observers and controllers in preparing Army units
for deployment in Phase I and in Phase II, the DoD IG will evaluate equipment levels
at combat training centers. In Phase III, the DoD IG will review increased theater-
specific training requirements and how that training is executed at combat training
centers.

DoD Support to the NATO
International Security
Assistance Force

The DoD IG is evaluating DoD support to the North Atlantic Treaty Organization
International Security Assistance Force in Afghanistan. Specifically, the DoD IG
is reviewing DoD support in areas that include, but are not limited to, training,
communications, and interoperability.

Supplemental Funds Used
for Medical Support for the
GWOT

The DoD IG is evaluating whether supplemental funds for the medical mission were
propetly justified and sufficient controls on their use were implemented as directed
by DoD and military department guidelines. The DoD IG is initially focusing
on the Defense Health Program portion of supplemental funding for the medical
organizations that supported medical backfill and pre- and post-deployment.

Procurement, Distribution,
and Use of Body Armor in
DoD

The DoD IG is conducting the audit in response to a congressional request. The
DoD IG is reviewing DoD procurement policies and practices for acquiring body
armor and the effectiveness of body armor acquired and used in support of GWOT
operations.

Hiring Practices of the
Coalition Provisional

Authority in Iraq

The DoD IG is conducting the audit in response to a congressional request. The
DoD IG is evaluating the hiring practices that DoD used to staff personnel to the
provisional authorities supporting the Iraqi government from April 2003 to June 2004.
Specifically, the DoD IG is reviewing the process DoD used to assign personnel to the
Office of Reconstruction and Humanitarian Assistance and the Coalition Provisional
Authority in Iraq.

Inspection Process of

the Army Reset Program
for Equipment for Units
Returning from Operation
Iragi Freedom

The DoD IG is examining the Army Reset Program for equipment of units that
return from OIF to evaluate the effectiveness of the inspection process. The DoD
IG expanded the scope of the audit to include missiles, tracked vehicles, wheeled
vehicles, communications, and small arms.

Potable and Nonpotable
Water in Iraq

The DoD IG is conducting the audit in response to a congressional request. The
DoD IG is evaluating the contractor’s water quality testing processes for effectiveness
and reviewing whether internal controls enable safe, nonpotable water to be provided
to U.S. forces in Iraq. The DoD IG is also reviewing whether the processes for
providing potable and nonpotable water to U.S. forces are adequate. The DoD IG
extended this project to address additional Congressional questions.

Department of Defense Inspector General
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DoD Use of Global War The DoD IG is evaluating the adequacy of DoD financial controls over use of GWOT
on Terror Supplemental supplemental funding provided for procurement and research, development, test,
Funding Provided for and evaluation. The DoD IG is also evaluating whether congressionally approved
Procurement and Research, |funds were placed on contracts and used for purposes stipulated in the GWOT
Development, Test, and supplemental funding.

Evaluation
Conditional Acceptance The DoD IG is evaluating whether the Army is adequately protecting the Government’s
and Production of Army interest when it includes conditional acceptance provisions in production contracts

Medium Tactical Vehicles in | for the Family of Medium Tactical Vehicle Program. In addition, the DoD IG is
Support of the Global War | evaluating whether management is cost effectively producing the Family of Medium

on Terror Tactical Vehicles as funded in support of the GWOT.

Supply Chain Management | The DoD IG is evaluating the supply chain management of clothing and textile (Class
of Clothing, Individual IT) items to determine whether they were being efficiently and effectively obtained.
Equipment, Tools, and Specifically, the DoD IG is reviewing the requirements determination, the acquisition
Administrative Supplies of selected Class II items, and supply responsiveness (whether soldiers receive Rapid

Fielding Initiative before they deploy).

Internal Controls Over Out- | The DoD IG is evaluating whether internal controls over out-of-country payments
Of-Country Payments supporting GWOT provide reasonable assurance that payments are properly
supported and recorded.

OTHER ONGOING GWOT EFFORTS

Research on DoD The DoD IG is examining DoD GWOT funding for contracts and issues surrounding
Contracting Issues Related | those contracts. In addition, the project will also include research of military
to the GWOT construction issues pertaining to GWOT.

COMPLETED GWOT PROJECTS

The 5 completed GWOT-related projects have resulted in findings involving critical issues in readiness, logistics,
contract surveillance, and funds management. A brief overview of each audit is listed as follows:

Research of the Controls The DoD IG conducted this research to address ongoing concerns over contractors
Over the Management of in Southwest Asia. The objective of the research project was to determine the control
Contractors process for issuance, verifying the continued need, and recovery of Common Access

Cards provided to contractor personnel in Southwest Asia. The DoD IG also reviewed
the procedures used to account for the number of contractor personnel working in
Southwest Asia. As a result of this research effort, in August 2007, the DoD IG
announced the “Controls Over the Contractor Common Access Card Life Cycle.”
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Procurement Policy for The DoD IG concluded that the Marine Corps Systems Command awarded sole-
Armored Vehicles source contracts to Force Protection, Inc., for the Joint Explosive Ordnance Disposal
Rapid Response Vehicle even though Marine Corps Systems Command officials
knew other sources were available for competition. In addition, TACOM Life Cycle
Management Command and Marine Corps Systems Command officials did not

adequately justify the commercial nature of three commercial contracts with Force
Protection, Inc., for the Cougar and the Buffalo Mine Protected Clearance Vehicle.
The TACOM Life Cycle Management Command also awarded a contract for crew
protection kits to Simula Aerospace and Defense Group, Inc., an Armor Holdings,
Inc., subsidiary that did not meet the Federal Acquisition Regulation definition of a
responsible prospective contractor. Specifically, Simula Aerospace and Defense Group,
Inc., did not have the necessary production control procedures, property control
systems, and quality assurance measures in place to meet contract requirements for
crew protection Kits.

U.S. Transportation The DoD IG did notsubstantiate two of the three Defense Hotline allegations regarding
Command Compliance with | the use of commercial sealift services. Specifically, the DoD IG could not substantiate
DoD Policy on the Use of | that the U.S. Transportation Command directed the use of a commercial vessel
Commercial Transport rather than a more cost-effective Government vessel in support of the 25th Infantry
Division training exercise in Fort Irwin, California, and that the U.S. Transportation
Command had directed the use of commercial vessels in similar situations and on a
regular basis. However, the DoD IG partially substantiated the allegation that the
use of a commercial vessel prevented the brigade from accomplishing some of its
mission-essential tasks and eliminated potential opportunities for the warfighter to
train for deployment. In addition, the DoD IG found that the U.S. Transportation
Command surface business model was not consistent with Office of the Secretary of
Defense interim guidance and the U.S. Transportation Command memorandum on
the use of commercial transportation.

Management of The DoD IG concluded that the U.S. European Command effectively managed its
Prepositioned Munitions prepositioned munitions program and that it continues to review its objectives for
prepositioned munitions to support future theater and global requirements while
downsizing and continuing to transform. The review also concluded that munitions
managers identified excess and unserviceable munitions stored in their stockpiles. In
addition, the U.S. European Command provided more than 25,000 short tons of
munitions to support U.S. Central Command’s Global War on Terror operations.

Antideficiency Act The DoD IG transmitted the final report to the Office of General Council concluding
Investigation of the that an Antideficiency Act violation occurred because funding for Phases I and II of
Operation and Maintenance | construction at Camp Bucca, Iraq, was completed using Operation and Maintenance
Appropriation Accounts appropriated funding instead of Military Construction appropriated funding,
2142020 and 2152020
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INVESTIGATIONS

The Defense Criminal Investigative Service (DCIS), the criminal investigative arm of the DoD Inspector General,
has been engaged in investigating DoD-related crimes pertaining to the Iraqi theater and Kuwait since the start of
the war. From May 2003 through October 2004, DCIS had teams of two to three agents deployed to Baghdad. In
addition, from October 2004 to the present, the DCIS European office and multiple CONUS-based DCIS offices
have continued to investigate allegations of criminal conduct in the Southwest Asia theater. In September 2006,
DCIS re-deployed two special agents to Iraq and two special agents to Kuwait. Both offices, in partnership with the
U.S. Army Criminal Investigation Command (USACIDC) and other law enforcement organizations, are conducting
criminal investigations and examining weaknesses and trends that may result in fraud, corruption, or other crimes
threatening DoD.

ONGOING GWOT INVESTIGATIONS AND TASK FORCES

DCIS investigations are focused on crimes such as bribery, theft, illicit gratuities, bid-rigging, defective and substituted
products, and conflicts of interest. These crimes expose U.S. and coalition forces to substandard equipment and
services, and resource shortages that aggravate an already severe and dangerous environment. DCIS is conducting 90
investigations related to the war effort (war profiteering, contract fraud, and contract corruption), most of these as part
of a joint effort with other law enforcement organizations. Fifteen of these investigations are being conducted almost
entirely in Southwest Asia. The remaining 75 investigations are being conducted mostly in CONUS and Germany.
Of the 90 ongoing investigations, 18 involve military officers who purportedly received bribes and gratuities from
Department of Defense contractors and subcontractors, were involved in a conflict of interest, or stole DoD funds.

DCIS promotes the readiness of U.S. and coalition forces through the vigorous investigation of alleged thefts, anti-
trust violations, and other breaches of public trust that affect programs and services with critical security applications.
The investigation of criminal activity in Iraq involves members of the U.S. Armed Forces, U.S. contractor personnel,
and indigenous and foreign contractor personnel. As part of the larger contractor oversight effort and as an example
of investigative cooperation and synergy, in January 2004, an investigation was initiated on information from the
Defense Contract Audit Agency (DCAA) concerning allegations of kickbacks and gratuities solicited and/or received
by Kellogg, Brown & Root (KBR) employees, and KBR overcharging for food, meals, and fuel. To address this
complex referral, a Federal investigative task force was formed at Rock Island, IL, comprised of DCIS, USACIDC, the
Federal Bureau of Investigation, the Internal Revenue Service Criminal Investigation Division, and the Office of the
United States Attorney for the Central District of Illinois. The task force continues to examine criminal allegations
involving the execution of the U.S. Army’s Logistics Civil Augmentation Program (LOGCAP) III contract by KBR.
Some prosecutions have occurred, and others are anticipated.

More recently, as a result of the magnitude of alleged criminal activities within the Iraqi theatre, a group of Federal
agencies formalized a partnership to combine resources to investigate and prosecute cases of contract fraud and
public corruption related to U.S. Government spending in Iraq reconstruction. The participating agencies in the
International Contract Corruption Task Force (ICCTF) are DCIS; USACIDC’s Major Procurement Fraud Unit; the
Office of the Inspector General, Department of State; the FBI; the Special Inspector General for Iraq Reconstruction;
and the Ofhice of the Inspector General, Agency for International Development. The ICCTF has established a Joint
Operations Center which is a case-coordination cell and criminal intelligence element aimed at achieving maximum
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interagency cooperation to successfully prosecute fraud and corruption cases in support of the war effort in Iraq. The
mission and objectives of the ICCTF are a shared responsibility of the participating agencies. Case information and
criminal intelligence are shared without reservation, and statistical accomplishments are reported jointly. The agency
heads or their designees meet regularly to collectively provide policy, direction, and oversight to investigative efforts.

In addition, DCIS has initiated a project and committed resources to review documents associated with payments
made by DoD in the Southwest Asia theater. Payment records are currently stored at Defense Finance & Accounting
Service, Rome, NY (DFAS-Rome). The DCIS project is designed to proactively detect fraud involving payments made
by DoD to support the war effort in Iraq and the Global War on Terror. This project is expected to be a long-term
effort, and DCIS is working with its ICCTF partners, as well as coordinating its activities with the U.S. Attorney’s
Office for the Northern District of New York and the Department of Justice. The Deputy Inspector General for
Auditing is conducting a concurrent review of the DFAS-Rome records.

GWOT INVESTIGATIVE RESULTS

As a result of closed and ongoing investigations, eleven Federal criminal indictments
and fifteen Federal criminal informations have been issued, and two Article 32 hearings
under the Uniform Code of Military Justice have been conducted. As a result of the
investigations, nineteen U.S. persons and one foreign national have been convicted of
felonies, resulting in a total of approximately fifteen years of confinement and twelve
years of probation; five individuals and two companies were debarred from contracting
with the U.S. Government; twenty-one companies and persons were suspended from
contracting; and two contractors signed settlement agreements with the U.S. Government.
In all, $9.84 million was paid to the U.S. in restitution; $323,525 was levied in fines and
penalties; $33,319 was forfeited; and $836,609 was seized.

DCIS and ATF special agents inspecting crates of weapons.

Two examples of GWOT-related investigations involving DCIS follow:

A charity known as the Islamic American Relief Agency (IARA) was officially designated as a supporter of global
terrorists, including Osama bin Laden, al-Qaeda and Hamas. As the result of an on-going joint DCIS and FBI
investigation, a Federal grand jury in Missouri named the subjects in a 33-count indictment for illegally transferring
more than $1.4 million to Iraq in violation of the International Emergency Economic Powers Act and the Iraqi
Sanctions Regulations. Five officers and associates of the IARA were charged with money laundering, theft of public
money, and obstructing the administration of U.S. tax laws.

Five members of the terrorist group “The Fort Dix Six” were arrested by the FBI Joint Terrorism Task Force and charged
with plotting to kill soldiers at U.S. Army Fort Dix, NJ. A sixth member was charged with aiding and abetting the
illegal possession of firearms. All six were denied bail and are being held by the DoJ pending trail. DCIS has joined
the on-going FBI and JTTF investigation.
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POLICY AND OVERSIGHT

The DoD IG’s Office of Policy and Oversight has played a key role in ongoing efforts in Southwest Asia to develop
and promote the establishment of effective oversight and security organizations in Afghanistan and Iraq. Some of those
projects have been conducted jointly with the Department of State (DoS) and the Department of Justice (DOJ) and
have provided critical assessments and detailed recommendations aimed at helping the fledgling democracies in those
countries to counter crime, corruption, human rights abuses, and other threats to include terrorism. A brief overview
of each project follows:

Support to Inspectors General of the Iraqi Security Forces: Until July 2007, the DoD IG provided two full-time
IG advisors to the Multi-National Security Transition Command-Iraq (MNSTC-I) Transition Teams in Baghdad.
These advisors assisted the Offices of the Inspectors General for the Ministry of Defense, Joint Headquarters (JHQ),
and the Ministry of Interior. Prior to reassigning these advisors back to Arlington, VA, the DoD IG facilitated the
establishment of a new MNSTC-I billet for an “IG Integration Officer.” The billet was approved and filled in July
2007. The DoD IG will provide assistance and advice as requested.

= As a successful collaborative effort, the DoD IG senior advisor and the Director of
the Embassy’s Office of Accountability and Transparency (OAT) worked with the
Government of Iraq to establish the Joint Anti-Corruption Council (JACC) in April
2007. Chaired by the Iraqi Prime Minister’s representative, the JACC coordinates
and integrates the activities of the four Iragi anticorruption institutions--Iragi IG
system consisting of 31 ministerial IG Offices, the Commission on Public Integrity,
the Board of Supreme Audit, and the Central Criminal Court System. As one of its
first priorities, the JACC established a project team to develop the plans to establish
an Iraqi Academy of Principled Governance. The Embassy selected the DoD IG
Advisor to assist the JACC in developing those plans. On June 11, 2007, the DoD
IG advisor and his Iraqi counterpart briefed the Academy project proposal to the
JACC members. The council approved the proposal. The Iraqi project team is
responsible for follow-up actions, and the DoD IG will provide further advice or
assistance when requested.

Policy and Oversight team meets with MINSTC-I ) ) . . .
ISE IC advisors During this reporting period, the DoD IG advisors also:

* Assisted the Iragi IGs in planning and conducting inspections of the offices of IGs at three ministries. Those
inspections assessed the performance of the IGs, their staffs and organizations.

* Coordinated initiatives to improve the management of detainee issues: case adjudications, overcrowded facilities,
problems with accommodating a sharp increase of detainees as a result of surge operations, transfer of detainees from
MoD to Ministry of Justice facilities, and the creation of the Iraqi Detainee Operations Committee.

* Supported the development of MoD’s JHQ Military IG system, including military IGs at each level of command
down to division level. Building on training conducted in November 2006, and in March 2007 by the MNSTC-I IG
Transition Team advisors, the U.S. Army IG School will host an intensive 3-week train-the-trainer session for the Iraqi
IG instructors in FY 2008 for selected military IG officers. These officers will return to Iraq to establish a military IG
training school.
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Policy and Oversight personnel with Iraqi military 1Gs
and aircrew during Iraqi IG inspection.

Finally, in July 2007, the DoD IG initiated a project to document
the lessons learned during our 3-year experience in establishing and
developing a viable, sustainable, effective IG system in Iraq. This
project will capture the concepts, strategies, options, and practical
applications that can be used in other “Stability, Security, Transition,
and Reconstruction (SSTR)” operations where establishing a
federal IG system may be appropriate in nation building missions.

Interagency Department of Defense/Department of State/
Department of Justice Assessment of the Counternarcotics Program
in Afghanistan (Report No. IE-2007-005): The final report for this
assessment was released on July 31, 2007. The final report made
27 recommendations for improvements in the areas of security,
policy prioritization, resource availability/adequacy, contracting,
interagency coordination/management, and mobility. The
assessment underscored the requirement for a long-term emphasis

in the area of counternarcotics in the region as counternarcotics efforts, including those of the United States, have not
succeeded in stemming opium and opiate production in Afghanistan.

ONGOING PROJECTS

Evaluation of U.S. Army Response to Shooting of Reuters Employee. The objective is to determine whether the Army
properly investigated and reported the August 2005 incident in Baghdad in which soldiers killed a Reuters driver and
injured a cameraman as they filmed an ambush from their car.

Assessment of the Iraqi Ministry of Defense (MoD) and Ministry of Interior (Mol) Inspectors General System.
The objective is to assess the current MoD, Mol, and Joint Headquarters Inspector General System and define the
requirements to build capacity and develop a stable, viable, and self-sustaining system.

DepartmentofDefense/Departmentof Veterans Affairs Interagency
Care Transition. The objective is to evaluate the extent to which
laws, policies, and processes ensure that injured Operation Iragi
Freedom and Operation Enduring Freedom Service members are
provided effective, transparent, and expeditious access to health
care and other benefits when identified for separation or retirement
due to their injuries.

Review of Investigative Documentation Associated with the
Death of Corporal (CPL) Steven W. Castner. Review of Army
Regulation 15-6 investigation regarding the combat death of CPL
Castner in July 2006 and the training CPL Castner and his unit
received before their deployment to Iraq. Determine if additional
actions are required.

DoD IG personnel in Iraq.
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INTELLIGENCE

The DoD IG’s Office of the Deputy Inspector General for Intelligence has ongoing and planned reviews of high-

profile issues related to the GWOT. A brief overview of each report follows:

ONGOING PROJECTS

U.S. Government’s Relationship with the Iraqi National Congress: The objective of this review is to respond
to direction from the House Appropriations Committee through the Office of the National Counterintelligence
Executive to review the U.S. Government’s Relationship with the Iraqi National Congress. On June 12, 2006, the
DoD IG published a report on Phase One of the project. The report on Phase Two is expected to be published during
the 1st Quarter of FY 2008.

Review of Intelligence Resources at the Joint Intelligence Task Force Combating Terrorism and Special Operations
Command in Support of Operation Enduring Freedom and Operation Iraqi Freedom: The review will examine
intelligence missions and corresponding resources at both the Joint Intelligence Task Force Combating Terrorism
and Special Operations Command to determine the sufficiency of those resources to accomplish their intelligence
missions.

Evaluation of Department of Defense Intelligence, Surveillance, and Reconnaissance (ISR) Activities in Support
of U.S. Pacific Command for the Conduct of Operation Enduring Freedom — Philippines: The objective of the
evaluation is to assess the process and procedures for the requirement, synchronization, and allocation of ISR resources
to USPACOM-Philippines under the command and control of the DoD and national systems requested through the
DoD collection management and global force management process.

Audit of the Management of Signals Intelligence Counterterrorism Analysts: The objective of the audit is to
evaluate the management of signals intelligence counterterrorism analysts. Specifically, the DoD IG will review the
hiring/recruitment process, training programs, and work assignments of counterterrorism analysts. The review will
include an assessment of the impact additional resources have had on the effectiveness of the National Security Agency
counterterrorism mission since September 2001.

PLANNED PROJECTS

Evaluation of Department of Defense Overt Human Intelligence Training in Support of Operation Enduring
Freedom: The objective of the project will be to evaluate the effectiveness of overt Human Intelligence training,
with specific emphasis on operations supporting OEFE. The evaluation will validate the training processes, instructor
qualifications, costs and benefits and the quality of training. The DoD IG will also compare and contrast DoD
contractor-provided instruction versus DoD government-provided instruction.

Evaluation of Department of Defense Outsourcing of Intelligence Support to Operation Enduring Freedom and
Operation Iraqi Freedom: The overall objective of this evaluation will be to determine the effectiveness and efficiency
of contractor support to military intelligence. Furthermore, the report will assess the suitability of outsourcing
inherently government intelligence functions.
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ARMY AUDIT AGENCY

Army Audit Agency (AAA) maintains a significant presence in the U.S. Central Command area of responsibility to
assist Army commanders in the Global War on Terror. AAA has had 10 to 30 auditors deployed in Iraq, Kuwait, and
Afghanistan since May 2005. Overall, AAA has deployed more than 100 auditors since 2002. In addition, many of
its stateside reports are directly focused on GWOT issues.

The audits in theater have concentrated primarily on logistics and contracting issues. AAA has issued 23 reports
addressing various services provided under the $22 billion Logistics Civil Augmentation Program (LOGCAP) contract,
as well as 33 additional reports addressing other logistics issues, military pay, and fund management.

Currently, AAA has ongoing audits in theater of additional LOGCAP services; contracting operations at the contracting
offices in Kuwait, Iraq, and Afghanistan; retrograde operations; container management; and accountability over
contractors on the battlefield. It is also providing support to the DoD IG Munitions Assessment Team.

i oo s L o The Agency’s audit work in theater stems from requests from
the Secretary of the Army; the Commander, Multi-National
Force - Irag; U.S. Army Criminal Investigation Command; the
Commanding General, Third U.S. Army/U.S Army Forces Central
Command; and the Commander, Joint Contracting Command

Iraq/Afghanistan.

'yl il Al Ty il »

Stateside, AAA has audits underway in the areas of reset, tactical
wheeled vehicle strategy, body armor, and contractor support and
housing facilities at mobilization stations.

Army Audit Agency personnel in Southwest Asia.

In June 2007, the Auditor General accompanied Senator Claire McCaskill of Missouri and Senator Thomas Carper of
Deleware to Iraq and Kuwait as part of a congressional delegation that assessed contractor operations in theater. The
invitation to join the delegation was extended because of the Auditor General’s testimony to the U.S. Senate Armed
Services Committee on AAA’s LOGCAP audit work. The delegation met with top Army officials, key representatives
from the oversight community, and service personnel from Missouri and Delaware.

Opver the last six months, AAA issued five reports and continued or began work on 12 ongoing audit projects.




Asset Visibility in Support of OIF and OEF, Army Reserve Equipment, 88th and 999th Reserve Readiness
Commands. AAA assessed whether visibility was sufficient over U.S. Army Reserve’s left behind equipment and

equipment returning from the Southwest Asia area of operations. The audit showed that visibility issues persisted
over class VII rolling stock because units weren’t following established procedures and best practices for accountability
and visibility. The audit found that instances of insufficient inventories and incomplete transfer and hand receipt
documentation and transactions; units did not establish derivative unit identifier codes to assist in the development of
the unit level property book; and units did not comply with Department of the Army guidance and code equipment as
left behind or designate property location codes for equipment in unit property records. Consequently, unit property
records did not provide necessary asset visibility data to the higher tier asset visibility capabilities used by Army
decision makers. AAA made five recommendations that, if implemented in conjunction with the Army’s Operation
Total Recall, will improve visibility over the Army’s class VII rolling stock.

Theater Linguist Program in Afghanistan. This audit assessed whether the Army’s linguist program and associated
contracts were managed effectively. AAA found that the program generally met command’s linguistic needs but wasn’t
effectively or efficiently managed. The program lacked full visibility over requirements determination, the number
of contracts awarded, and the number and types of linguists employed. Also, managers did not maintain adequate
oversight over the contracts. For the 15 contracts reviewed, which had a total value of about $205 million, AAA
identified about $17.8 million in potential monetary benefits the Army could achieve through better use of linguists.
AAA made 12 recommendations to improve the linguist services provided to the Army.

Rapid Equipping Force (REF) Initiative. AAA evaluated how effective the Army was managing the REF Initiative,
which is an important contributor to the Army’s efforts to provide warfighters with what they need in a timely
manner. Since inception of the program in May 2002, REF has provided more than 87 different types of equipment,
totaling about 15,000 individual items, to the theater. AAA concluded that the Army was effectively managing
REE. One key reason was the organizational alignment of REF under the Deputy Chief of Staff, G 3/5/7, with close
working relationships with the Assistant Secretary of the Army (Acquisition, Logistics and Technology). An equal
contributor to success was that REF developed and executed the necessary processes to quickly fulfill warfighter needs
and appropriately end projects or recommend the transition of project management to the greater Army. To build on
its success, REF needs to formalize its ad hoc processes.

Civilian Pay in Support of OEF and OIF. At the request of the Secretary of the Army, AAA did the audit to
determine whether Army personnel deployed in support of OIF and OEF were receiving additional pay allowances.
AAA found that most deployed civilians were receiving their additional pay allowances, but the timing and accuracy
of the payments needed improvement. AAA projected that about 76 percent of deployed civilians experienced a pay
problem. Two major factors contributed to this condition: an untimely process for starting and stopping payments
and inaccurate interpretations of pay guidance. Shortly after completion of AAA’s fieldwork, the Army initiated
appropriate actions to improve the accountability and controls for deployed civilians.

Resource Requirements for Reset. AAA did the audit at the request of the Deputy Chief of Staff, G 4 to evaluate
the Army’s process for identifying resource requirements for resetting equipment and tracking and measuring results.
AAA concluded that the Army did not have a reliable process to identify its resource requirements and did not
establish processes to effectively track and measure the results of equipment reset for FYs 05-06. The Army also
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did not establish strategic objectives or fully incorporate other initiatives and factors when it allocated equipment
resources between depot and field levels. During the audit the Army took many corrective actions, including issuing
descriptive guidance on roles and responsibilities and establishing a task force to monitor and track requirements and
expenditures. The task force established metrics to help monitor the benefits achieved as a result of the $17.1 billion
in supplemental funding provided to the Army for FY 2007.

ONGOING AUDITS

Class III (Bulk and Retail) Fuel Operations in the Iraq Area of Operations, LOGCAP Operations in Support
of OIF. This audit of class III (bulk and retail) fuel operations in the Iraq area of operations concentrated specifically
on the management of fuel operations under the LOGCAP contract. AAA found that 3rd Corps Support Command
provided sufficient fuel support to units to execute mission requirements, but the method for determining fuel stockage
levels was inefficient and often led to excess fuel inventory. The audit also identified fuel accountability issues at all
the fuel sites resulting from poor inventory practices. AAA made nine recommendations that should lead to improved
management of fuel operations in Iraq. The report is currently awaiting the official Army position.

Contract Administration Over Contracted Dining Facility Operations, LOGCAP Operations in Support of OIF.
This audit concentrated specifically on the administration of dining facility operations in the Iraq area of operations
under the LOGCAP contract. AAA found that although soldiers were routinely provided nutritious, high-quality
food and service comparable to commercial restaurants in the United States, the process for administering dining
facility operations needed improvement. Contract administration by administrative contracting officers assigned to
Defense Contract Management Agency was inhibited because of a lack of training and continuity of personnel. AAA
made eight recommendations that should strengthen the administration of dining facility operations in Iraq. The
report is awaiting the official Army position.

Internal Controls Over Contracted Dining Facility Operations, LOGCAP Operations in Support of OIF. This
audit of controls over contracted dining facility operations in the Iraq area of operations concentrated specifically on
whether controls over the operations were in place and operating as intended. Although dining facilities provided food
and service comparable to commercial restaurants in the United States, the controls over operations weren't adequate.
The contractor did not implement standing operating procedures, perform proper headcounts, follow scheduled meal
plans, or practice appropriate controls over warehouse operations. These weaknesses could result in excessive waste
and cost. AAA made eight recommendations that should result in improved controls over dining facility operations.
The report is awaiting the official Army position.

Retrograde Operations in Southwest Asia. This audit involves work in Iraq and Kuwait. The objective of the audit
is to evaluate the retrograde and redistribution of military property resulting from restructuring military forces and
the attendant contractor support.

Shipping Containers. This audit involves work in the U.S., Iraq, Kuwait, and Afghanistan. The objectives of the
audit are to evaluate whether shipping containers were adequately managed to ensure accountability and minimize
detention charges; visibility over equipment and supplies transported to, within, and from the theater of operations
was adequate; and controls over payments for the use of containers were adequate.
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Logistics Support—OEF-Philippines. U.S. Army, Pacific asked AAA to assess the execution and administration of
the logistics support contract for OEF-Philippines. AAA identified an overall absence of adequate controls and a weak
and understaffed contract administration structure. These conditions resulted in unsupported contract charges, and
the development and execution of inefficient solutions to mission needs. AAA calculated that the Army could save
about $58 million by recouping payments and restructuring the logistics support contract.

U.S. Army Contracting Command, Southwest Asia — Kuwait (Phase I). Criminal Investigation Command and
Third Army/Army Forces Central Command requested the audit to determine whether U.S. Army Contracting
Agency’s office in Kuwait was operating effectively and in accordance with established laws and regulations. AAA found
that the office wasn’t operating effectively and in accordance with established laws and regulations. Adequate internal
controls weren't in place to make sure contract requirements
were properly planned and awarded, and awarded contracts
were properly administered. In addition, oversight over
contracting operations was hampered because automated
records used to monitor and manage contracting operations
weren't fully complete and accurate. These internal control
weaknesses created an environment where contracting actions
were highly susceptible to fraud, waste, abuse, and increased
costs to the Army.

Army Contracting Command, Southwest Asia — Kuwait
(Phase II). This is a follow-on audit to AAA’s overall

assessment of contracting operations at Army Contracting

Command, Southwest Asia — Kuwait. AAA’s objective is to Army Audit Agency auditors in the field in SWA.
determine whether the requirements determination process was adequate

and deliverables were received and used as intended for selected contracts.

AAA is reviewing two contracts for services valued at more than $2 billion

and is continuing work on insurance requirements under the Defense Base Act.

Contracting Operations at Joint Contracting Command Iraq/Afghanistan (Multiple Audits). Partially based on
the results of a USACIDC request of the audit of contract operations at Army Contracting Command, Southwest Asia
— Kuwait, AAA’s objective was to assess whether goods and services acquired under the contracts were properly justified
and cost-effective and whether contracts were properly awarded and administered. AAA is reviewing 18 contracts for
support services, valued at about $428 million, awarded at 4 contracting offices in Iraq and Afghanistan. Examples
of contracts under review include nontactical vehicle lease and service, sewer repair, furniture, communications, and
line haul transportation.

Reset (Multiple Audits). AAA is working on five audit projects related to reset. The Agency is evaluating the metrics
used for FY 2007 in the Army’s monthly reports to Congress and will report on whether the reports accurately depict
the status of reset. 'The FY 2007 audit seeks to evaluate the four components of the metric report: procurement
quantities ordered, sustainment quantities repaired, field level reset for brigade combat teams completed, and
obligations related to each of these components. AAA is also doing an audit of battle loss computations to determine
whether weapon system managers accurately computed and appropriately used battle loss estimates to reduce the level
of reset maintenance requirements and identify requirements to replace lost equipment. The fifth audit is looking at
the management of contracts for field level reset.
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Accounting for Seized Assets and Development Fund for Iraq Balances. At the request of the Assistant Secretary
of the Army (Financial Management and Comptroller), AAA is evaluating the status of funds within three accounts
maintained to acquire goods and services for the benefit of the Iragi government. The objectives of the audit are
to determine the residual balances in the Army’s seized assets and Developmental Fund for Iraq accounts, and to
determine whether the residual balances could be returned to the Government of Iraq.

Temporary Change of Station Orders and Housing Facilities at Mobilization Stations. Soldiers mobilized to
provide CONUS and other overseas support during wartime are issued temporary change of station (TCS) orders
during their mobilization period. About 15,000 soldiers are currently mobilized under TCS orders in support of
OEF and OIF. The Army recently revised its entitlements policy for soldiers mobilized under TCS orders. AAA is
reviewing the authorization processes for soldiers under TCS orders and travel vouchers submitted as TCS claims, and
how mobilized soldiers are housed while at CONUS-based mobilization stations.

Army CONUS Support Base Services Contract. This is AAA’s second audit concerning contractor operations at
mobilization stations. The CONUS support base services contract provides administrative, training, and maintenance
support to units and individuals processing through mobilization stations en route to Iraq and Afghanistan. AAA is
reviewing the contract to determine whether it is structured to provide flexible, timely, and cost-beneficial services at
various CONUS mobilization stations and whether it should be expanded for use at all mobilization stations.

Accountability Over Contractors Downrange. This effort is the second in a series of audits concerning issues
associated with contractors on the battlefield. Tens of thousands of contractors are currently deployed for OEF and
OIF acting as a force multiplier by providing various services to soldiers, including systems support, transportation,
and food service. Accountability over these contractors is crucial for the Army to maintain operational support of
them while they are in theater and to have visibility over contract capabilities in the theater of operation. During the
audit AAA is evaluating current and future accountability methods in theater and roles and responsibilities throughout
the Army.

U.S. ARMY CRIMINAL INVESTIGATION COMMAND

The United States Army Criminal Investigation Command (USACIDC) provides critical felony criminal investigations,
actionable criminal intelligence, logistics security, and protective services to a joint and expeditionary force globally
postured in direct support of the War against Terrorism. USACIDC presently has more than 140 soldier and civilian
special agents in Iraq, Afghanistan, and Kuwait investigating felony-level crime, providing Personal Security Officer
support for High Risk Personnel, and providing criminal intelligence and forensic support to the Joint Improvised
Explosive Device (IED) Detection Task Force.

The USACIDC special agents investigate detainee abuse; investigate and interrogate suspected terrorists to gather
physical and testimonial evidence needed for successful judicial prosecutions; investigate contract fraud and public
corruption of Congressional interest; and provide protective service for ambassadors, dignitaries of U.S. cabinet rank
in forward deployed environments, foreign heads of defense, and in the highest terrorist threat environments, the
Special Representative to the United Nations Secretary General in Iraq.

USACIDC also provides command and control leadership to the Criminal Investigation Task Force (CITF), a joint
enterprise with investigators from the U.S. Air Force Office of Special Investigations (AFOSI) and the Naval Criminal
Investigative Service (NCIS). The unit investigates and formulates best evidence prosecutable packets against personnel
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held at Guantanamo Bay, Cuba. CITF special agents in Iraq actively and aggressively support the Central Criminal
Court of Iraq by investigating and promulgating the legal resolution of international terrorist prosecution under the
Iraqi judicial system.

Joining with other federal law enforcementagencies, DoD agencies, and the national intelligence community, USACIDC
supports the FBI regional and national Joint Terrorism Task Forces in combating terrorism in the continental United
States by fusing Army criminal intelligence with other all source processed intelligence, thus presenting a better
operating picture of domestic terrorism. Their specific efforts are designed and focused to eliminate, mitigate, or apply
countermeasures that serve to protect DoD assets and other valuable resources.

USACIDC special agents help streamline information sharing between national intelligence and law enforcement
agencies by contributing personnel and support to the Antiterrorism Operations and Intelligence Cell at the Army
Operations Center; the National Joint Terrorism Task Forces; and the Global Situation Awareness Facility, Office of the
Secretary of Defense. USACIDC provides criminal activity threat estimates and criminal activity threat assessments to
protect, defend and harden mission essential vulnerability
areas and human resources.

USACIDC deployed five special agents to support the Joint
Improvised Explosive Device Defeat Organization Task
Force as members of a Law Enforcement Implementation
Plan aimed at developing criminal intelligence to defeat the
criminal threat, concentrating initially on the IED threat. As
embedded members of the III Corps Special Staff, the teams
are working in the Counter IED Operational Integration
Center, C3. Developing doctrine along with cutting edge
criminal intelligence techniques is the foundation in reaching
the goal of reducing U.S. and coalition casualties due to
IEDs. Instilling a law enforcement perspective throughout
every echelon of the task force began with meeting with key
III Corps intent on defeating the IED criminal networks.

A USACIDC special agent in Southwest Asia.

Tasks established included: work jointly with the contractors to develop

and implement new and changing tactics and techniques; develop ways to

collect criminal information from an array of sources; analyze and refine criminal information into actionable criminal
intelligence for all commanders within the theater via immediate criminal alert notices and Bulletins to assist in the
education of Soldiers with boots on the ground and reduce the loss of life. An essential methodology is to evolve the
process into an efficient and effective combat multiplier, adaptive in nature, resulting in predictive analysis.

USACIDC special agents continued their emphasis on providing logistical security (LOGSEC) by focusing on the
integrity of the logistics pipeline associated with deployments/redeployments and contingency operations. Special
empbhasis is given to prevention, detection and investigation of criminal acts committed by either terrorists or criminal
elements from within the factory, to use in the foxhole, for either reutilization or disposal. Designed to prevent supply
diversion, theft, destruction, product substitution, or the sabotage of supplies while in transit from force provider to
warfighter in a combat theater of operation, those LOGSEC efforts draw on the vigilance of every USACIDC military
and civilian member.
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USACIDC is fully engaged and forward deployed in helping to establish firm procedures to reduce contract fraud in

the Iraq, Afghanistan and Kuwait theaters of operations with more than 80 ongoing criminal investigations to combat
major contract fraud. The USACIDC has fourfraud resident agencies in Iraq, Afghanistan and Kuwait, manned by
highly trained investigators of the Major Procurement Fraud Unit reinforced by special agents from every command
and specialty within the USACIDC. From this investigative effort, more than 20 military and civilian government
employees have been indicted on charges of contract fraud, with confirmed bribes of at least $15 million dollars. It is
believed that the contracts affected range in excess of $6 billion dollars.

In addition to criminal investigations, the USACIDC is contributing significantly to correcting systemic weaknesses
in contingency contracting operations. Working with the AAA, the USACIDC produced a comprehensive Crime
Prevention Survey detailing systemic weaknesses in Kuwait contracting operations. Additionally, the USACIDC has
briefed and continues to support the efforts of special commissions established by the Department of the Army and
the Department of Defense tasked to improve contracting program management processes.

Many of the contracting investigations that are ongoing are being conducted jointly with the FBI, DCIS and the Special
Inspector General for Iraq Reconstruction (SIGIR). The USACIDC is playing the lead role in this investigative effort,
providing the majority of the dedicated agent manpower. The combined efforts of all the investigative agencies provides
for the depth of resources and the international network required to complete these complicated investigations in a
timely manner. This International Contract Corruption Task Force works in conjunction with the Anti-Trust, Civil,
and Criminal Divisions of the U.S. Department of Justice, (Do]) for prosecutions, indictments, civil recoupments
and restitutions.

The USACIDC is fully committed to cooperation with the DOD IG, Do], the AAA, the DCIS, FBI, SIGIR, the
Army Contracting Agency, the Joint Contracting Command-Iraq/Afghanistan, as well as Combatant and Component
Commanders.

U.S. NAVY AND MARINE CORPS

NAVAL AUDIT SERVICE

The Naval Audit Service (NAVAUDSVC) supports the Department of the Navy (DON) GWOT goals by auditing
selected policies, procedures, and activities to ensure they achieve the stated objectives and maximize efficiencies. The
Naval Inspector General publishes a DON Risk Assessment annually. The NAVAUDSVC includes in its audit plan
topics based on the risks and areas of vulnerability identified in the risk assessment with respect to GWOT.

The NAVAUDSVC has audited military interdepartmental purchase requests. The NAVAUDSVC is continuing a
series of audits on antiterrorism and force protection. The NAVAUDSVC is auditing intelligence-related contracting
and classified financial reporting.

€

’1\ Semiannual Report to Congress



The Naval Criminal Investigative Service (NCIS) actively supports the GWOT through a number of unique efforts.
Since January 2006, NCIS has operated a forensic laboratory in Camp Fallujah, Iraq (LPL-CF), processing nearly
50,000 individual items during this reporting period, resulting in more than 325

identifications of suspected insurgents and other persons of interest. At least 188
of those identifications resulted in criminal prosecution in the Central Criminal
Court of Iraq. The LPL-CF is on course to process 150,000 items this calendar
year. And at the request of United States Central Command (USCENTCOM),
NCIS conducted a forensic survey in Afghanistan to determine the level of
forensic support required there.

NCIS supports efforts aimed at detecting, deterring and disrupting terrorism
against DoN personnel and assets worldwide. The Combating Terrorism
Directorate brings a wide array of offensive and defensive capabilities to the
mission of combating terrorism. Offensively (counterterrorism), NCIS conducts
investigations and operations aimed at interdicting terrorist activities. Defensively
(antiterrorism), NCIS supports key DoN leaders with protective services and
performs vulnerability assessments of military installations and related facilities
to include ports, airfields, and exercise areas to which naval expeditionary forces
deploy. NCIS special agents search a house cave in Iraq (pictured right).

NCIS special agents, analytical and support personnel deployed around the globe to support counterterrorism efforts.
A brief overview of efforts listed as follows:

Department of Defense Inspector General f

Thirty-five special agents supported the Multi-National Forces (MNF) Strategic Counterintelligence Directorate
— Iraq by fulfilling operational and strategic counterintelligence requirements and providing counterintelligence
support to the unified and special commands. Of these, one agent currently fills the operations chief and deputy
director positions. Additionally, two NCIS agents deployed to support the MNF staff as the Chief of Interrogations
Operations.

Forty-one special agents provided criminal investigative support for the Marine Expeditionary Forces — Iraq. Two
additional special agents served as special counterintelligence officers on Marine Expeditionary Forces staff.
Twenty-eight special agents, eight intelligence analysts, and two mobilized United States Navy Reserve intelligence
specialists supported the USMC Joint Prosecution and Exploitation Center —Iraq in conducting criminal
investigations and analyzing evidence on non-US suspects for prosecution by the Central Criminal Court of
Iraq.

Twelve special agents, including CI, polygraph examiners, and cyber forensics experts, fulfilled operational and
strategic counterintelligence requirements and provided counterintelligence support to the unified and specified
commands in Afghanistan. A NCIS special agent currently fills the operations chief billet.

Five NCIS polygraph examiners supported detention center interrogations, and other special missions to validate
operational and strategic counterintelligence requirements for USCENTCOM and component commanders in
Afghanistan.

Seven special agents, deployed to Guantanamo Bay, Cuba, conducted detainee interviews and prepared trial reports
concerning the detainees” involvement in war crimes within the USCENTCOM area of responsibility (AOR).
Seven agents deployed to Balad, Iraq; three supported the Task Force Counterintelligence Coordinating Authority
and four provided cyber forensic expertise in support of special operations.
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» Eighteen special agents deployed to Iraq to provide CI/Human Intelligence (HUMINT) support; six agents
provided support to the Naval Expeditionary Combatant Command, and twelve agents provided support to the
Counter Insurgency Operations with Theater Internment Facility (TFI) at Camp Bucca.

* Four special agents and one mobilized USNR intelligence officer provided manning for counterintelligence and
force protection responsibilities within the area of responsibility of the NCIS resident agent in Kuwait.

* Twelve special agents support the Criminal Investigations Task Force (CITF) investigating war crimes within the
USCENTCOM AOR. This period, CITF contributed independent investigative findings regarding the ultimate
disposition of detainees at Guantanamo Bay, Cuba; supported Department of Justice and Office of Military
Commissions (OMC) prosecution with respect to indictments and trial of alleged terrorists; established a vehicle
for prosecution of alleged terrorists via the Central Criminal Court of Irag; developed unique web-based software
for field investigators permitting worldwide access of investigative information to the DoD at large; cooperated
closely with the Government of Afghanistan to evaluate detainees’ involvement in terrorism against the United
States and Coalition Forces; and supported investigators on the battlefield.

* Two agents deployed as Personal Security Advisors to the Commander, Joint Task Force — Horn of Africa (CJTEF-
HOA). These agents supervised a security team composed of a USMC military policeman and USN master-at-
arms, oversaw fixed physical security measures and provided continuous coordination with non-U.S. security
forces to ensure the CJTF-HOA's safety while traveling outside of American control.

* Twenty-two special agents and three mobilized USNR intelligence officers deployed to Djibouti to provide CI/
HUMINT and force protection support to the Commander, Joint Task Force, Horn of Africa, as well as force
protection and criminal investigative support for the Commanding Officer of Camp Lemonier.

e Ten special agents provided investigative support aboard the following Navy combatants: USS Enterprise, USS
Harry S. Truman, USS Dwight D. Eisenhower, USS Bataan, USS Bon Homme Richard, USS Kearsarge, USS
Kitty Hawk, USS Blue Ridge, USS Chester Nimitz, USS Ronald Reagan, USS John C. Stennis, and USNS
Comfort.

During this period, the NCIS Protective Operations Department provided personal security for nine foreign dignitaries
and Navy commanders, visiting through either the Defense Foreign Liaison Office or Navy Foreign Liaison Office.
And, in addition to maintaining personnel security details on DON high risk billets worldwide, it assisted USACIDC
on twelve protective service operations in support of the Office
of the Secretary of Defense and Joint Chiefs of Staff principals.
The NCIS Directorate of Intelligence, by monitoring classified
threat streams relating to terrorism, issued 409 threat assessments
directly to DoN deployed assets to assist in force protection
planning; 7 reports regarding locations where DoN assets have an
operational interest; and 271 daily threat summaries. And, with
an emphasis on HUMINT collection, a plan focusing on Navy
and national requirements, to include to the Maritime Domain
Awareness initiative, was implemented with five agents deployed
to NCIS field offices. During this period, the NCIS Cyber

Division —Iraq supported four separate major wrongful death cases

T — involving terabytes of media taken from suspects and witnesses,
and conducted multiple forensic examinations pertaining to an unfounded
wrongful death allegation. The division in Afghanistan continued to refine its
closed forensics network for electronic media extraction and analysis.
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MARINE CORPS CRIMINAL INVESTIGATION DIVISION

The United States Marine Corps-Criminal Investigation Division (USMC-CID) supports the Marine Corps garrison
and field commands in the GWOT. Through rapid deployments, USMC-CID responds to all investigative requests
and requirements not assumed by the NCIS and/or at the combat and garrison commander’s request. USMC-CID

provides investigative support, Sensitive Site Exploitation training to operating forces, and prosecutorial support to the
Joint Prosecution and Exploitation Centers (JPEC) throughout the Iraqi theater.

In Iraq, during this reporting period, the USMC-CID:

Deployed agents in support of JPEC.

Reviewed, prepared, and forwarded detainee packages and evidence for prosecution/release of current detainees in
country.

Devised and conducted training to operating forces on preserving, gathering, and documenting evidence.

Prepared, forwarded, and executed high value target packages in conjunction with other agencies.

In addition to USMC-CID detachment operations in Iraq, agents also deployed as individual augmentees to sister

service units operating in Afghanistan in support of special operations. They also conducted protective service operations

worldwide in support of combatant commanders and high risk events.

USMC-CID agents conduct an investigation and visit with local kids in the International Zone.

{37 )
Department of Defense Inspector General fi L



AIR FORCE AUDIT AGENCY

U.S. AIR FORCE

During the 6-month period ending September 30, 2007, the Air Force Audit Agency completed three audits directly
related to the Global War on Terror. The Air Force Audit Agency has seven ongoing and planned GWOT-related
audits conducted in the United States Central Command Air Forces (CENTAF) overseas area of responsibility (AOR).
In addition, the Air Force Audit Agency has four ongoing and planned GWOT-related audits, not conducted in the
AOR.

COMPLETED GWOT AUDITS IN THE AOR

Central Command Air Forces Deployed Locations Services Contract Management. During FY 2006, CENTAF
personnel administered approximately $78 million in service contracts for items such as leased vehicles, food services,
and custodial requirements at four major operating locations. The CENTAF Commander requested this review to
assess service contract management in a contingency environment. The audit disclosed Air Force personnel did not
effectively manage service contracts. Specifically, review of 10 CENTAF service contracts (totaling more than $32
million) showed CENTAF AOR personnel did not properly validate contract requirements for 5 contracts (contract
requirements at three of four locations exceeded requirements by $1.1 million annually) nor adequately monitor
contractor performance for 7 contracts valued at $27.4 million. Reducing contract requirements to reflect actual needs
will allow the Air Force to put $4.9 million to better use over the 6-year Future Years Defense Plan. Effective contractor
performance monitoring helps CENTAF AOR personnel verify the Air Force fully receives services purchased.

Central Command Air Forces Deployed Locations Ground Fuel Management. Ground fuel use in the CENTAF
AOR totaled 15.6 million gallons, valued at over $19.2 million, in FY 2005. For the first quarter of FY 2006,
ground fuel use totaled 6.7 million gallons, valued at $13.9 million. An audit disclosed that CENTAF personnel
generally established adequate physical controls over fuel pumps and properly recorded fuel disbursements. However,
they did not accurately account for fuel payments. Specifically, CENTAF officials had not established processes and
support necessary to validate fuel charges and subsequent payments. Further, CENTAF ofhicials did not accurately
pay host-nation fuel charges or collect fuel charge reimbursements from coalition partners. Although auditors did not
identify any erroneous fuel payments, properly validating ground fuel billings and reconciling fuel charges to payments
prevents incorrect payments, accruing unknown liabilities, and over-obligating funds for fuel consumed. Seeking past
reimbursements and collecting future payments from coalition partners may yield savings of approximately $2.3
million over the 6-year Future Years Defense Plan.

Central Command Air Forces Deployed Locations Government-Wide Purchase Card Program. From October
2005 to April 2006, CENTAF personnel at Balad, Ali Al Salem, and Al Dhafra Air Bases (ABs) and Baghdad International
Airport (BIAP) made approximately 4,800 GPC purchases totaling over $11 million. Auditors concluded GPC
program management at deployed locations required improvement. CENTAF AOR personnel maintained support
for GPC transactions, established adequate separation of duties, and periodically reconciled bank statements to
purchase receipts. Further, our review did not disclose any instances of fraudulent cardholder activity. However, AOR
personnel did not properly record GPC-purchased assets on accountability records. Additionally, AOR cardholders
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purchased non-mission essential assets and did not always obtain required purchase approval. Proper GPC program
controls reduce the risk of undetected theft and loss, unexpected shortages of critical items, and unnecessary purchases
of items already on hand. Ineffective controls resulted in unrecorded, non-mission essential, or improperly approved
purchases valued at over $264,000.

ONGOING AND PLANNED GWOT AUDITS IN THE AOR

Central Command Air Forces Cryptographic and Secured Communication Equipment. This ongoing audit will
determine whether Air Force personnel effectively manage cryptographic and secured communication equipment in

the CENTAF AOR. Specifically, auditors will determine whether CENTAF AOR personnel properly account for and

control cryptographic and secured communication equipment.

7
Central Command Air Forces Prepositioned Mobility Bags.
This ongoing audit will determine whether Air Force personnel
effectively manage the mobility bag program. Specifically, auditors
will determine if CENTAF personnel properly account for and
control mobility bag inventories, and effectively manage shelf life
items. Further, the audit will determine whether Air Force personnel

accurately computed requirements after prepositioning mobility
bags in the CENTAF AOR. Audit work will also be performed
at 22 locations outside the CENTAF AOR to determine whether
installation logistics readiness personnel properly transferred
accountability of mobility bags from installation records to

CENTAF records per Air Staff guidance.

AFAA auditors outside billeting tent at Al Udeid AB, Qatar.
Patient MovementItems. This ongoingauditwill assess whether
medical official