Employees of Contractors, Subcontractors, Grantees, Subgrantees,
or Personal Services Contractors
How to File a WhistleblowerReprisal Complaint

Employees of DoD contractors, subcontractors, grantees, subgrantees, or personal services
contractors who believe they have been discharged, demoted, or otherwise discriminated
against in reprisal for disclosing certaininformation may file a whistleblowerreprisal complaint
under section 4701 of title 10 United States Code (10 U.S.C. § 4701), “Protected
communications; prohibition of retaliatory personnel actions.” However, the provisions of 10
U.S.C. § 4701 do not apply to an employee of a contractor, subcontractor, grantee, subgrantee,
or personal services contractor of an element of the intelligence community whose disclosure
relatesto an element of the intelligence community or was discovered while providing services
to the intelligence community.

Employees of DoD contractors, subcontractors, grantees, subgrantees, or personal services
contractors who allege a retaliatory action affecting eligibility foraccess to classified
information may file a complaint underPresidential Policy Directive 19 (PPD-19).

If you believe you have experienced reprisal in violation of 10 U.S.C § 4701 or PPD-19read on
for more information about how to file a complaint with the DoD Hotline.

Instructions

The online complaintform on the DoD Hotline website at
https://www.dodig.mil/Components/Administrative-Investigations/DoD-Hotline/Hotline-
Complaint/is a secure method of filinga complaint. Alternatively, you may download the PDF
form and send the information requestedin Part 2, “Complaint Details” to: DoD Hotline, The
Pentagon, Washington, DC 20301-1900; or fax to: 703-604-8567, DSN 664-8567.

For classified complaints up to SECRET, you can file on SIPR at
http://www.dodig.smil.mil/hotline. For TOP SECRET complaints, file via the Joint Worldwide
Intelligence Communications System (JWICS) at http://www.dodig.ic.gov/hotline/index.html.

If you have any questions, please call the DoD Hotline at 1-800-424-9098.

Information You'll Need For Filing a Complaint

e Provideyourfull name, job title, statusas an employee orformeremployee,company and
location,workand residence telephone numbers,andmailing and e-mail addresses.

e Bepreparedtoprovide acopy of the protecteddisclosure (ifwritten)andany reply you
received aboutthe matter. Ifacopy ofthe disclosure is notavailable,please providethe
followinginformation:

o Thedate of the disclosure.
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o ldentify the officialtowhom thedisclosure was made by includingthe official’s
name, title,organizationand location,and telephone number.
o Thecontentof the disclosure.
o Whetherthe matterwasinvestigated, when,andby whom.
e |dentify each action taken (forexample,demotion, discharge,orotherdiscrimination). If
you are filinga PPD-19 complaint, identify each action affecting your eligibility for access
to classified information.

e Be prepared to provide documentation for each action or action affectingeligibility. If
documentationis not available, please describe the action and the give date of the
action.

e Indicate whyyoubelieve there is aconnectionbetweenyourprotected disclosure and the
action taken againstyou.

e Providethefullname,title,company andlocation,and telephone numbers ofthe company
officials responsible forrecommending ortaking the action at issue.

e Explainwhyandhow any responsible official knewofthe protecteddisclosure before
takingthe personnel action.

o |dentify key witnessesthat can provide evidence tosupport your reprisal complaintand
include their contact information.

e |f more than three years have elapsedsince a personnel action was taken or withheld,
please explain why the complaint was not filed sooner.

o |fyoupreviouslyfiledthis reprisalcomplaint with anotheragency, be prepared toprovidea
copy of the complaintandany reply. If the documents are notavailable, please provide
detailssuchasthe agency, contract number,and date filed.

Glossary

The followingterms and descriptions may be helpful asyou file a whistleblower reprisal
complaint:

Term Description Related to

Abuse of Authority e Anarbitrary and capricious exercise ofauthority 10 U.S.C. § 4701
that isinconsistentwith the missionofthe DoDor
the successful performance ofa Department
contract orgrant,

e anarbitrary and capriciousexercise ofauthority
thatisinconsistent with the missionofthe
National AeronauticsandSpace Administration or
the successful performance of an Administration
contract or grant.



Term

Agency

Authorized
Recipient

Contract
Contractor
Eligibility for

Access to Classified
Information

Grant

Description

The DoD, the Department ofthe Army, the
Department ofthe Navy, the Departmentofthe Air
Force,the Coast Guard, and the National Aeronautics
and Space Administration.

e A Member of Congress or a representative ofa
committee of Congress;

e anlInspector General;

e the Government Accountability Office;

e anemployee of the DoD responsible forcontract
oversightor management;

e an authorized official of the Department of
Justice or other law enforcement agency;

e acourtor grand jury;and

e a managementofficial or other employee of the
contractor or subcontractor who has the
responsibility to investigate, discover, oraddress
misconduct.

A contractawarded by the headofan agency.
A personawarded a contract with an agency.

The result of the determination whetheran
employee (a)iseligible foraccess to classified
informationin accordance with Executive Order
12968 (relatingto access to classified information),
or any successor thereto, and Executive Order 10865
of February 20, 1960, as amended (relatingto
safeguardingclassified information with industry), or
any successor thereto; and (b) possesses a needto
know undersuch orders.

A legalinstrument usedto enterintoarelationship:
(a)ofwhichthe principal purpose isto transferathing
of value tothe recipienttocarry outapublicpurpose
of supportorstimulationauthorized by alawofthe
United States, ratherthanto acquire propertyor
servicesforthe DoD’s directbenefit oruse; (b)in which
substantialinvolvementis not expected between the

Related to

10 U.S.C. § 4701

10 U.S.C. § 4701

10 U.S.C. § 4701

10 U.S.C. § 4701

PPD-19

10 U.S.C. § 4701



Term

Grantee

Inspector General

Investigation of
Complaints

Personal Services
Contract

Qualifying Action

Protected
Disclosure

Description Related to

DoD and the recipientwhen carrying out the activity
contemplatedby the grant.

A personawarded agrant withanagency. 10 U.S.C. § 4701

Aninspectorgeneral appointed undertheInspector 10 U.S.C. § 4701
General Act of 1978, as amended,and anylnspector

Generalthat receivesfundingfrom orhas oversight

overcontracts awarded foror on behalfof, the

Secretary of Defense.

A Department of Defense (DoD)contractor, 10 U.S.C. § 4701
subcontractor, grantee, subgrantee, orpersonal
servicescontractoremployee who believes thathe or
she has beensubjected toareprisal prohibited by

10 U.S.C. § 4701 may submitacomplaintto the DoD
Office of InspectorGeneral. Unlessthe IGdetermines
that the complaintis frivolous or untimely, fails to
allege aviolation of the prohibition in subsection (a) of
the statute, orhas previouslybeen addressedin
another Federal or State judicial oradministrative
proceedinginitiated by the Complainant, the IGshall
investigate the complaint. Upon completionofsuch
investigation,submitareport offindings of the
investigation tothe person whofiled thecomplaint;
the contractor concerned;andthe headofthe agency.

A contractthat, by its expresstermsoras 10 U.S.C. § 4701
administered, makesthe contractorpersonnelappear
to be,in effect,governmentemployees.

A discharge, demotion, or other discriminatory 10 U.S.C. § 4701
action with respectto any employee of a DoD

contractor, subcontractor, grantee, subgrantee, or

personal services contractor as a reprisal.

A communication to an authorized recipient, of 10 U.S.C. § 4701
information that the employee reasonably believes
is evidence of:
e gross mismanagementof a DoD contract or
grant;



Term

Protected
Disclosure

Description Related to

a gross waste of DoD funds;
an abuse of authority relatingto a DoD contract
or grant;

a violation of law, rule, or regulationrelatedto a
DoD contract (includingthe competition for or
negotiation of a contract) or grant; or

a substantial and specificdanger to publichealth
or safety.

Protected disclosuresalso include providing
evidence of contractor or subcontractor misconduct
in any judicial or administrative proceedingrelating
to waste, fraud, or abuse on a DoD contract or grant.
Authorized recipients of such information are:

a Member of Congress or a representative ofa
committee of Congress;

an Inspector General;

the Government Accountability Office;

an employee of the DoD responsible forcontract
oversightor management;

an authorized official of the Department of
Justice or other law enforcementagency;

a court or grand jury; and

a management official or other employee of the
contractor or subcontractor who has the
responsibility to investigate, discover, oraddress
misconduct.

A disclosure of information by the employeetoa PPD-19
supervisorin the employee’s direct chain of
command up to and includingthe head of the
employingagency, to the Inspector General of
the employingagency or Intelligence Community
Element, to the Director of National Intelligence,
to the Inspector General of the Intelligence
Community, or to an employee designated by
any of the above officials for the purpose of
receiving such disclosures, that the employee
reasonably believes evidences (i) aviolation of
any law, rule, or regulation; or (ii) gross
mismanagement, a gross waste of funds, an



Term

Subcontract

Subcontractor

Subgrant

Description

abuse of authority, or a substantial and specific
danger to public health or safety;

e Any communicationdescribed by and that
complies with subsection (a)(1), (d), or (h) of
section 8H of the Inspector General Act of 1978
(5U.S.C. App.); subsection (d)(5)(A) of section 17
of the Central Intelligence Agency Act of 1949 (50
U.S.C. 403q); or subsection (k)(5)(A), (D), or (G),
of section 103H of the National Security Act of
1947 (50 U.S.C. 403-3h);

e The exercise of any appeal, complaint, or
grievance with regard to the violation of Section
A or B of PPD-19 that does not disclose classified
information or other information contrary to law;

e Lawfully participatingin an investigation or
proceeding regarding a violation of Section A or B
of PPD-19 that does not disclose classified
information or other information contrary to law;
or

e Cooperatingwith or disclosinginformationto an
Inspector General, in accordance with applicable
provisions of law in connection with an audit,
inspection, or investigation conducted by the
Inspector General that does not disclose
classified information or other information
contrary to law.

The term“subcontract” meansa contract or
contractual action enteredintoby asubcontractorfor
the purpose of obtainingsupplies, materials,
equipment,orservices ofany kind underaprime
contract.

The term“subcontractor” meansany supplier,
distributor,vendor, orfirmthat furnishessupplies or
servicesto or fora prime contractor oranother
subcontractor.

A subgrantisanaward of financialassistanceinthe
form of money, or propertyinlieu of money, made
under agrant by agrantee toaneligible subgrantee.

Related to

10 U.S.C. § 4701

10 U.S.C. § 4701

10 U.S.C. § 4701



Term Description Related to

The term includesfinancialassistance when provided

by contractual legal agreement, but does notinclude
procurementpurchases, nordoesitinclude any form

of assistance which is excludedfromthe definition of
grantin this part.

Subgrantee The term “subgrantee” meansthe governmentor 10 U.S.C. § 4701
otherlegal entityto which asubgrantis awarded and
whichisaccountable tothe grantee forthe use of the
funds provided.
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