
APPENDIX A 
 
 
 
A.  INSTRUCTIONS 
 
This subpoena calls for the production of records setting forth the basic subscriber 
information identified below, authorized by the Electronic Communications Privacy 
Act (18 U.S.C. § 2701, et seq.), pertaining to the [insert name of Internet Service 
Provider , i.e., Yahoo! Incorporated] email address/Internet Protocol (IP) address “[insert 
screen name, Internet Protocol Address, etc]” believed to be utilized by and/or associated  
with [enter name of Subject; the unauthorized access to a Department of Defense 
computer system], for the period January X, 2009, through the date of this subpoena. 
 
 
B.  REQUIRED RECORDS 
 
1.  All names associated with the account(s); 
2.  All addresses associated with the account(s); 
3.  Local and long distance telephone connection records and/or records of session times 
and durations, including connection dates and times, disconnect dates and times, and 
methods of connection; 
4.  Length of service, including start date, end date (if applicable), and types of services 
used; 
5.  Telephone or instrument number(s) and/or other subscriber number(s) or identities, 
including any temporarily assigned network address; and, 
6.  Means and source of payment for service (including any credit card or bank account 
number). 
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